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Abstract. Garbled circuits are a foundational primitive in both theory and practice of cryptog-
raphy. Given (Ĉ,K[x]), where Ĉ is the garbling of a circuit C and K[x] = {K[i, xi]}i∈[|x|] are the
input labels for an input x, anyone can recover C(x), but nothing else about input x.
Most research efforts focus on minimizing the size of the garbled circuit Ĉ. In contrast, the work
by Applebaum, Ishai, Kushilevitz, and Waters (CRYPTO ’13) initiated the study of minimizing
the cost for transferring the input labels K[x]. Later improved in a follow-up by Applebaum et
al. (STOC ’23), the state-of-the-art techniques allow compressing the input labels to the optimal
rate of 1 + o(1). That is, each input label can be transferred by essentially sending 1 bit. However,
existing solutions are computationally expensive, requiring large numbers of public-key operations
(such as RSA exponentiation).
In this work, we present an efficient input label compression technique based on Ring-LWE. We
achieve the same optimal rate of 1 + o(1), by making use of additional communication in an offline
stage (before the input x becomes known), a paradigm that has already been explored in prior
works. A novel feature of the offline communication in our scheme is that the information sent is
either reusable or compressible using a random oracle, leading to small amortized offline cost o(|x|).
We further demonstrate concrete efficiency through an implementation whose online latency out-
performs the naive baseline (which sends all of K[x] in the online phase) in a realistic network with
a bandwidth of up to 45Mbps. This break-even point could be pushed even further by leveraging
the large potential for parallelization of computation.
Finally, we apply our techniques to construct maliciously-secure two-party computation protocols
with succinct online communication: The online phase starts once the circuit C becomes known, and
requires exchanging only poly(λ) bits (independent of |C|). After inputs xA,xB arrive, an additional
|xA|+ |xB |+ poly(λ) bits need to be sent.
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1 Introduction

Introduced by Yao in the 1980s [Yao82, BHR12], a garbling scheme allows efficiently transforming
a Boolean circuit C : {0, 1}n → {0, 1}m into a garbled circuit Ĉ and a pair of short, λ-bit, keys
(K[i, 0],K[i, 1]) for every input bit i, where λ is the security parameter. This transformation
ensures that Ĉ, along with the input labels K[x] = (K[1, x1], · · · ,K[n, xn]), reveals only the
output y = C(x) and no other information about the input x. Over the years, Garbled circuits
have found a diverse set of applications, in particular for building efficient constant-round multi-
party computation protocols [Yao86, BMR90].

Although originally viewed as impractical, tremendous efficiency improvements in the past
two decades has brought it to the forefront of practical and deployable cryptography. Much
of this research focused on reducing the size of garbled circuits, and hence the communication
costs of transferring them, providing a deep understanding on both the theoretical and practical
limits [BMR90, NPS99, KS08, PSSW09, KMR14, GLNP15, ZRE15, RR21, GKP+13, HLL23,
AJS17, KLW15, BCG+18, JLL23]. However, efficiency related to the other “half” of garbled
circuits, namely the input labels, has been relatively neglected so far, and is the focus of this
work.

Consider the following simple use case: Many research institutes each want to perform differ-
ent analyses, described by circuits Ci, over a common sensitive database x, e.g. patient records.
Due to the sensitive nature of the data, only the results Ci(x) of approved analysis may be
revealed. Garbled circuits offer a non-interactive solution: The data provider can first provide
different garbled circuits Ĉi to the research institutes according to their proposed analysis, and
later broadcast a single set of input labels K[x], e.g. through a blockchain. Since the dataset x
may be very large, it’s desirable to minimize the size of labels K[x], which, naively, would require
λ · |x| bits. Applebaum, Ishai, Kushilevitz, and Waters [AIKW13] (AIKW) were the first to ask
the following natural question: Is rate-λ, i.e., sending λ bits per input bit, optimal?

Optimal Rate 1+o(1). It turns out that rate-λ is far from optimal. AIKW achieves compression
of input labels in an online-offline setting based on a variety of public key cryptography assump-
tions including RSA, LWE, or DDH. They showed that after collecting the data x, i.e., in the
online phase, it suffices to send just |x|+poly(λ) bits. This requires publishing a potentially large
amount of information before seeing x, i.e., in the offline phase. Subsequent works [GS18, GOS18]
show how to achieve this under weaker assumptions (Factoring or CDH), which however results in
expensive non-black-box use of cryptographic tools. While all of these results achieve an optimal
online rate of 1 + o(1), their techniques come at the cost of an offline communication Ω(|x| · λ).

Therefore, a question left open by AIKW and [GS18, GOS18] is whether the overall rate
(combining offline and online) can actually be reduced to less than λ. At first sight, it may seem
impossible to communicate the labels K[x] (which have size |x| · λ) using less than |x| · λ bits
overall. This intuition is however incorrect, because the 2|x| input keys might be generated in a
pseudorandom way that is still sufficient for garbled circuits security.

The above intuition can indeed be realized using a tool called projective PRG (pPRG) pro-
posed recently by Applebaum et al. (ABI+) [ABI+23]. A pPRG with public parameter pp is a
pseudorandom generator with the new power that the seed sd can be “projected” to a subset
T of all output bits, such that the projected seed sdT expands to these output bits indexed
by T , while keeping the remaining output bits pseudorandom. pPRG with both succinct, i.e.,
poly(λ)-size, public parameters and projected seeds promises to eliminate the offline phase alto-
gether, and simultaneously maintaining 1+o(1) online rate. Built upon the techniques in AIKW,
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communication computation

Naive |x| · λ 0

DDH ([AIKW13]) |x|+ |x|/λ
+ offline: |x| · λ · log p

(|x| · λ · log p) MultG

LWE ([AIKW13]) |x|+ |x|/λ
+ offline: |x| · poly(λ, n, log q)

(|x| · λ · n · log q) Addq

bilinear DDH ([ABI+23]) |x|+ |x|/λ ⋆ (|x| · λ · log p) MultG
+ |x| Bilinear ops

iO+SSBH ([ABI+23]) |x|+ poly(log |x|, λ) (|x| · poly(λ)) iO-evals

RSA ([ABI+23]) |x|+ poly(λ) (|x| · log |x| · logN) MultN

Ring-LWE (this work) |x|+ poly(λ) ⋆ ( |x| log |x|n ) MultRq

Table 1: Comparison between techniques for input label compression, in terms of online com-
munication and online computation time. Constant factors are omitted. |x| denotes the input
length, p is the DDH group order, N is the RSA modulus, n is the Ring-LWE degree / LWE
dimension and q is the (Ring-)LWE modulus (which is exponentially large, i.e., q = 2Θ(λ)). For
computation time, we write Mult to denote the cost of a single multiplication within the ring or
modulus indicated in the subscript. When indicated, the scheme requires an additional offline
step which can be performed without knowing x. We use ⋆ to denote schemes that require an
offline step that only needs to be executed once, whose communication therefore vanishes after
a sufficiently large number of instances.
We further remark that the costs of the (bilinear) DDH and LWE schemes shown here applies
an optimization that splits the input into smaller blocks. See [AIKW13] for details.

ABI+ [ABI+23] constructed pPRGs with different levels of succinctness based on several public
key assumptions.

Summarizing [AIKW13, ABI+23], we now have compression techniques with two levels of
communication efficiency. 1) Optimal overall-rate 1 + o(1) is achieved, based either on RSA,
or on indistinguishability obfuscation (iO) combined with somewhere statistically binding hash
functions (SSBH). This means each label can be transferred by sending essentially a single bit!
2) Optimal online rate 1 + o(1) is attained, albeit with sub-optimal Ω(|x| · λ) offline cost, based
on LWE and DDH. The DDH-based technique can be further improved using bilinear groups,
enabling reusing the large offline communication, achieving amortized overall-rate 1 + o(1) over
multiple instances of garbled circuits. See Table 1 for detailed comparison.

Theory vs Practice. Given the importance of practically efficient garbled circuits, it is exciting
to try to apply these compression techniques in the wild. Unfortunately, the computational costs
of current techniques are extremely high, establishing only feasibility, but not practicality.

Specifically, the methods described in [AIKW13, ABI+23] require performing a large number
of expensive public key operations, namely group exponentiations (in either RSA or DDH groups),
inner products of long vectors over Zp (LWE), or pairing operations (bilinear DDH), while the
methods in [GS18, GOS18] are prohibitively expensive due to non-black-box cryptography. To
underline these issues, take the RSA-based scheme as an example, which is one of the currently
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most efficient methods. It requires the receiver to run O(|x| · log |x|) RSA-exponentiations3 (with
large exponents) in order to recover the input labels. However, the concrete cost of this is very
high: Suppose the input has 100K bits i.e., |x| ≥ 105, and one RSA-exponentiation consumes
1ms. Then the receiver can only process 60 input labels per second, and this rate decreases even
further for larger inputs. While the DDH-based scheme could have similar performance (assuming
0.1ms per scalar multiplication on elliptic curves [BCLN16]), it does come with significant offline
communication. All other schemes have even more computational overhead.

Motivated by the state-of-affairs, the overarching goal of this work is:

Can we transfer input labels in online- or overall-rate less than λ, efficiently?

We remark that the state-of-affairs is reminiscent to the current landscape of research on
the minimal size of garbled circuits. In theory, optimal poly(λ, n,m)-size garbled circuits is
feasible (with n,m the input/output length), based on LWE or indistinguishability obfuscation
and puncturable PRF [GKP+13, HLL23, AJS17, KLW15, BCG+18, JLL23]. However, these
schemes are computationally prohibitive. In practice, optimized versions of Yao’s garbled circuits
are far more efficient, despite their large communication costs. Similarly, current theoretically
optimal input-label compression techniques have not yet brought benefits to practical efficiency.
Narrowing the gap is the aim of this work.
Our Results in a Nutshell. We make progress towards the above overarching goal by presenting
a new efficient compression technique with optimal overall-rate, 1 + o(1), based on Ring-LWE
(depending on the choice of ring parameters), in the Random Oracle Model (ROM).

– Lightweight communication: The optimal overall-rate 1 + o(1) is achieved. While, unlike
pPRG-based solutions, our scheme does make use of offline communication, it has the novel
feature that information sent in the offline phase is either reusable or lightweight, with amor-
tized offline-rate o(1).

– Concretely Efficient: By leveraging Ring-LWE packing, our online computation is dominated
by O( log |x|·λn log q ) ring operations per input bit (where n is the Ring-LWE degree), a potentially
fractional number. Indeed, in concrete settings an average of 0.14 ring operations is performed
per input bit in our implementation.

– Implementation: Our implementation demonstrates the practical efficiency of our method.
For transferring the labels of 700K input bits, it takes about 0.90µs per bit for the garbler
to compress and 1.77µs per bit for the evaluator to reconstruct, on a single-core PC.

As a further application, we construct preprocessing garbled circuits: relying on an offline phase
with Õ(λ|C|) communication, the online phase (that starts once the plaintext circuit C becomes
known to both parties) has a reduced communication cost of only poly(λ) bits, independent of the
circuit size. These ideas naturally yield maliciously secure two-party computation protocols in the
preprocessing model, with optimally succinct online communication. Namely, only poly(λ) bits
are exchanged after the circuit C becomes available, and |xA|+ |xB|+poly(λ) bits are exchanged
after the two parties receive their respective inputs xA and xB. While previous techniques for
sublinear-communication 2PC did not rely on preprocessing, all of them require computationally
expensive tools, such as, FHE, iO, HSS. Our protocols are much more concretely efficient.
On the Importance of Compressing Input Labels. Before moving on to describing our
results in more detail, we want to call for further study on the efficiency of transferring input
3 This assumes some algorithmic optimization not described in [AIKW13, ABI+23].
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labels. This topic has so far had a limited history of study, perhaps due to the school of thought
that the cost of transferring the input labels is dominated by that of transferring the garbled
circuit. However, there are several strong reasons motivating its study. First, performance opti-
mization entails saving costs in every possible avenue in practice. In big data applications the
input might even be almost as large as the circuit. Second, in applications that allow preprocess-
ing, the real-time performance becomes mostly dominated by the time required for transferring
input labels. Third, the lack of theoretical understanding of this basic and natural question about
garbled circuits is unsatisfactory; any progress here may lead to other applications. Finally, we
are optimistic that in the future, practical garbled circuits with less than λ bit per gate, or even
fixed polynomial size, might become possible. Then, the costs for transferring input labels may
even outweigh that of the garbled circuit.

Our Results in More Detail. The key tool in this work, following AIKW techniques, are
what we call Batch-Select schemes4. It enables the sender, Alice, to encode the keys K in the
offline stage:

Sel.Enc1({K[i, 1]−K[i, 0]})→ (ct1, st1) , Sel.Enc2({K[i, 0]})→ (ct2, st2) .

(Note that the 0-keys K[i, 0] and the key offsets K[i, 1]−K[i, 0] are encrypted separately, which
will be convenient later.) Alice publishes the ciphertext ct = (ct1, ct2) and keeps the secret state
st = (st1, st2). After x arrives, Alice generates a very succinct key Sel.KeyGen(st,x) → skx of
just poly(λ) size. The pair (skx,x) enables (partial) decryption of ct, revealing exactly the input
labels Sel.Dec(ct, skx,x) → K[x] = {(K[i, 1] −K[i, 0]) · xi +K[i, 0]}, and nothing else. Security
is formalized via simulation of ciphertext ct and secret key skx, given only the revealed labels
K[x].

Batch-Select enables achieving optimal online rate when transferring input labels, because
online Alice just sends x and skx of length |x|+ |skx| = |x|+poly(λ)5. In this work, we present a
concretely efficient Batch-Select scheme with the novel features that part of the offline commu-
nication ct1 can be reused, and the rest ct2 can be compressed using the random oracle, leading
to small offline-rate o(1). More precisely:

Theorem 1 (Informal, New Batch-Select Scheme). Let λ be the security parameter. As-
suming 2λ-secure Ring-LWE with dimension n, modulus log q = O(λ), there exists a 2λ-secure
Batch-Select scheme. The scheme has the following asymptotic efficiency when the input length
satisfies |x| = Ω(n):

– |ct1| = O(|x| log |x| · λ). Ciphertext ct1 can be reused for T =
√
q times. (If the modulus q is

super-polynomial, this lets us reuse ct1 for any polynomial number of times.)
– |ct2| = O(|x| ·λ) in the plain model. When ct2 is used to encrypt random keys K[i, 0], its size

can be reduced to O( λ
q1/2−ϵ·log q · |x|) bits in the ROM for any constant ϵ ∈ (0, 12). In particular:

• For sufficiently large polynomial modulus q = poly(n, λ), the rate is o(1).
• For exponentially large modulus q > 22(1+ϵ′)λ for any positive constant ϵ′ > 0, ct2 can be

transferred for free (with no communication).
– |skx| = n log q = poly(λ), i.e., the secret key consists of a single ring element.
4 In [AIKW13], this gadget is “special randomized encoding for the selection function” and has a slightly different

syntax. Nevertheless, it can be used in an analogous way to compress input labels.
5 In order to achieve input hiding, Alice can apply a one-time pad r to the input. She would send x = x′+r, where
x′ is the actual input. The one time pad can be removed by modifying the computation to C′

r(x) = C(x− r).
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– The computational efficiency of all algorithms is quasilinear in the input length.

Note that 2λ-security is only assumed for the sake of fair comparison to the naive garbled circuit
approach, and can be replaced by any super-polynomial value.

Lightweight Offline Communication The offline communication of our scheme transfers
ct1 and ct2. Their absolute sizes are large, O(|x| log |x|λ) and O(|x|λ), exceeding λ-rate. We
crucially rely on the reusability of ct1 to establish that the amortized communication rate for
transferring ct1 is o(1) or below. While ct2 is not reusable, it can be compressed in the ROM to
rate o(1) or below. Below we give more details on these two optimizations, and summarize the
amortized size of ct1 and compressed size of ct2 in Table 2.

amortized |ct1| amortization modulus q

λ · |x| log |x| T = 1 2O(λ)

o(1) · |x| T =
√
q poly(λ)

negl(λ) T =
√
q λω(1)

size |ct2| modulus q K[0]

λ · |x| 2O(λ) any
o(1) · |x| poly(λ) random

0 22(1+ϵ′)λ random

(a) Size of ct1 (b) Size of ct2

Table 2: The amount of offline communication (split into |ct1| and |ct2|) required by our batch-select scheme
in several different settings, omitting constant factors. On the left-hand side, we show the size of |ct1| amortized
across T instances (with the same offset K[1]−K[0]), assuming that q fulfills the stated constraint. On the right-
hand side, we show the size of |ct2| assuming that q fulfills the stated constraint. In the bottom two rows, the
encrypted keys K[0] cannot be chosen arbitrarily but are generated as random within our batch-select scheme
(this requires the ROM). Everywhere we assume the Ring-LWE dimension satisifies n > λ and |x| = Ω(n).

First, T -time reusability of ct1 immediately reduces the per-instance cost of sending ct1 by
a factor of T , assuming Alice sends T garbled circuits and corresponding input labels. This
amortization only works whenever ct1 is encrypting the same values across all instances, but this
is not an issue when using batch-select as a way to transfer input labels. The reason is that garbled
circuits stay secure even when the key offset K[i, 1] −K[i, 0] is repeated for multiple indices i;
or even when it is repeated across several garbled circuits. This assumes correlation-robust hash
functions [CKKZ12], as in typical garbling with Free-XOR labels [KS08].

Alternatively (when it is not desired to garble several circuits), we can still amortize within
the same instance, by treating the input x as k ≤ T shorter inputs x1, · · ·xk of length |x|/k.
Then, the size of ct1 becomes O(|x| log |x| · λ/k). Using an optimized Batch-Select construction
(which only yields benefits if not amortization across several instances; and it needs to assume
identical secret offsets ∆ = K[i, 1]−K[i, 0] for all i) we can furthermore avoid the log |x|-factor.
Thus, by choosing k = ω(λ), the size of ct1 has rate o(1), even for just a single garbling instance.
While Alice now needs to send k secret keys skxj in the online phase (for a total size of k ·n·log q),
this cost is still bounded by poly(λ).

A second optimization applies (in the ROM) whenever the keys {K[i, 0]} that are encrypted
by ct2 are uniformly random (which is the case for most constructions of garbled circuits). This
allows compressing ct2 by a factor of Õ(q1/2−ϵ) for any constant ϵ ∈ (0, 12). Hence, even with
sufficiently large polynomial Ring-LWE modulus q, we reduce the size of |ct2| to e.g. |x|/λ, which
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implies an o(1)-rate. Furthermore, when the modulus is exponentially large q = 22(1+ϵ′)λ for some
constant ϵ′ > 0, we can “transfer” ct2 entirely for free, with no communication.

Putting both reusability and ct2 compression together, the batch-select offline rate approaches
0, while the online rate remains at 1 + o(1).

Concretely Efficient Computation The online computation cost of our scheme is domi-
nated by O( log |x|·λn log q ) ring operations per input bit. This fractional number is achieved by packing
multiple input keys into a single RLWE element.

We demonstrate concrete efficiency based on our batch-select implementation. To prioritize
computational cost and simplicity of implementation, we choose a 109-bit modulus, and imple-
ment a simplified version of our scheme that requires 6|x| bits of offline communication (and
poly(λ) bits of online communication). Clearly, this is not the theoretically optimal overall o(1)-
rate (see Table 2), but nevertheless a large improvement over the baseline.

Concretely, our implementation has an online computation time of 3µs per input bit, which
we estimate to be 104 times faster than the AIKW RSA-based scheme (assuming that each
RSA exponentiation takes 1ms). To demonstrate the practicality of our method, we show (in
Table 3) that the computation time (using a single CPU thread with 2.10GHz) from compressing
and reconstructing input labels roughly equals the latency of naively transmitting un-compressed
input labels over a network that has bandwidth 50 Mbps. But even when the network is faster
than this, our method is still valuable e.g. when the input labels need to be broadcast to multiple
evaluators, or when size plays more crucial role such as in blockchain-settings. Details on our
evaluation can be found in Section 6.

#NTT #Mult Time (µs)
garbler (ours) 0.02 0.01 0.90

evaluator (ours) 0.02 0.12 1.77
Yao-style GC (1 Mbps) sending 16 bytes 128.0
Yao-style GC (10 Mbps) sending 16 bytes 12.8
Yao-style GC (50 Mbps) sending 16 bytes 2.56

Table 3: Concrete online costs (per input bit) of our implementation for input length |x| ≈ 700K. The compu-
tational costs are dominated by the number of NTT and component-wise vector multiplications (both in a ring
of dimension 4096 and < 60-bit modulus). We compare these numbers with the amount of time that would be
required for sending uncompressed input labels K[x] in standard Yao-style garbled circuits.

Application to Two Party Computation (2PC). In the literature there is a wealth of
constructions of 2PC protocols. They can be roughly categorized into i) ones that are con-
cretely efficient but have large communication linear in the complexity of the computation
(e.g., [DPSZ12, LP11, WRK17, DILO22]), ii) ones with laconic communication depending only
on the input/output lengths, but rely on computationally expensive tools like FHE (e.g., [Gen09,
BV11, BGV12, GSW13]), or iO (e.g., [HW15]), etc, and iii) ones that enjoy both concrete effi-
ciency and laconic communication, but are restricted to low depth computation like NC1, using
homomorphic secret sharing (e.g., [BGI16]). The latter protocols can be extended to evaluat-
ing circuits, but only achieving mildly sublinear communication proportional to |C|/ log |C| or
|C|/ log log |C|. Another drawback of protocols in ii) and iii) is that they rely on expensive generic
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techniques, such as, succinct communication ZK to achieve malicious security. See Appendix A
for a more detailed survey of prior sublinear communication 2PC.

Using our compression technique, we explore building concretely efficient malicious 2PC with
laconic online communication. We start with considering a new notion called preprocessing gar-
bled circuits: By sending information of length proportional to the circuit size Õ(λ|C|) in an
instance-independent stage that can be run before knowing C (depending only on certain meta-
information such as circuit size), in the online stage after knowing C, the garbled circuit can
be compressed to poly(λ) bits. This is achieved by simply sending a garbled universal circuit Û
in the instance-independent offline stage, and using our compression technique to transfer input
labels for Û that allow evaluating the circuit C. Since C is not hidden, the online stage only
sends skC of poly(λ) bits.

By combining preprocessing garbled circuits and authenticated garbled circuits [WRK17,
DILO22], we obtain maliciously secure 2PC with succinct online communication in the ROM
based on Ring-LWE: The function-dependent online stage has communication poly(λ), while the
input-dependent online stage has communication poly(λ) + |x|+ |y|. The instance-independent
preprocessing phase has quasilinear complexity in the circuit size. Importantly, the protocol is
concretely efficient, as it only invokes authenticated garbling and our compression technique in a
black-box way. (Of course it would also be possible to merge the function- and input-dependent
steps into a single phase with communication poly(λ)+|x|+|y|. However, in practice the function
C might become known much earlier than the inputs x,y, and for concrete efficiency reasons it
would make sense to start processing it as soon as possible.)

Prior works [IKM+13, Cou19] have explored using function-dependent (instead of instance-
independent) preprocessing to reduce the communication after the inputs are known. However,
they are in the information-theoretic regime and their main messages have been relatively neg-
ative, either the correlated randomness produced by preprocessing is exponentially long, or the
online communication is only slightly sublinear, |C|/O(log log |C|). See Appendix A.

2 Technical Overview

Our focus is the efficient construction of a batch-select scheme Sel over a message spaceM that
forms a ring. This primitive is a special case of functional encryption: The encryptor, given two
message vectors l1, l2 ∈Mw, first computes one (large) ciphertext ct. Later, given any selection
vector y ∈ {0, 1}w, they compute a (small) decryption key sky. This allows the decryptor (who
has the ciphertext ct, key sky, and selection vector y), to compute the evaluation lres := l1⊙y+l2.
Here, ⊙ denotes component-wise vector multiplication. The (simplified) batch-select syntax is as
follows:

Encryptor

1○ Sel.Enc(l1, l2)→ ct, st

2○ Sel.KeyGen(st,y)→ sky

Decryptor

3○ Sel.Dec(sky, ct,y)→ l1 ⊙ y + l2.

Security states that no information about l1 and l2 beyond l1 ⊙ y + l2 is learned. Importantly,
we require the size of key sky to be independent of the message dimension w.

We note that this primitive has already been studied in [AIKW13] (see Table 1), where it was
called “randomized encoding for subset functions” (we use the slightly different syntax described
above, which is going to be conceptually closer to our construction). We are going to present a
new and concretely efficient construction, along with new applications.
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2.1 Instantiating Batch-Select

We start by describing a generic way of instantiating the batch-select primitive, given linearly
homomorphic encryption (LHE) and linear laconic encryption (LEnc), both working on the batch-
select message spaceM.

Linearly Homomorphic Encryption. The desired batch-select output lres for messages l1, l2
and a selection vector y, is visualized on the left-hand side:

Desired
...

l1[i]
...

⊙


...
yi
...

+


...

l2[i]
...

 vs.

Achievable with LHE
...

l1[i]
...

 · y +


...
l2[i]

...

 (1)

The difficulty of achieving this comes from component-wise multiplication of message l1 with
some long vector y. In particular, if only vector-scalar multiplication of l1 with a single element
y were necessary (see right-hand side above), then we could easily achieve this using a key-and-
message linearly homomorphic encryption scheme (LHE): The ciphertext returned by Sel.Enc
would contain encryptions cti1 ← LHE.Enc(sk1, l1[i]) and cti2 ← LHE.Enc(sk2, l2[i]) for all i ∈ [w].
Given the succinct combined key sk := sk1 · y + sk2, one could decrypt all linearly-combined
ciphertext ctires := cti1 · y + cti2 to obtain lres[i] = l1[i] · y + l2[i].

In [AIKW13], their DDH-based and LWE-based schemes achieve component-wise multipli-
cation by encrypting each column of the square matrix diag(l1) using an LHE, but this results
in quadratic ciphertext size.

Linear Laconic Encryption. Our idea for efficiently closing the gap between the two terms in
Equation 1 is inspired by the recently proposed laconic encryption scheme from [DKL+23] (it is
based on Ring-LWE, but for now we describe it for any message space M). We are not going
to use their scheme as-is. Instead, we use some of the underlying ideas towards our batch-select
construction.

Specifically, our observation is that [DKL+23] implicitly uses a primitive that we denote
by LEnc. It allows a sender to encrypt a vector s ∈ Mw of ring elements, and anyone else to
locally evaluate the resulting ciphertext ct to obtain the component-wise multiplication s ⊙ a
between the encrypted vector s and any chosen vector a. However, this outcome is masked by
the term r · da, for some r ∈ Mw generated during encryption, and a publically computable
digest da ← LEnc.Digest(a) that is also an element inM:

Sender
1○ LEnc.Enc(s)→ (r, ct)

Receiver
2○ LEnc.Eval(ct,a)→ r · da − s⊙ a

This gadget is helpful, because the evaluation outcome can be seen as “replacing” the difficult-
to-achieve component-wise multiplication s⊙ a by a simple vector-scalar multiplication r · da.
Putting It Together. Our batch-select scheme applies the LEnc gadget to message s := l1,
which will allow the decryptor to obtain r · da − l1 ⊙ y, i.e., the desired component-wise multi-
plication l1 ⊙ y masked by the “decryption term” r · dy. In order to remove this decryption term
and simultaneously take care of the second message vector l2, our scheme additionally produces
LHE encryptions of vectors r and l2. The encryptor, once selection vector y is known, computes
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a short combined secret key sky that may be used to evaluate r · dy + l2. Subtracting this from
the LEnc outcome yields l1 ⊙ y + l2 as desired. We summarize the scheme as follows.

Encryptor

1○ Sel.Enc(l1, l2) → ct := (LEnc.ct, LHE.ct1, LHE.ct2) and st := (sk1, sk2) ,

where (r, LEnc.ct)← LEnc.Enc(l1) ,

LHE.ct1 ← LHE.Enc(sk1, r) ,

LHE.ct2 ← LHE.Enc(sk2, l2) .

2○ Sel.KeyGen(st,y) → sky ← sk1 · dy + sk2 ,

where dy ← LEnc.Digest(y) .

Decryptor

3○ Sel.Dec(sky, ct,y) → LHE.Dec(sky, ctres)︸ ︷︷ ︸
r·dy+l2

− LEnc.Eval(LEnc.ct,y)︸ ︷︷ ︸
r·dy−l1⊙y

,

where dy ← LEnc.Digest(y) ,

ctres := LHE.ct1 · dy + LHE.ct2 .

As desired, the resulting batch-select decryption key sky is only a single LHE key, independently
of w.
Leaving the idealized setting. So far we omitted several details that arise once we replace
the generic message spaceM by an actual Ring-LWE ring Rp.

First, we ignored Ring-LWE-induced noise. As usual, we can deal with this by multiplying
the message vectors l1, l2 with a sufficiently large scaling factor ∆ and then work over the ring
Rq for q = p∆ instead. The final step of the decryptor is to divide and round the output.

We note that this complicates the security proof: since the decryptor will know both the exact
message l1 ⊙ y + l2 as well as its noisy variant, some function of the Ring-LWE noise will be
leaked. Therefore, we use noise flooding to statistically hide the leakage. To keep its cost low, we
use a result from [DKL+23], which shows that (for the type of leakage that our scheme produces)
it is sufficient to sample the flooding noise from a distribution that is only polynomially larger
than the actual Ring-LWE noise. This saves us from an exponentially large Ring-LWE modulus
when desired.

Second, naive LHE incurs large noise growth. In particular, the noise resulting from naive
multiplication ct1 · dy during LHE evaluation will exceed the modulus q. Therefore, we apply a
standard decomposition trick to split ct1 into m = ⌈logg q⌉ ciphertexts encrypting r, r·g, r·g2, . . . ,
which can then be multiplied with a decomposition of dy. Performing multiplication in this form
will increase existing noise by only a factor of q1/m · poly(λ), which allows us to set m = O(1)
without breaking correctness. Applying the same trick inside LEnc, the batch-select ciphertext
for message spaceM = Rp has the following size:

|LEnc.ct| = O(w logw · |Rq|), |LHE.ct1| = O(w · |Rq|), |LHE.ct2| = O(w · |Rq|).

Fortunately, the noise growth of our scheme still allows a large plaintext modulus such as p ≥ q1/c

for constant c (even with polynomial modulus-to-noise ratio). Therefore, log |Rq| = O(log |Rp|),
implying that a batch-select ciphertext asymptotically has the same size as its plaintext.

Third, for our garbling application, we require batch-select with message space M = Zp

instead of ring Rp. This can be achieved easily and efficiently with packing : for compatible primes
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p, the Chinese Remainder Theorem shows that each Rp element is isomorphic to Zn
p [SV10,

GHS12] (where n is the degree of ring elements in R). Thus, whenever w = Ω(n), we also get a
batch-select scheme for message spaceM = Zp with

|LEnc.ct| = O(w logw log p), |LHE.ct1| = O(w log p), |LHE.ct2| = O(w log p).

2.2 Making batch-select practical

Overall, batch-select on messages inMw = Zw
p with p = Θ(2λ) (as in our application for garbled

circuits in Section 2.3) would cost |ct| = O(w logwλ) bits. For certain settings, we present two
optimizations to bring down this cost to essentially 0.
Reusability. Our first observation is that garbled circuit labels under free-XOR type assump-
tions [KS08] have a special label format l1 = ∆ ·1w (for some fixed ∆ ∈M). Even when garbling
several circuits, the same label offset may be used for all of them, and hence the message vector
l1 will always be the same. Only l2 and the selection vector y change across multiple runs.

The only component of the batch-select ciphertext that depends on l2 is LHE.ct2; the other
two components LEnc.ct, LHE.ct1 can be reused. More precisely, we split Sel.Enc into two parts:

Reusable: 1a○ Sel.Enc1(l1) → ct1 := (LEnc.ct, LHE.ct1) and st1 := sk1 ,

where (r, LEnc.ct)← LEnc.Enc(l1) ,

LHE.ct1 ← LHE.Enc(sk1, r) .

Non-reusable: 1b○ Sel.Enc2(l2) → ct2 := LHE.ct2 and st2 := sk2 ,

where LHE.ct2 ← LHE.Enc(sk2, l2) .

Later, Sel.KeyGen will be called with both states st1 and st2, and Sel.Dec will be called with
both ciphertexts ct1 and ct2. The amortized cost for applying batch-select T times becomes
O(( logwT +1)w log p). For sufficiently large T = Ω(logw), the cost of |ct1| vanishes, and only that
of |ct2| = O(w log p) remains.

We also note an orthogonal optimization: Whenever l1 = ∆ · 1w, we can apply an optimized
LEnc construction (Section B.1) that directly yields cost |LEnc.ct| = O(w · |Rq|) = O(w log p)
bits, even without amortization. However, using this construction does not allow us to get below
the |ct1| = O(w log p) barrier. Only when applying amortization, the following optimization will
yield asymptotical advantages.
Compressing Random LHE Ciphertexts. Our second observation is that when transfering
common garbled circuit labels, e.g. Yao’s garbling, batch-select is used with completely random
l2 message vectors. In this case, we may simply sample them within batch-select in the following
optimized way: we first sample a random LHE ciphertext LHE.ct2 (this can be done using the
random oracle), and reversely derive a message vector l2 ← LHE.Dec(sk2, LHE.ct2). It then suffices
to publish a seed of λ bits in place of the entire ciphertext LHE.ct2.

A complication arises as a randomly sampled LHE.ct2 may not decrypt correctly. Roughly,
decryption correctness requires the noise level in LHE.ct2 to be much smaller than the scaling
factor ∆, while a randomly sampled one has uniform noise level in [0, ∆). This only happens
with negligible probability when the modulus q = 2Θ(λ) is sufficiently exponentially large. For
general modulus, we utilize rejection sampling to indicate whether a ciphertext is good. It requires
sending |ct2| = O( w·λ

q1/2−ε·log q ) bits given plaintext modulus p = qε.
See Section 4.4 for more detail and our security analysis.
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Putting It Together. In summary, when applying both discussed optimizations, the cost of
batch-select (amortized across T instances with identical l1 and uniformly random l2 for each
instance) becomes

|LEnc.ct| = O(w logw log p/T ), |LHE.ct1| = O(w log p/T ), |LHE.ct∗2| = O(w)

for general modulus q. With T = Ω(logw · log p), the amortized offline cost will be O(w),
which may be much smaller than the plaintext that has size w · log p. With exponential modulus
q = 22(1+ε′)λ, we even get |LHE.ct∗2| = 0, and therefore the amortized cost converges towards 0.

2.3 Application: Preprocessing Garbling

Now we sketch a natural application of batch-select: a garbling scheme in which the costly
garbling splits into a function-independent part, and a subsequent succinct, function-dependent
part. In other words, the main work can be performed before the circuit is even known.

Our approach is conceptually simple: In a function-independent step (GarbleU), without know-
ing the function description, the garbler prepares a standard garbling ĈU (e.g. using Yao’s GC) of
a universal circuit CU . This circuit CU (f,x), when given the description f and input x, returns
f(x). We denote the s input keys corresponding to the function description f by KFn ∈ Ks×2,
and the input keys corresponding to the input x by K ∈ K|x|×2.

In a function-dependent step (GarbleFunc), we only need to make sure that the evaluator
obtains the function’s input labels

KFn[f ] = (KFn[1]−KFn[0])⊙ f +KFn[0] ,

where f ∈ {0, 1}s is the bit-representation of function f . We can easily do so, succinctly, using
batch-select message vectors l1 = KFn[1] −KFn[0] and l2 = KFn[0]. Besides ĈU , we place the
(large) ciphertext ct into the function-independent garbling (denoted by Û := (ct, ĈU )), and only
need to send the short key skf in the function-dependent step.

We summarize this process below. SG denotes a standard model garbling (such as Yao’s
garbling scheme). The evaluation function Eval((ĈU , skf ), f,kx) takes the function f , the entire
garbling (Û , skf ), and the input labels kx for input x. See Section 5 for details.

GarbleU(K)


ĈU ← SG.Garble(CU , (K

Fn,K)) for random keys KFn

ct, st← Sel.Enc(KFn[1]−KFn[0],KFn[0])

output Û := (ct, ĈU ) and st

GarbleFunc(st, f)
{

output skf ← Sel.KeyGen(st, f)

Eval(f, (Û , skf ),kx)

{
kFn
f ← Sel.Dec(skf , ct, f)

output y← SG.Eval(CU , ĈU , (k
Fn
f ,kx))

The function-dependent garbling size will be |skf | = poly(λ). Using the optimizations from
Section 2.2, the size of function-independent garbling is |Û | = O(|ĈU |+|f |·λ) for a single instance,
and converges towards |ĈU | amortized across a large number of instances (in the ROM).

We can naturally transform the garbling scheme above into a 2-party computation protocol
with succinct function-dependent cost. One may additionally use batch-select to transfer input
labels kx with cost poly(λ) + |x| in the online phase, instead of the naive cost |x| · λ.
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2.4 Adaptive Security

In this work we mainly focus on the selective simulation security of batch-select, where the at-
tacker must choose all inputs (x(1),x(2), · · · ,x(T )) before seeing any offline component. Similarly,
for preprocessing garbling, all functions C(t) and inputs x(t) must be chosen statically.

A stronger security requirement would be adaptive security, where the attacker can choose
each x(t) and/or C(t) adaptively, dependent on previously generated components. This notion
is important for attaining maliciously secure two-party computation protocols, where malicious
parties’ inputs are not defined at the beginning of the execution. In Appendix F, we show that
in the ROM, it is simple to modify our batch-select scheme to become adaptively secure, using
similar techniques as in [BHR12]. This requires an adaptive version of error-leakage Ring-LWE
(see Definition 4), which follows directly from plain Ring-LWE with exponential modulus-to-noise
ratio using noise flooding.

We apply the adaptively secure batch-select to construct a malicious 2-party computation
protocol with only poly(λ) bits of communication in the function dependent phase, and |x| +
|y|+ poly(λ) in the online phase.

3 Preliminaries

We denote by λ the security parameter. For two families of distributions X = {Xλ}λ∈N and
Y = {Yλ}λ∈N, we say that they are 2λ-indistinguishable, if for any probabilistic adversary A
with running time bounded by t(λ), we have

|Pr[A(Xλ) = 1]− Pr[A(Yλ) = 1]| ≤ poly(λ)

2λ
· t(λ)

for some polynomial poly(λ). We also write this as X ≈2λ
c Y . Furthermore, if the statistical

distance between X and Y is bounded by poly(λ)
2λ

, then we write X ≈2λ
s .

Garbling keys. In our garbling schemes, the i-th bit of an input x ∈ {0, 1}ℓx is associated
with a pair of keys K[i, 0],K[i, 1] ∈ K. Here, K is the key space associated with the garbling
scheme (e.g., K = Zλ

2). We call the selected key K[i, xi] the label of the i-th bit. We write the
set of all keys as a matrix K ∈ Kℓx×2. We use short-hands K[b] = (K[1, b], . . . ,K[ℓx, b]) and
K[x] = (K[1, x1], . . . ,K[ℓx, xw]) (for b ∈ {0, 1} and x ∈ {0, 1}ℓx), to denote the set of all b-keys,
and the set of all labels for input x, respectively. Note that both K[b] and K[x] are in Kℓx .

3.1 Ring-LWE

For Ring-LWE, we will follow the notation of [DKL+23] for the most part. We recap all necessary
definitions and notations.

The m-th cyclotomic polynomial is defined as

Φm(X) =
∏
i∈Z∗

m

(X − ωi
m) ∈ Z[X] ,

where ωm is an m-th root of unity in C. In this work, we consider the polynomial rings R =
Z[X]/Φm(X), where Φm(X) has a power-of-2 degree n = ϕ(m).

Let Φ : R → Rn be an embedding of R in Rn. For example, the coefficient embedding
maps Φ(

∑n−1
i=0 aiX

i) = (a0, . . . , an−1)
T . We define the infinity norm of a ring element a ∈ R

with respect to its coefficient embedding, i.e., ∥a∥∞ = ∥Φ(a)∥∞ = maxi=0,...,dR−1 |ai| for a =∑dR−1
i=0 aiX

i. The ring expansion factor of R is given by γR := maxa,b∈R\{0}
∥a·b∥∞

∥a∥∞·∥b∥∞
.
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Lemma 1 ([AL21], Proposition 2). If the cyclotomic R has degree n = 2k (i.e., the degree
is a power of 2), then the expansion factor is bounded by γR ≤ n.

Given a modulus q ∈ N, we use Rq to denote R/qR. For an element a ∈ Rq, we use ∥a∥∞
in the ring modulo q, to denote the infinity norm of the element a ∈ R, where we identify each
coefficient ai ∈ Zq of a with the corresponding representative element in [ q2 ,

q
2) ⊆ Z. We use ⌊ a∆⌉

to denote the ring element b ∈ Rq, where the i-th coefficient bi is equal to ai
∆ , rounded to the

nearest integer.

Definition 1 (LWER,m,q,χ Assumption). The LWER,m,q,χ assumption, for a ring R, number
of samples m, modulus q, and error distribution χ over Rq (all of which are parameterized by
λ), states that the following two distributions are indistinguishable:(a,y)

∣∣∣∣∣∣∣∣
a←$Rm

q

s←$Rq

e←$ χm

y := a · s+ e mod q


λ

≈2λ

c

{
(a,y)

∣∣∣∣ a←$Rm
q

y←$Rm
q

}
λ

Distributions over R. We will use discrete Gaussians for error distributions in Ring-LWE. Over
R, the continuous Gaussian distribution with parameter s is defined by the density function
ρs(x) = e−πx2/s2 . Over Z, this yields the discrete Gaussian distribution with parameter s by
defining the density function DZ,s(x) =

ρs(x)∑
x′∈Z ρs(x′) . For a ring R with embedding Φ : R → Rn,

the Gaussian distribution DR,s samples a vector in Rn using Dn
Z,s, and then maps the result

back to an element in R. For example, if Φ is the coefficient embedding, DR,s samples individual
coefficients ai ←$ DZ,s, which then yields the ring element a =

∑n−1
i=0 aiX

i. Gaussians may also
be generalized to a covariance matrix σ ∈ Rn×n, which allows individual coordinates to be
correlated.

To ensure perfect correctness of our constructions, we will actually use truncated discrete
Gaussians, whose distribution DR,s is based on a security parameter λ. This distribution DR,s

is identical to DR,s, except that it rejects the sample if ∥a∥∞ >
√
λ · s, and instead continues

sampling until it finds an a ∈ R with ∥a∥∞ ≤
√
λ · s.

Lemma 2. For a ring R with degree n = poly(λ), and for any parameter s, the following two
distributions are 2λ-statistically close: DR,s ≈2λ

s DR,s.

Proof. By [DKL+23, Lemma 2], we have

Pr[∥e∥ >
√
λ · s | e←$ DR,s] < 2 · n · e−π·λ <

poly(λ)

2λ
.

Conditioned on the event given in the probability above not happening, DR,s is identical to DR,s,
and hence the statistical distance between these two distributions is bounded by poly(λ)

2λ
. ⊓⊔

Given any distribution χ, we will use “maxχ” to denote the maximum norm ∥a∥∞ that any value
a← χ sampled from this distribution can have (e.g., maxDR,s =

√
λ · s).

Error-leakage Ring-LWE. In [DKL+23], the following variant of Ring-LWE (called error-
leakage Ring-LWE) was introduced. It provides the adversary with some additional information:
A does not only receive the Ring-LWE sample (a,y), but also some leakage l = Z · e+ e, where
e is the error used to compute y = a · s+ e, and e is a fresh error from a different distribution
χ. The leakage matrix Z may be adversarially chosen, but it is restricted to a subset L ⊂ Rk×m.
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Definition 2 (elLWER,q,χ,χ,L Assumption, [DKL+23]). We say that the elLWER,q,χ,χ,L as-
sumption (with some set L ⊂ Rk×m) holds, if for any probabilistic adversary A with running
time bounded by t(λ), we have∣∣∣Pr[elLWEA,0

R,q,χ,χ,L = 1]− Pr[elLWEA,1
R,q,χ,χ,L = 1]

∣∣∣ ≤ poly(λ)

2λ
· t(λ) ,

where the elLWEA,b
R,q,χ,χ,L experiment is defined as follows.

1. The game samples a public parameters a←$Rm
q , and sends a to A.

2. A outputs a matrix Z ∈ L.
3. The game samples e ←$ χm, e ←$ χk and computes the leakage l = Z · e + e. It sends to A

the pair (y, l), where y is computed as follows.
– If b = 0, sample s←$Rq and define yT = s · aT + eT mod q.
– If b = 1, sample y←$Rm

q uniformly at random.
4. A outputs a bit b′, which is also the output of the game.

In [DKL+23], the authors give a hardness result of elLWE under the standard assumption
of Ring-LWE. The required parameters for standard Ring-LWE depend on spectral properties
guaranteed for all leakage matrices Z ∈ Rk×m in L (when viewed as a matrix in Rkn×mn). While
these propertiese are only explicitly considered in the special case of k = 1 in [DKL+23], their
proof of elLWE hardness actually works for any matrix Z ∈ Rk×m. We will use this more general
version, but this also requires us to define the following formalization of a maximal singular value
σmax(L). It is based on Lemma 9 of [DKL+23].

Definition 3. Let R be a ring of degree n, and let Φ : R → Rn be an embedding of R in
Rn. For a vector x ∈ Rℓ, we write Φ(x) ∈ Rℓn to mean the vector containing all Φ(xi) for
x = (x1, . . . , xℓ)

T .
For a matrix Z ∈ Rk×m, we may define a linear transformation ΘZ : Rmn → Rkn with

corresponding matrix AZ ∈ Rkn×mn as

ΘZ(x) = Φ(Z · Φ−1(x)) = AZ · x .

For a set L ⊂ Rm×k, we define the maximal singular value σmax(L) as

σmax(L) = max
Z∈L

σmax(AZ) .

Theorem 2 ([DKL+23], Theorem 3). Let ϵ > 0 be negligible. Let R be a suitable ring with
an embedding as a lattice in Rn, and let Σ0 be a covariance matrix with

√
Σ0 ≥ ηϵ(R). Let

L ⊂ Rk×m be an efficiently decidable set. Let s, t ≥ 2
√
2 be such that

t2σmin(Σ0) ≥
(s2 + 1)(s2 + 2)

s2
σmax(Σ0) · (σmax(L))2

Now let χ = DR,
√

(s2+1)Σ0
, χ = DR,

√
(t2+1)Σ0

and χ∗ = DR,s/2·
√
Σ0

. Then, assuming that
LWER,m,q,χ∗ is hard, elLWER,q,χ,χ,L is also hard. More precisely, if there exists an adversary A
with advantage δ against elLWER,q,χ,χ,L, then there exists an adversary A′ with roughly the same
running time and adavantage δ − 44ϵ against LWER,m,q,χ∗.
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Leakage Considered in This Work. In this work, we will consider the set Lk,m(β) ⊂ Rk×m of
leakage matrices such that all contained ring elements have infinity norm bounded by β (under
coefficient embedding). For such matrices, we can show the following bound on the maximal
singular values as required by Theorem 2:

Lemma 3 ([DKL+23], Lemma 9 generalized). Let R be a cyclotomic ring of degree n that is
a power-of-2, and let Z ∈ Rk×m be a matrix, s.t. each coefficient of Z has ∥·∥∞-norm bounded by
β (in the coefficient embedding). Then, the maximal singular value of the matrix AZ ∈ Rkn×mn

is bounded by σmax(AZ) ≤ βn
√
km. This immediately implies

σmax(Lk,m(β)) ≤ βn
√
km .

Proof. For any ring element a ∈ R with a =
∑n

i=1 aiX
i that fulfills ∥Φ(a)∥∞ ≤ β, and for any

b ∈ R, we have

∥Φ(a · b)∥2 ≤
n∑

i=1

|ai| ·
∥∥Φ(Xi · b)

∥∥
2
=

n∑
i=1

|ai| · ∥Φ(b)∥2 ≤ β ·
n∑

i=1

∥Φ(b)∥2

= βn∥Φ(b)∥2 .

Here we used the fact that Xi · b is just a rotation of b which does not change its norm.
We use this result in the following inequality. We split AZ into k ·m blocks AZ[i, j] ∈ Rn×n

for i ∈ [k], j ∈ [m] (note that AZ[i, j] is exactly the negacyclic matrix corresponding to the ring
element in the i-th row and j-th column of Z). Furthermore, let x ∈ Rdm be any vector, which
we split into xT = (xT

1 , . . . ,x
T
m)T , i.e., m smaller vectors xj ∈ Rd, each corresponding to one

ring element. Then,

∥AZ · x∥2 ≤
√
k ·max

i∈[k]

∥∥∥∥∥∥
∑
j∈[m]

AZ[i, j] · xj

∥∥∥∥∥∥
2

≤
√
k ·max

i∈[k]

∑
j∈[m]

∥AZ[i, j] · xj∥2

=
√
k ·max

i∈[k]

∑
j∈[m]

∥∥Φ(Z[i, j] · Φ−1(xj))
∥∥
2

= βn
√
k ·

∑
j∈[m]

∥∥Φ(Φ−1(xj))
∥∥
2
= βn

√
k ·

∑
j∈[m]

∥xj∥2

≤ βn
√
km∥x∥2 .

⊓⊔

We will also consider the following, sparse, version of leakage matrices: Let L×w
k,m(β) ⊂ Rwk×wm

be the set of matrices consisting of w separate blocks (whose infinity norm are each bounded by
β) of size k ×m on the diagonal, i.e.,

L×w
k,m(β) = {diag(Z1, . . . ,Zw) | Zi ∈ Lk,m(β)} .

Intuitively, a leakage matrix in L×w
k,m(β) says that there are w leakages, each one computed

separately from m fresh Ring-LWE samples (but with the same secret key).
Viewing L×w

k,m(β) as a subset of Lwk,wm(β) and then directly applying Lemma 3 would incur
a factor of w in the upper bound of σmax(Lwk,wm(β)). Instead, we use the following lemma that
shows that this upper bound is independent of w.
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Lemma 4. Let R be a cyclotomic ring of degree n that is a power-of-2. Then, the maximal
singular value of any matrix in L×w

k,m(β) is bounded by

σmax(L×w
k,m(β)) ≤ βn

√
km .

Proof. Applying Lemma 3, we get for any Z = diag(Z1, . . . ,Zw) with Zi ∈ Lk,m(β) and x =
(xT

1 , . . . ,x
T
w)

T ∈ Rwmd the inequality

∥AZ · x∥2 =
√∑

i∈[w]

∥AZi · xi∥22 ≤ βn
√
km

√∑
i∈[w]

∥xi∥22 = βn
√
km · ∥x∥2 .

⊓⊔

Adaptive error-leakage Ring-LWE. In this work, we are additionally interested in an adaptive
version of error-leakage Ring-LWE. Here, the adversary may choose the leakage matrix Z ∈ L
after already seeing the Ring-LWE sample y, and then obtains the leakage. Z·e+e. Furthermore,
this step may be repeated adaptively up to T times, with a separate leakage matrix Z(t) and
noise e(t).

Definition 4 (Adaptive a-elLWER,q,χ,χ,T,L Assumption). We say that the adaptive a-elLWER,q,χ,χ,T,L
assumption (with some set L ⊂ Rk×m) holds, if for any probabilistic adversary A with running
time bounded by t(λ), we have∣∣∣Pr[a-elLWEA,0

R,q,χ,χ,T,L = 1]− Pr[a-elLWEA,1
R,q,χ,χ,T,L = 1]

∣∣∣ ≤ poly(λ)

2λ
· t(λ) ,

where the a-elLWEA,b
R,q,χ,χ,T,L experiment is defined as follows.

1. The game samples public parameters a ←$ Rm
q and noises e ←$ χm. It sends to A the pair

(a,y), where the Ring-LWE sample y is computed as follows.
– If b = 0, sample s←$Rq and define yT = s · aT + eT mod q.
– If b = 1, sample y←$Rm

q uniformly at random.
2. For each t ∈ [T ]:

– A outputs leakage matrix Z(t) ∈ L.
– The game samples e(t) ←$ χk and sends to A the leakage l(t) = Z(t) · e+ e(t).

3. A outputs a bit b′, which is also the output of the game.

Note that the adaptive version is easily implied by standard Ring-LWE whenever the noise e
is sampled from a distribution χ that statistically hides Z · e. This variant, called noise flooding,
has the disadvantage of increasing the bitlength of modulus q by λ.
g-ary gadget vector. In order to constraint noise growth, it will sometimes be necessary to
“decompose” an element a ∈ Rq (of arbitrary norm) into several ring elements a1, . . . , am of norm
∥a∥∞ < g. We denote the number of elements in the decomposition by m := ⌈logg q⌉. By g−1 we
denote such a decomposition (written as a column vector), and its inverse is given by the vector

gT =
(
1 g g2 . . . gm−1

)
∈ Rm

q .
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4 Our Main Tool: Batch-Select

In this section, we discuss our new ideas towards an efficient batch-select construction. We first
give its definition, then define two crucial building blocks LEnc and LHE in Sections 4.1 and 4.2,
and present our full construction in Section 4.3. Finally, we discuss our RO-based optimization
in Section 4.4.

Definition 5 (Batch-Select). A batch-select functional encryption scheme with abelian mes-
sage space M(λ) consists of five efficient algorithms:

– Sel.Setup(1λ, 1w) takes the security parameter λ and dimension w. It outputs public parame-
ters pp, implicitly given as input to all remaining algorithms.

– Sel.Enc1(l1) takes a message vector l1 ∈Mw, and outputs a ciphertext ct1 and a state st1.
– Sel.Enc2(l2) takes a message vector l2 ∈Mw, and outputs a ciphertext ct2 and a state st2.
– Sel.KeyGen(st1, st2,y) takes the two states st1, st2 returned by Enc1,Enc2, and a selection

vector y ∈ {0, 1}w. It outputs a decryption key sky.
– Sel.Dec(sky, ct1, ct2,y) takes the decryption key sky, two ciphertexts ct1, ct2, and the selection

vector y. It outputs a message vector l ∈ Mw (which should be l = l1 ⊙ y + l2, where ⊙
denotes component-wise multiplication).

Correctness. The scheme Sel is correct if for all λ ∈ N, w ≤ 2λ, message vectors l1, l2 ∈ Mw,
and selection vectors y ∈ {0, 1}w, the following holds:

Pr

Dec(sky, ct1, ct2,y) = l1 ⊙ y + l2

∣∣∣∣∣∣∣∣
pp← Setup(1λ, 1w)

(ct1, st1)← Sel.Enc1(l1)
(ct2, st2)← Sel.Enc2(l2)

sky ← Sel.KeyGen(st1, st2,y)

 = 1.

Definition 6 (T -times Simulation Security). A Sel scheme is T (λ)-times 2λ-simulation se-
cure if there exists an efficient simulator Sel.Sim, such that for all {wλ}λ∈N, {l1,λ}λ∈N, {l(1)2,λ, . . . , l

(T )
2,λ }λ∈N,

and {y(1)
λ , . . . ,y

(T )
λ }λ∈N, where wλ ≤ poly(λ), l1,λ, l

(t)
2,λ ∈ M(λ)wλ, and y

(t)
λ ∈ {0, 1}

wλ, the fol-
lowing holds (where we suppress the subscript λ):{

pp,Sel.Sim(pp, {l(t),y(t)}[T ])

∣∣∣∣∣ pp← Sel.Setup(1λ, 1w)

l(t) = l1 ⊙ y(t) + l
(t)
2 ∀t ∈ [T ]

}
λ

≈2λ

c


pp, (ct1,

{ct(t)2 , sk
(t)
y }[T ])

∣∣∣∣∣∣∣∣∣
pp← Sel.Setup(1λ, 1w)

(ct1, st1)← Sel.Enc1(l1)

(ct
(t)
2 , st

(t)
2 )← Sel.Enc2(l

(t)
2 ) ∀t ∈ [T ]

sk
(t)
y ← Sel.KeyGen(st1, st

(t)
2 ,y(t)) ∀t ∈ [T ]


λ

We define two variations of batch-select: a weak version in which all entries of the reused
message vector l1 need to be identical (this will allow for a more efficient instantiation), and a
random version in which the message vector l2 is required to be uniformly random.

Definition 7 (Weak Batch-Select). A weak batch-select scheme is defined identically to Def-
inition 5, except that it is guaranteed that all messages in l1 are identical. More specifically,
correctness is only required to hold for messages l1 of the form l1 = ∆ · 1w for some ∆ ∈M.

Furthermore, for T -times 2λ-simulation security to hold, it suffices if the indistinguishability
in Definition 6 holds for all {l1,λ}λ∈N where l1,λ = ∆ · 1w for some ∆ ∈M.
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Definition 8 (Random Batch-Select). A random batch-select scheme is defined identically
to Definition 5, except that the syntax of encryption algorithm Sel.Enc2 changes to:

– Sel.Enc2() takes no input, and outputs a ciphertext ct2, a message vector l2 ∈ Mw, and a
state st2.

The correctness property does not quantify over message vector l2. Instead, l2 is generated by
Sel.Enc2(). Correctness is only required to hold with overwhelming probability 1− poly(λ)

2λ
.

We say that a random batch-select scheme satisfies T -times 2λ-simulation security, if there ex-
ists an efficient simulator Sel.Sim, such that for all {wλ}λ∈N, {l1,λ}λ∈N, and {y(1)

λ , . . . ,y
(T )
λ }λ∈N,

where wλ ≤ poly(λ), l1,λ ∈M(λ)wλ, and y
(t)
λ ∈ {0, 1}

wλ, the following holds (where we suppress
the subscript λ):{

pp, {l(t)}[T ],Sel.Sim(pp, {l(t),y(t)}[T ])

∣∣∣∣ pp← Sel.Setup(1λ, 1w)

l(t) ←$Mw ∀t ∈ [T ]

}
λ

≈2λ

c


pp,

{l1 ⊙ y(t) + l
(t)
2 }[T ],

(ct1, {ct(t)2 , sk
(t)
y }[T ])

∣∣∣∣∣∣∣∣∣
pp← Sel.Setup(1λ, 1w)

(ct1, st1)← Sel.Enc1(l1)

(ct
(t)
2 , l

(t)
2 , st

(t)
2 )← Sel.Enc2() ∀t ∈ [T ]

sk
(t)
y ← Sel .KeyGen(st1, st

(t)
2 ,y(t)) ∀t ∈ [T ]


λ

4.1 First building block: LEnc

Our first tool, linear laconic encryption, is formally defined in Definition 9. Intuitively, it can
be viewed as a functional encryption for (noisily) evaluating s ⊙ a over an encrypted vector s
and a public vector a, but with a specific secret key format and (noisy) decryption procedure as
illustrated below.

Encrypt s : (st := r, ct)← LEnc.Enc(s),

Generate sk w.r.t. a : sk = r · da, da ← LEnc.Digest(a),

Decrypt res = s⊙ a : res+ noise = δ − sk, δ ← LEnc.Eval(ct,a)

In particular, the sk is required to be a vector-scalar product between a secret state r and a
public digest of the vector a. During decryption, the ciphertext can first be evaluated to δ using
only the public vector a. The decryption result is then simply δ − sk.

Definition 9 (Linear Laconic Encryption). A LEnc scheme with associated message space
Rq(λ) and error bound BLEnc(λ) consists of the following efficient algorithms:

– LEnc.Setup(1λ, w) takes the security parameter λ and a message dimension w. It outputs
public parameters pp, which is implicitly given as input to all remaining algorithms.

– LEnc.Enc(s) takes output keys s ∈ Rw
q . It returns input keys r ∈ Rw

q and ciphertext ct.
– LEnc.Digest(a) takes the database a ∈ Rw

q . It outputs, deterministically, a digest da ∈ Rq.
– LEnc.Eval(ct,a) takes a ciphertext ct and database a ∈ Rw

q . It outputs δ ∈ Rw
q .

Correctness. The LEnc scheme is correct if for all λ ∈ N, w ≤ 2λ output keys s ∈ Rw
q , and

database a ∈ Rw
q with da = LEnc.Digest(a):

Pr

|δ − (r · da − s⊙ a)| ≤ BLEnc

∣∣∣∣∣∣
pp← LEnc.Setup(1λ, w)

r, ct← LEnc.Enc(s)
δ← LEnc.Eval(ct,a)

 = 1 .
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Security, as captured by the following definition, states that the secret vector s remains hidden
even if the noise e accumulated by evaluation (i.e., the difference between the actual outcome δ
and the expected outcome r · da − s⊙ a) may be leaked. However, this only holds as long as this
leakage is hidden by another noise e sampled from some distribution χLEnc.

Definition 10 (Simulation security with T -noise leakage). A LEnc scheme is 2λ-simulation
secure under T (λ)-noise leakage w.r.t. to noise-hiding distribution χLEnc if there exists an effi-
cient simulator LEnc.Sim, s.t. for all {wλ}λ∈N, {sλ}λ∈N, {a(t)λ }λ∈N,t∈[T ], where wλ ≤ poly(λ),
sλ ∈ Rwλ

q , and a
(t)
λ ∈ R

wλ
q , the following holds (where we suppress the subscript λ):

(pp, ct, {e(t) + e(t)}[T ])

∣∣∣∣∣∣∣∣∣∣∣∣∣

pp← LEnc.Setup(1λ, w)
r, ct← LEnc.Enc(s)

d
(t)
a ← LEnc.Digest(a(t)) ∀t ∈ [T ]

δ(t) ← LEnc.Eval(ct,a(t)) ∀t ∈ [T ]

e(t) := δ(t) − (r · d(t)a − s⊙ a(t)) ∀t ∈ [T ]

e(t) ←$ χw
LEnc ∀t ∈ [T ]


λ

≈2λ

c

(pp, c̃t, {ẽ(t) + e(t)}[T ])

∣∣∣∣∣∣
pp← LEnc.Setup(1λ, w)

c̃t, {ẽ(t)}[T ] ← LEnc.Sim(pp, {a(t)}[T ])

e(t) ←$ χw
LEnc ∀t ∈ [T ]


λ

The following variant of LEnc may be used to construct weak batch-select (Definition 7)
instead of the full batch-select (Definition 5).

Definition 11 (Weak Linear Laconic Encryption). A Weak Linear Laconic Encryption
scheme is defined identically to Definition 9, except that it is guaranteed that all elements of the
output key s are identical. More specifically, correctness is only required to hold for output keys
s of the form s = s · 1w for some s ∈ Rq.

Furthermore, for 2λ-simulation security with T (λ)-noise leakage to hold, it suffices if the
indistinguishability in Definition 10 holds for all {sλ}λ∈N where sλ = sλ · 1w for some sλ ∈ Rq.

Constructing LEnc. We now present a construction of LEnc over a ring Rq. It is parameterized
by

(1) a base g, used for decomposing a ring element into m =
⌈
logg q

⌉
shorter ring elements of

norm bounded by g,
(2) the parameter s for the internally used noise distribution χ = DR,s, and
(3) the parameter s for the noise distribution χLEnc = DR,s used to hide the error resulting from

LEnc evaluation.

The correctness error will be bounded by

BLEnc ≤ g ·m · γR · log2w · s ·
√
λ ,

where m =
⌈
logg q

⌉
, and the construction fulfills simulation security with T -noise leakage

w.r.t. noise distribution χLEnc under the assumption of elLWER,q,χ,DR,s,LT,2m(g).
The construction will essentially be a simplified version of laconic encryption as presented

in [DKL+23]. We first briefly recap the important details of the underlying ideas, and then give
the full construction.
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We will, w.l.o.g., assume that w is a power of 2. If this is not the case, the database may
be padded by sufficiently many zeroes. We identify each entry in the database a with a leaf of
the complete binary tree of height ℓ := log2w. Let us further index the leaves by ℓ-bit bitstrings
ind ∈ {0, 1}ℓ, and all other nodes on the tree by a prefix pre ∈ {0, 1}<ℓ. The empty string ϵ
denotes the root of the tree.

To compute the digest, we first assign yind := a[i] to the leaves (where ind is the bitstring
corresponding to index i ∈ [w]), and then assign a value ypre to each node pre ∈ {0, 1}<ℓ,
computed as a hash f(·, ·) of its two children as

ypre := f(ypre∥0, ypre∥1) := bT
0 · (−g−1(ypre∥0)) + bT

1 · (−g−1(ypre∥1)) .

The root value yϵ will represent the LEnc scheme’s digest.
Given only a ring element s ∈ Rq and an index ind ∈ {0, 1}ℓ, LEnc.Enc needs to output

r0 ∈ Rq and a ciphertext ct, such that an evaluator can obtain the result r0 · yϵ − s · yind when
given y and ct. We do so by choosing random r0, . . . , rℓ−1 ←$Rq and selecting ct = (c0, . . . , cℓ−1),
s.t. for each i = 0, . . . , ℓ− 1,

ci ≈

ri ·
(
bT
0 bT

1

)
+ ri+1 ·

(
gT 0T

)
if indi = 0

ri ·
(
bT
0 bT

1

)
+ ri+1 ·

(
0T gT

)
if indi = 1

,

where indi is the i-th bit of ind. Now, by the way in which the hash function f was constructed,
we can evaluate

ci ·
(
−g−1(yind:i∥0)

−g−1(yind:i∥1)

)
≈ ri · yind:i − ri+1 · yind:i+1

,

where ind:i is the length-i prefix of ind. Therefore, summing up the terms above for all i =
0, . . . , ℓ− 1 yields r0 · yϵ − rℓ · yind, which is the desired result if the encryptor chooses rℓ := s.

The following construction implements this idea in a vectorized fashion, meaning that the
ciphertexts above are created for all database entries ind ∈ {0, 1}ℓ simultaneously, and evaluation
will produce the vector r0 · yϵ − s⊙ y.

Construction 1 (Linear Laconic Encryption LEnc).

Setup(1λ, w)→ pp: Sample and output Ring-LWE public matrices pp := b0,b1 ←$Rm
q .

Enc(s)→ r, ct: Sample Ring-LWE secrets ri ←$Rw
q for each layer i = 0, . . . , ℓ−1. For notational

convenience, set rℓ := s. Also sample truncated Ring-LWE noises Ei ←$ Dw×2m
R,s .

Then, for each of the w rows, indexed by ind ∈ {0, 1}ℓ, compute for each i = 0, . . . , ℓ− 1 the
ciphertext

Ci[ind] := ri[ind] ·
(
bT
0 bT

1

)
+ ri+1[ind] ·

(
indi · gT indi · gT

)
+Ei[ind] .

We write the results as ℓ matrices C0, . . . ,Cℓ−1 ∈ Rw×2m
q .

Return input keys r := r0 and ciphertexts ct := (C0, . . . ,Cℓ−1).
Digest(a)→ da: Build an ℓ = logw-level hash tree as follows, and output the root yϵ.

Choose the hash values on the leaves of the tree as yind := a[ind]. (where a[ind] denotes the
ind-th row of a, where ind is interpreted as the binary integer corresponding to bitstring
ind ∈ {0, 1}ℓ).

22



Compute the hash values on the remaining binary tree as

ypre :=
(
bT
0 bT

1

)
·
(
−g−1(ypre∥0)

−g−1(ypre∥1)

)
∀pre ∈ {0, 1}<ℓ ,

and return the digest that is chosen to be the root da := yϵ.
Eval(ct,a)→ δ: Parse ct := (C0, . . . ,Cℓ−1).

As in Digest, compute ypre for all pre ∈ {0, 1}≤ℓ from database a.
Then, for each ind ∈ {0, 1}ℓ, compute the result

δ[ind] :=
ℓ−1∑
i=0

Ci[ind] ·
(
−g−1(yind:i∥0)

−g−1(yind:i∥1)

)
,

and return the vector δ.

In Appendix B, we formally prove correctness of our LEnc construction above, and show that
it fulfills 2λ-simulation security under T -noise leakage when assuming elLWER,q,χ,DR,s,LT,2m(g). In
Appendix B.1, we further give a modified version of a weak LEnc that is more efficient, but also
requires the slightly stronger assumption elLWER,q,χ,DR,s,LTw,2m(g).

Ciphertext size, running time, and error bounds all depend on the Ring-LWE parameters.
For example, we can get the following result (proven in Appendix B.2).

Lemma 5 (LEnc from Ring-LWE). Assume LWER,O(1),q,DR,q0.1
holds (for a cyclotomic ring

R of degree n ≥ λ that is a power-of-2, modulus q ≥ n15, and modulus-to-noise ratio q0.9).
Then, there exists an LEnc scheme over message space Rq with error bound BLEnc ≤

√
q that

is 2λ-simulation secure under √q-noise leakage w.r.t. to a noise distribution χLEnc whose values
are bounded by maxχLEnc = 1000

√
q. Furthermore, when encrypting w-dimension messages, the

components of the scheme have size (in terms of ring elements)

|pp| = O(1), |ct| = O(w logw) ,

and its algorithms run in time (in terms of ring multiplication operations)

Enc : O(w logw), Digest : O(w), Eval : O(w logw).

Under the same assumptions, there exists a weak LEnc scheme secure under
√
q

w -noise leakage.
Its ciphertext contains only |ct| = O(w) ring elements, and the Enc algorithm only requires O(w)
ring multiplications.

4.2 Second building block: LHE for Rings

The second tool, linearly homomorphic encryption, is a functional encryption for (noisily) eval-
uating m1 · y +m2 over encrypted vectors m1,m2 and a public element y.

Definition 12 (Noisy Linearly Homomorphic Encryption over Rings). An LHE scheme
with associated message space Rq(λ) and error bound BLHE(λ) consists of the following efficient
algorithms:

– LHE.Setup(1λ, 1w) takes the security parameter λ and a message dimension w. It outputs
public parameters pp, which is implicitly given as input to all remaining algorithms.
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– LHE.Enc1(m1) takes a message vector m1 ∈ Rw
q , and outputs a ciphertext ct1 and a state st1.

– LHE.Enc2(m2) takes a message vector m2 ∈ Rw
q , and outputs a ciphertext ct2 and a state st2.

– LHE.KeyGen(st1, st2, y) takes the two states st1, st2 output by Enc1,Enc2, and a ring element
y ∈ Rq. It outputs a decryption key sky.

– LHE.Dec(sky, ct1, ct2, y) takes decryption key sky and the two ciphertexts ct1, ct2. It outputs a
decrypted message mres ∈ Rw

q .

Correctness. The LHE scheme is correct if for all λ,w ∈ N, messages m1,m2 ∈ Rw
q , and

coefficients y ∈ Rq:

Pr

∥mres − (m1 · y +m2)∥∞ ≤ BLHE

∣∣∣∣∣∣∣∣∣∣
pp← LHE.Setup(1λ, 1w)

ct1, st1 ← LHE.Enc1(m1)
ct2, st2 ← LHE.Enc2(m2)

sky ← LHE.KeyGen(st1, st2, y)
mres ← LHE.Dec(sky, ct1, ct2, y)

 = 1 .

Definition 13 (T -times Simulation Security). An LHE scheme is T (λ)-time 2λ-simulation
secure if there exists an efficient simulator LHE.Sim, s.t. for all {wλ}λ∈N, {m1,λ}λ∈N, {m(1)

2,λ, . . . ,m
(T )
2,λ }λ∈N,

{y(1)λ , . . . , y
(T )
λ }λ∈N, where wλ ≤ poly(λ), m1,λ,m

(t)
2,λ ∈ R

w
q , and y

(t)
λ ∈ Rq, the following holds

(where we suppress the subscript λ):{
pp, LHE.Sim(pp, {m(t)

res, y
(t)}[T ])

∣∣∣∣∣ pp← LHE.Setup(1λ, 1w)

m
(t)
res := m1 · y(t) +m

(t)
2 ∀t ∈ [T ]

}
λ

≈2λ

c

 pp, (ct1, {ct(t)2 , sk
(t)
y }[T ])

∣∣∣∣∣∣∣∣∣
pp← LHE.Setup(1λ, 1w)

ct1, st1 ← LHE.Enc1(m1)

ct
(t)
2 , st

(t)
2 ← LHE.Enc2(m

(t)
2 ) ∀t ∈ [T ]

sk
(t)
y ← LHE.KeyGen(st1, st

(t)
2 , y(t)) ∀t ∈ [T ]


λ

Constructing LHE. In this section, we give a construction of LHE over a ring Rq (see Defini-
tion 12). It is parameterized by

(1) a base g, used for decomposing a ring element into m =
⌈
logg q

⌉
shorter ring elements of

norm bounded by g,
(2) the parameter s for the noise distribution χ = DR,s, and
(3) the parameter s for the noise distribution χ = DR,s.

The correctness error will be bounded by

BLHE ≤ (g ·m · γR · s+ s) ·
√
λ ,

where m =
⌈
logg q

⌉
, and the construction fulfills T -times simulation security under the assump-

tion of elLWER,q,χ,χ,L×w
T,1(g)

.

Construction 2 (LHE over rings LHE).

Setup(1λ, 1w)→ pp: Output a public random vector pp = a←$Rw
q of ring elements.
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Enc1(m1)→ ct1, st1: Sample Ring-LWE secrets s1 ←$ Rm
q and truncated noises E ←$ Dw×m

R,s .
Output a ciphertext

ct1 := a · sT1 +m1 · gT +E ∈ Rw×m
q ,

together with state st1 = s1.
Enc2(m2)→ ct2, st2: Sample a Ring-LWE secret s2 ←$ Rq and truncated noises e ←$ Dw

R,s.
Output a ciphertext

ct2 := a · s2 +m2 + e ∈ Rw
q ,

together with state st2 = s2.
KeyGen(st1, st2, y)→ sky: Parse the states st1 = s1 ∈ Rm

q and st2 = s2 ∈ Rq. Output a decryp-
tion key

sky := sT1 · g−1(y) + s2 ∈ Rq .

Dec(sky, ct1, ct2, y)→mres: First combine the ciphertexts into

ctres := ct1 · g−1(y) + ct2 ∈ Rw
q ,

// s.t. ctres = a · (sT1 · g−1(y) + s2) + (m1 · gT · g−1(y) +m2) + noise

Then, use sky to decrypt and return mres = ctres − a · sky, which is supposed to equal
mres = m1 · y +m2 + noise.

In Appendix C, we formally prove correctness of our LHE construction above, and show that
it fulfills T -time 2λ-simulation security when assuming elLWER,q,χ,χ,L×w

T,1(g)
.

Ciphertext size, running time, and error bounds all depend on the Ring-LWE parameters.
For example, we can get the following result (proven in Appendix C.1).

Lemma 6 (LHE from Ring-LWE). Assume LWER,w,q,DR,q0.1
holds (for a cyclotomic ring

R of degree n ≥ λ that is a power-of-2, modulus q ≥ n15, and modulus-to-noise ratio q0.9).
Then, there exists an LHE scheme over message space Rq with error bound BLHE ≤ 10

√
q that is√

q-times 2λ-simulation secure. Furthermore, when encrypting w-dimension messages, the com-
ponents of the scheme have size

|pp| = O(w), |ct1| = O(w), |ct2| = w, |sk| = 1 ,

and its algorithms run in time (in terms of ring multiplications operations)

Enc1 : O(w), Enc2 : O(w), KeyGen : O(1), Dec : O(w).

4.3 Instantiating Batch-Select from LEnc and LHE

We now present a construction of batch-select (Definition 5) based on LEnc and LHE. We will
support the message spaceM = Zp, by working over a cyclotomic ring R of a power-of-2 degree
n and composite modulus q = p ·∆. To ensure correctness, ∆ must fulfill ∆/2 > BLEnc+BLHE+
maxχLEnc (where BLEnc and BLHE denote the maximum error incurred by LEnc and LHE, and
χLEnc is the distribution of noise required to hide any noise leakage from LEnc; see Definition 10).
Plaintext encoding. We use the Chinese Remainder Theorem (CRT) to pack n elements of Zp

elements into a single plaintext in Rp. Specifically, in our choice of the ring R = Z[X]/Φ(m),
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the m-th cyclotomic polynomial (of degree n = ϕ(m)) splits mod p if p ≡ 1 mod m, i.e., Φ(m) =
F1 · . . . ·Fn over Fp, where Fi are degree 1 polynomials. By CRT, the plaintext space is isomorphic
to n times Zp:

Rp = Zp[X]/ϕ(m) ∼= Zp[X]/F1(X)× . . .× Zp[X]/Fn(X) ∼= Zn
p .

We write crt : Zn
p → Rp to denote a ring isomorphism that “encodes” n plaintexts from the

space Zp as a single ring element in Rp. Applying CRT to the plaintext space of Ring-LWE is a
common idea in the literature [SV10, GHS12]. We refer readers to [GHS12] for more details of
the underlying algebra.

Using packing, we obtain an efficient encoding Encode that maps w-dimensional messages
l ∈ Mw to w′ = ⌈wn ⌉-dimensional ring elements in Rw′

p . Importantly, this mapping fulfills the
identity Encode(a ⊙ b) = Encode(a) ⊙ Encode(b) for any vectors a,b ∈ Mw, and similarly for
addition. Note that while Encode maps to Rw′

p , in our construction we will treat the resulting
vectors as elements in the larger space Rw′

q .

Construction 3 (Batch-Select Sel).

Setup(1λ, 1w)→ pp: Run ppLHE ← LHE.Setup(1λ, 1w
′
), ppLEnc ← LEnc.Setup(1λ, w′) with w′ =

⌈wn ⌉ as defined above, and output pp := (ppLHE, ppLEnc).
Enc1(l1)→ ct1, st1: Encode messages l1 ∈Mw = Zw

p as a vector l̂1 = Encode(l1) ∈ Rw′
p , and then

compute the laconic encryption ciphertext LEnc.ct for the resulting vector of ring elements:

r, LEnc.ct← LEnc.Enc(̂l1 ·∆)

Encrypt the corrosponding LEnc keys r using the reusable LHE component:

LHE.ct1, st1 ← LHE.Enc1(r)

Return ciphertext ct1 := (LEnc.ct, LHE.ct1) and state st1.
Enc2(l2)→ ct2, st2: Encode messages l2 ∈ Mw = Zw

p as a vector l̂2 = Encode(l2) ∈ Rw′
p . In

addition, sample noise eLEnc ←$ χw′
LEnc (recall that LEnc-security only holds as long as its

leakage is hidden by noise sampled from χLEnc).
Then, encrypt l̂2 ·∆+ eLEnc using the non-reusable LHE component.

LHE.ct2, st2 ← LHE.Enc2(̂l2 ·∆+ eLEnc)

Return ciphertext ct2 := LHE.ct2 and state st2.
KeyGen(st1, st2,y)→ sky: Encode selection vector y ∈ {0, 1}w ⊆ Zw

p as a vector ŷ = Encode(y) ∈
Rw′

p . Then, compute the digest dŷ ← LEnc.Digest(ŷ), and return the LHE secret key sky ←
LHE.KeyGen(st1, st2, dŷ).

Dec(sky, ct1, ct2,y)→ ly: As in KeyGen, encode selection vector y ∈ {0, 1}w as ŷ = Encode(y) ∈
Rw′

p and compute its digest dŷ ← LEnc.Digest(ŷ). Parse ct1 = (LEnc.ct, LHE.ct1), ct2 =
LHE.ct2.
To decrypt, first evaluate the LHE to obtain res′:

res′ ← LHE.Dec(sky, LHE.ct1, LHE.ct2, dŷ)

// s.t. res′ = r · dŷ + l̂2 ·∆+ noise
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Now we will evaluate the laconic encryption to obtain r · dŷ − (̂l1 ⊙ ŷ) · ∆ (plus noise).
Subtracting this from res′ yields the encoding res of the desired message l1 ⊙ y + l2:

res := res′ − LEnc.Eval(LEnc.ct, ŷ)

// s.t. res = (̂l1 ⊙ ŷ) ·∆+ l̂2 ·∆+ noise

Finally, return the decoded result Encode−1(⌊ res∆ ⌉).

We defer proving correctness and T -times simulation security (which holds when both LHE and
LEnc are T -times simulation secure) to Appendix D.

Our construction above works over message space Zp, where p depends on Ring-LWE param-
eters. However, in our garbling application, we require a message space of size at least 2λ (so
that messages may hold input labels). To handle this even with small Ring-LWE modulus, we
may easily turn our construction into a batch-select scheme with message space Zℓ

p (s.t. pℓ ≥ 2λ)
by splitting each message across ℓ slots. Then, by combining this with underlying LEnc and LHE
(Lemmas 5 and 6), we can e.g. construct a batch-select scheme with the following parameters
(proven in Appendix D.2):

Theorem 3 (Batch-Select). Assume LWER,∞,q,DR,q0.1
holds (for a cyclotomic ring R of degree

n ≥ λ that is a power-of-2, modulus q ≥ n15 with q ≥ 260 of length log q = O(λ), and modulus-
to-noise ratio q0.9). Furthermore, suppose modulus q is a composite number q = p ·∆ for some
plaintext modulus p ≤ q1/4 (with p = qΘ(1)) that is an “NTT friendly” prime, i.e., n divides (p−1).
Then, there exists a batch-select scheme with message space M := Zℓ

p of size |M| ≥ 2λ that is
√
q-times 2λ-simulation secure. When encrypting w-dimensional messages (with w ≥ Ω(n)), the

scheme’s components have size

|pp| = O(w · λ), |ct1| = O(w logw · λ), |ct2| = O(w · λ), |sky| = poly(λ) ,

and its algorithms run in time (in terms of ring multiplication operations):

Enc1 : O

(
w logw

n

)
, Enc2 : O

(w
n

)
, KeyGen : O

(w
n

)
, Dec : O

(
w logw

n

)
.

A weak batch-select scheme with
√
q

w -times 2λ-simulation security can be constructed under
the same parameters. Then, ciphertext ct1 has only size |ct1| = O(w · λ), and the Enc1 algorithm
only requires O(wn ) ring multiplications.

The latter also implies a weak batch-select scheme with 1-time 2λ-simulation security whenever
q ≥ ω((wλ)2), where the size of ct1 reduces to |ct1| = o(w).

4.4 Sending encryptions of random strings with a random oracle

We now present an optimization that only allows constructing a random batch-select scheme in
the ROM. For this construction, we cannot use LHE as a black-box anymore. Instead, we need to
look inside LHE.Enc2, to revisit the way this algorithm is encrypting the messages l̂2 ·∆+ eLEnc.
Denote by a the public parameters used inside LHE, and by s2 and e ← Dw

R,s the secrets and
noises sampled inside LHE.Enc2. Then, the ciphertext LHE.ct2 will have the form

LHE.ct2 = a · s2 + eLEnc + e︸ ︷︷ ︸
c

+ l̂2 ·∆
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However, regardless of the exact way this ciphertext is generated, we note that for the batch-
select output to be correct it already suffices if LHE.ct2 = a · s2 + l̂2 · ∆ + e for some error e
with

∥e∥∞ +BLEnc + (BLHE −maxDR,s) < ∆/2 . (2)

This is because the result res computed by the batch-select decryptor Dec will be l̂2 ·∆ + e +
LEnc-noise + LHE-noise (note that we do not need to accomodate for the ≤ maxDR,s noise
resulting from e as it is already included in LHE.ct2; hence LHE evaluation contributes at most
another BLHE −maxDR,s noise).
Modifying batch-select. Our idea to reduce the size of LHE.ct2 is to reverse the order of
sampling. Instead of calculating LHE.ct2 based on a random message l̂2, we sample some LHE.ct∗2
using the random oracle H (with image Zq), and reversely determine l̂2. We replace Sel.Enc2 by
the following process (note that it does not take any input except pp, since we are constructing
a random batch-select scheme):

(1) As before, sample noise eLEnc ← χw′
LEnc (used to hide the noise leakage resulting from LEnc

evaluation). Further sample LHE secret s2 ←$ Rq and noise e ← Dw′

R,s (this was previously
done inside LHE.Enc2). Use these values to compute c := a · s2 + e+ eLEnc (where a are the
LHE public parameters). In addition, sample an RO-seed seed←$ {0, 1}λ.

(2) We now sample the ciphertext LHE.ct∗2 in the following way (where we abuse notation to
denote by z[i, j] ∈ Zq the j-th coefficient of the i-th entry in a vector z ∈ Rw′

q of ring
elements): for all indices i ∈ [w′] and j ∈ [n], find the smallest integer di,j ∈ N s.t.

∥H(seed, i, j, di,j)− c[i, j] mod ∆∥∞ +BLEnc +BLHE +maxχLEnc < ∆/2 . (3)

(We can view this step as a form of rejection sampling: we continue increasing di,j = 0 until
it reaches a value for which the sampled value has sufficiently small error.)
Choose LHE.ct∗2[i, j] := H(seed, i, j, di,j).

(3) Finally, we reversely compute messages l̂2 from LHE.ct∗2 by computing

l̂2 =

⌊
LHE.ct∗2 − c

∆

⌉
∈ Rw′

p . (4)

(4) Return ciphertext ct2 := (seed, (di,j)i∈[w′],j∈[n]), labels l̂2, and state st2 := s2.

We modify Sel.Dec in the following way:

(1) Before doing anything else, recover the ciphertext LHE.ct∗2 given only ct2 = (seed, (di,j)i∈[w′],j∈[n]),
by computing LHE.ct∗2[i, j] := H(seed, i, j, di,j).

(2) Then, continue as before.

Correctness. We verify that correctness still holds: fix any ciphertext LHE.ct∗2 generated by the
process above, and denote by e ∈ Rw′

q the unique vector for which LHE.ct∗2 = a·s2+ l̂2 ·∆+e. Note
that LHE.ct∗2 − c − l̂2 ·∆ = (LHE.ct∗2 − c) mod ∆, see Equation 4. Furthermore, by Equation 3
we have ∥(LHE.ct∗2 − c) mod ∆∥∞ < ∆/2 − BLEnc − BLHE − maxχLEnc. By definition of c =
a · s2 + e+ eLEnc, we thus get

∥e∥∞ = ∥LHE.ct∗2 − c− l̂2 ·∆+ e+ eLEnc∥∞ ≤ ∥(LHE.ct∗2 − c) mod ∆∥∞ + ∥e∥∞︸ ︷︷ ︸
≤maxDR,s

+ ∥eLEnc∥∞︸ ︷︷ ︸
≤maxχLEnc

≤ ∆/2−BLEnc − (BLEnc −maxDR,s) ,
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and therefore Equation 2 is fulfilled.

Efficiency. Revisiting Equation 3, we see that (for fixed i, j, di,j) rejection independently hap-
pens with probability P := BLEnc+BLHE+maxχLEnc

∆/2 . We can use this together with Chernoff in order
to bound the total number of “rejections” R :=

∑
i∈[w′],j∈[n] di,j , i.e., the number of times where

Equation 3 does not hold during encryption, by R ≤ O(P ·w′n+λ2) with probability 1−negl(λ).
(Whenever the expected number of rejections is P · w′n > λ, then with overwhelming proba-
bility, the total number of rejections will be ≤ O(P · w′n). Whenever the expected number of
rejections is P ·w′n ≤ λ, then with overwhelming probability, the total number of rejections will
be ≤ O(λ2).)

Assuming P ≤ 1
2 , the size of the list (di,j)i∈[w′],j∈[n] (and therefore also the size of cipher-

text |ct2|) is roughly 2w′n + poly(λ). Alternatively, for small P it is more beneficial to express
(di,j)i∈[w′],j∈[n] within R · log(w′n) bits (by listing all pairs (i, j), potentially including duplicates,
for which a rejection took place). Hence, assuming w ≥ Ω(n) and therefore w′n ≤ O(w), the
new size of Sel.ct2 is now (with overwhelming probability)

|seed|+ |(di,j)i∈[w′],j∈[n]| ≤ λ+R · log(w′n) ≤ O(P · w logw) + poly(λ)

instead of O(w log q).
Furthermore, whenever BLEnc + BLHE + maxχLEnc < ∆/2λ, rejection happens only with

probability P ≤ O( 1
2λ
). Thus, we can choose ct2 to be completely empty (as all di,j will be 0 with

overwhelming probability, and we may insert the λ-size seed as a new component into sky) while
still maintaining correctness with probability 1− poly(λ)

2λ
.

Security. Intuitively, security follows from the fact that rejection happens with public probability,
and therefore each di,j can be simulated easily. However, we additionally need to ensure that all
H(seed, i, j, d′) for d′ < di,j are programmed in such a way that Equation 3 actually fails. We
give a formal proof in Appendix D.1.

For our construction above, we can e.g. get the following parameter setting when considering
a message spaceM = Zℓ

p with log |M| = ℓ · log p ≥ λ, proven in Appendix D.2.

Theorem 4 (Random Batch-Select). Consider the same assumptions and parameters as in
Theorem 3, except that q ≥ n25 and p = Θ(qε) for some ε > 0. Then, there exists a √q-times
2λ-simulation secure random batch-select scheme with message space Zℓ

p of size |M| ≥ 2λ in the
ROM with the same efficiencies as described in Theorem 3, except that the ciphertext ct2 has
only size O( w·λ

q1/2−ε·log q ) + poly(λ).

Furthermore, when q > 22(1+ε′)λ while p = Θ(qε
′λ) for some ε′ > 0, then there is a batch-select

scheme with the same properties, except that the size of ct2 is 0.

5 Application: Preprocessing Garbling

In this section, we apply our construction of batch-select towards the notion of preprocessing
garbling with succinct function-dependent garbling. We first describe the model in Section 5.1
and then our desired primitive in Section 5.2. Afterwards, we define some existing building
blocks that we require (apart from batch-select) in Section 5.3, and give the final construction
in Section 5.4.
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5.1 Computational Model

A preprocessing garbling scheme will handle computations specified by a universal function and
a function description. For example, a universal function may specify parameters of a Boolean
circuit such as input and output lengths as well as circuit size, while the function description
may specify the gate types and how they are connected.

We formalize this model of computation as a family U = {Uℓx,ℓy}ℓx,ℓy∈N of classes of universal
functions U ∈ Uℓx,ℓy with the format

U : FU × {0, 1}ℓx → {0, 1}ℓy ,

where f ∈ FU is the function description. The two components U, f together with an input bit
string x ∈ {0, 1}ℓx determine the output y = U(f,x). Our preprocessing garbling construction
will take as input the universal function U in as a Boolean circuit, and f ∈ FU , a string.

In the case where U is a universal function capable of handling any function f that is specified
by a binary circuit, we may use the following result from prior work, which shows that there
exists efficient universal circuits.

Lemma 7 ([ZYZL19]). There is a Boolean circuit CU of size 17.75n log n (with 4.5n log n AND
gates) that takes a function description f : {0, 1}ℓx → {0, 1}ℓy (represented by a Boolean circuit
with at most n gates) and an input x ∈ {0, 1}ℓx , and outputs f(x).

5.2 Definition

In the following definition for preprocessing garbling, the algorithms RDGen, InputKeyGen, and
GarbleU together form the function-independent offline phase that only depends on the universal
function U . The function-dependent offline phase corresponds to GarbleFunc, which then takes
the function description f . The ultimate goal, as achieved by our instantiation, is that the output
of GarbleFunc is succinct, i.e., its length is independent of that of the function description f .

Definition 14 (Preprocessing Garbling). Let U = {Uℓx,ℓy} be a class of computation, where
each universal function U ∈ Uℓx,ℓy has a signature U : FU × {0, 1}ℓx → {0, 1}ℓy . A preprocessing
garbling scheme (with reusability) for U consists of five efficient algorithms, and is associated
with a key space K(λ), which is an abelian group with size |K(λ)| ≥ 2λ.

– RDGen(U) takes the universal function U and outputs the reusable part Ûrd of the function-
independent garbling, together with a reusable state strd.

– InputKeyGen(1λ, 1ℓx) takes an input length ℓx, and returns input keys K ∈ Kℓx×2.
– GarbleU(strd,K) takes the reusable state strd, and the input keys K. It outputs the non-reusable

part Û of the function-independent garbling, and state st.
– GarbleFunc(st, f ∈ FU ) takes the state st, a function description f , and outputs a hint, i.e.,

the function-dependent garbling. We refer to (Ûrd, Û , hint) as the garbling of (U, f).
– Eval(f, Ûrd, Û , hint,kx ∈ Kℓx) takes a function description f , the garbling (Ûrd, Û , hint), and

input labels kx, and outputs the computation result y ∈ {0, 1}ℓy .

Correctness. The scheme is correct if for all λ, ℓx, ℓy ∈ N, universal functions U ∈ Uℓx,ℓy and
function descriptions f ∈ FU , input keys K ∈ Kℓx×2, and inputs x ∈ {0, 1}ℓx , the following holds:

Pr

Eval(f, Ûrd, Û , hint,K[x])

= U(f,x)

∣∣∣∣∣∣
(Ûrd, strd)← RDGen(U)

(Û , st)← GarbleU(strd,K)
hint← GarbleFunc(st, f)

 = 1.
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Definition 15 (T -times Input Privacy). The scheme fulfills T -times input privacy if there
exists an efficient simulator SimPriv s.t. for any efficient adversary A,∣∣∣Pr[ExpA,0

Priv(λ) = 1]− Pr[ExpA,1
Priv(λ) = 1]

∣∣∣ ≤ negl(λ),

where the game ExpA,b
Priv(λ) is defined below.

1. A(1λ) selects 1ℓx , 1ℓy , a universal function U ∈ Uℓx,ℓy , and T function descriptions f (t) ∈ FU ,
and inputs x(t) ∈ {0, 1}ℓx , for t ∈ [T ].

2. The game sends to A the reusable garbling Ûrd and the T individual garblings with their input
keys {Û (t), hint(t),k

(t)
x }t∈[T ], computed as follows.

– If b = 0, first run (Ûrd, strd)← RDGen(U). Then for t ∈ [T ] run

K(t) ← InputKeyGen(1λ, 1ℓx),

(Û (t), st(t))← GarbleU(strd,K
(t)), hint(t) ← GarbleFunc(st(t), f (t))

Finally, set k(t)
x = K(t)[x].

– If b = 1, run (Ûrd, {Û (t), hint(t),k
(t)
x })← SimPriv(U, {f (t), U(f (t),x(t))}t∈[T ]).

3. A outputs a bit b′, which is also the output of the game.

5.3 Ingredients

Standard Model Garbling. Traditional garbling (i.e., the standard model in which there is
no separation between universal function and function description) may be seen as a special case
of preprocessing garbling. It will be required for our construction of preprocessing garbling.

Definition 16 (Standard Model Garbling). Let C = {Cℓx,ℓy}ℓx,ℓy∈N be the family of functions
that do not take any function description, i.e., Cℓx,ℓy consists of all two-input functions C :
∅ × {0, 1}ℓx → {0, 1}ℓy , specified by their Boolean circuit representation.

For this class, a corresponding garbling scheme (which we denote by SG, “standard garbling”)
without support for preprocessing or reusability has the following simplified syntax, where RDGen
and GarbleFunc are not needed anymore, and GarbleU is renamed to Garble.

– SG.InputKeyGen(1λ, 1ℓx) takes an input length ℓx, and returns input keys K ∈ Kℓx×2.
– SG.Garble(C,K) takes the circuit C and the input keys K, and outputs the garbling Ĉ.
– SG.Eval(C, Ĉ,kx ∈ Kℓx) takes the circuit C, its garbling Ĉ and input labels kx, and outputs

the computation result y ∈ {0, 1}ℓy .

Further, we require that SG.InputKeyGen(1λ, 1ℓx) samples each of the ℓx input key pairs individ-
ually, i.e., its implementation only consists of running (K[0, i],K[1, i]) ← InputKeyGen′(1λ) for
some algorithm InputKeyGen′.

Because we do not require reusability for the standard garbling scheme SG, we use the term
input privacy to denote 1-time input privacy (Definition 15).

Garbling schemes in the standard model as above are known to exist, with the current state-
of-the-art producing a garbling whose size is 1.5λ times the number of AND gates.

Lemma 8 ([RR21]). There is a standard model garbling scheme SG (with global key offsets),
with garblings of size |Ĉ| = (1.5λ+ 10)n bits, where n denotes the number of AND gates in the
circuit C.
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Correlation-robust hash functions In our construction of preprocessing garbling, we will
need to translate the output of a batch-select scheme (which is inM, or concretelyM = Zℓ

p for
our instantiation in Section 4.3) into keys in K for the input wires of a circuit CU garbled using
a standard garbling scheme SG.

We do so by hiding a key in K using a hash function H :M→K applied to the corresponding
batch-select output that is inM. Furthermore, whenever our garbling scheme is reused (T > 1),
we will need to ensure that H is correlation-robust in the following sense.

Definition 17 (Correlation-robust hash function). A hash function H :M→K (whereM
and K are parameterized by the security parameter λ) is correlation-robust, if for any polynomial
T (λ) and efficient adversaries A, the following holds (where we suppress λ):∣∣∣∣∣Pr[A({l(t), H(l(t) −∆), H(l(t) +∆)}t∈[T ]) = 1 | ∆, l(1), . . . , l(T ) ←$M] −

Pr

[
A({l(t),u(t)

− ,u
(t)
+ }t∈[T ]) = 1

∣∣∣∣∣ l
(1), . . . , l(T ) ←$M,

u
(1)
− , . . . ,u

(T )
− ,u

(1)
+ , . . . ,u

(T )
+ ←$ K

]∣∣∣∣∣ ≤ negl(λ)

Due to |M| ≥ 2λ, the correlation-robust hash function H can be instantiated using a random
oracle. Also note that it is a weaker notion of the type of circular correlation-robustness that
is already utilized by many existing garbling schemes involving e.g. the free-XOR optimiza-
tion [KS08].

5.4 Construction

We will construct a preprocessing garbling scheme for any computation class U , s.t. for any
universal function U ∈ Uℓx,ℓy , there is a universal circuit CU that takes a function description
f ∈ FU whose bit-length is bounded by some sU , an input x ∈ {0, 1}ℓx , and outputs U(f,x).

For our construction, we assume a standard garbling scheme SG with key space K and a
batch-select with message spaceM = Zℓ

p. Further, we assume a correlation-robust hash function
H :M→K.

Construction 4 (Preprocessing Garbling).

RDGen(U)→ Ûrd, strd: (This algorithm creates reusable data, which can be used again for subse-
quent garbling sessions.)
First setup the batch-select Sel scheme with dimension sU , where sU is the description length
of functions in FU :

Sel.pp← Sel.Setup(1λ, 1sU ).

Next, sample the first message vector l1, and encrypt it using Sel.Enc1:

l1 ←$MsU , (Sel.ct1, Sel.st1)← Sel.Enc1(l1).

Output the reusable part of the garbling Ûrd = (Sel.pp, Sel.ct1), and the reusable state strd =
(Sel.pp,Sel.st1, l1).

InputKeyGen(1λ, 1ℓx)→ K: Output input keys K← SG.InputKeyGen(1λ, 1ℓx).
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GarbleU(strd,K)→ Û , st: First, sample the input keys KFn for the input wires of the universal
circuit CU that correspond to the function description, and use this to garble the universal
circuit CU :

KFn ← SG.InputKeyGen(1λ, 1sU ), ĈU ← SG.Garble(CU , (K
Fn,K)) .

Next, sample the second message vector l2, and encrypt it using Sel.Enc2:

l2 ←$MsU , (Sel.ct2, Sel.st2)← Sel.Enc2(l2).

Then, for each i ∈ [sU ], produce the ciphertexts ct′0,i and ct′1,i that the evaluator will use to
translate the batch-select output f [i] · l1[i] + l2[i] into the correct key KFn[i, f [i]]:

ct′0,i := H(l2[i]) +KFn[i, 0]

ct′1,i := H(l1[i] + l2[i]) +KFn[i, 1]

Output function-independent garbling Û = (ĈU , Sel.ct2, {ct′0,i, ct′1,i}), and the state st =
(Sel.pp,Sel.st1, Sel.st2).

GarbleFunc(st, f)→ hint: Let f ∈ {0, 1}sU denote the bit representation of f . Output a batch-
select secret key for selecting KFn[f ]:

hint = skf ← Sel.KeyGen(Sel.st1,Sel.st2, f).

Eval(f, Ûrd, Û , hint,kx)→ y: Parse the function-independent garbling as Ûrd = (Sel.pp,Sel.ct1)

and Û = (ĈU ,Sel.ct2, {ct′0,i, ct′1,i}). Let f ∈ {0, 1}sU denote the bit representation of f .
First decrypt the batch-select ciphertexts to recover the messages lres selected by f :

lres ← Sel.Dec(skf , Sel.ct1, Sel.ct2, f),

// s.t. lres = l1 ⊙ f + l2

Then, translate these messages into the appropriate input keys kFn
f by computing, for each

i ∈ [sU ]:

kFn
f [i] := ct′f [i],i −H(lres[i]) ,

// s.t. kFn
f [i] = KFn[i, f [i]] .

Then evaluate the garbled universal circuit as y← SG.Eval(ĈU , (k
Fn
f ,kx)), and output y.

Correctness and security. Correctness follows straightforwardly from that of the standard
model garbling scheme SG and that of the batch-select scheme Sel. We state security formally
below, and defer the proof to Appendix E.

Lemma 9. Assuming the standard garbling scheme SG satisfies input privacy, the batch-select
scheme Sel satisfies T -times simulation security (Definition 6), and the hash function H is
correlation-robust (Definition 17), the preprocessing garbling scheme in Construction 4 fulfills
T -times input privacy (Definition 15).
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Efficiency. With our instantiation of batch-select, the function-dependent phase (consisting only
of sending skf ) is succinct: The hint = skf consists of a single ring element in Rq. The cost of Û
essentially corresponds to the cost for garbling a universal circuit ĈU (e.g. |ĈU | = λ · n log n to
support arbitrary Boolean circuits with at most n gates; see Lemmas 7 and 8). The reusable part
Ûrd may have size O(λ · n log2 n), but one factor of log n can be avoided by using our optimized
batch-select constructions (i.e., reusability or weak batch-select).
Note regarding Key Translation. The reason for including key translation ciphertexts ct′0,i, ct

′
1,i

is the potential mismatch between the batch-select message spaceM = Zℓ
p, and the SG key space

K (which is typically of the form {0, 1}λ). If those two were equal (many existing garbling schemes
could theoretically work with any sufficiently large key space, potentially at the cost of not sup-
porting free-XOR anymore), then we may omit key translation ciphertexts. Orthogonally, if no
reusability is needed (T = 1), we could also directly choose messages l1 := ϕ(KFn[1] −KFn[0])
and l2 := ϕ(KFn[0]) for any injective embedding ϕ : K →M, avoiding key translation completely
despite K ̸=M.

6 Evaluation

To demonstrate concrete efficiency, we have implemented our batch-select scheme6 (Construc-
tion 3). Here, our primary focus is computational efficiency instead of optimal (near-0) offline
communication cost that would requires exponential modulus (as described e.g. in Theorem 3).
Nevertheless, our (amortized) offline cost will be just ≈ 6 bits per 128-bit value transferred to a
receiver.
Parameter Setting. We consider the ring Rq = Zq[X]/(X4096 + 1) of degree n = 4096, and
as required by our batch-select scheme, we choose the modulus q = p · ∆ as a product of two
primes p,∆. In order to be able to perform efficient computations, we choose the moduli p and ∆
as two different NTT-friendly primes (i.e., p ≡ ∆ ≡ 1 mod 8192). Using the Chinese Remainder
Theorem, this allows us to represent an element of the ring Rq as one Rp-element and one R∆-
element. Multiplication and addition over Rq can then be performed separately over Rp and R∆.
We choose p as a 50-bit prime (then, three elements of the plaintext space Zp will be enough to
store one 128-bit key for our garbling application), and ∆ as a 59-bit prime (this is the maximum
bitlength supported by the SEAL framework [SEA23] we build upon).

For concreteness, suppose we apply Sel to vectors of w′ = 512 ring elements, i.e., vectors of
w = w′·n = 512·n = 221 elements in the message spaceM = Zp. This means that ⌊2213 ⌋ = 699 050
elements in Z3

p are supported. (Recall that we are interested in Z3
p, because its size is larger than

2λ, and hence we can encrypt 128-bit input labels in it.)
We are now aiming to provide λ = 128-bit security. As recommended by the homomorphic

encryption standard [ACC+19], given the degree-4096 ring Rq (with log q ≤ 111) we assume
that the Ring-LWE assumption LWER,∞,q,χ∗ holds with Gaussian noise of standard deviation
σ∗ = 8/

√
2π ≈ 3.2, i.e., with error distribution χ∗ = DR,s∗ of parameter s∗ = 8.

Note that the security of LEnc and LHE (as invoked by our T -reusable batch-select scheme)
relies on the elLWE assumption with two different types of leakage sets: LT,2m(g) and L×w′

1,1 (g).
To ensure that this follows from our assumption LWER,∞,q,χ∗ , we combine Theorem 2 with
Lemmas 3 and 4. It guarantees that it suffices to choose parameters s and s as follows, where s
is used for distributions χ = DR,s inside both LHE and LEnc, and s is used for both distributions

6 The source code can be found under https://github.com/MarianDietz/tinylabels.
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χLEnc = DR,s (used to hide LEnc noise leakage) and χ = DR,s (used inside LHE):

s = 2s∗ + 1 + ηϵ(R) and s = (s+ 1) · g · n ·
√
2m · T .

In the above, there are some tunable parameters: m (used inside our LHE and LEnc constructions,
where the gadget vector is determined through its base g and dimension m with gm < q) affects
the ciphertext size and therefore the amount of communication, and T denotes how often ct1
may be reused. We can freely choose these parameters, as long as correctness is guaranteed,
i.e., ∆ ≥ 2

√
λ(g ·m · d · s · (⌈log2w′⌉+1)+ 2s) still holds given the choices of s and s above. For

our evaluation, we choose

T = 215 = 32 768 and m = 4 ,

and therefore also g = 228.
Communication. A single ring element can be represented with 56 KB (4096 coefficients with
109 bits each). Therefore, our basic batch-select construction (without RO-optimization) achieves
the following efficiencies:

– Public parameters pp: w′ + 2m ring elements (≈ 29 MB)
– Reusable ciphertext ct1: m ·w′+2m ·w′⌈log2w′⌉ ring elements (≈ 2.2 GB, or when amortized

over T = 215 iterations: 67 KB)
– Non-reusable ciphertext ct2: w′ ring elements (≈ 29 MB)
– Key sky: 1 ring element (≈ 56 KB)

The following two optimizations regarding communication size may be applied:

– Weak laconic encryption would reduce the size of ct1 to m ·w′+4m ·w′ ring elements (≈ 571
MB instead of ≈ 2.2 GB). However, this would simultaneously require the noise s to increase
by another factor of

√
w′; hence reducing the maximum number T of uses for ct1 by a factor

of w′ = 512 (i.e., T ≤ 26).
– The RO optimization (see Section 4.4) allows reducing the size of ct2: Instead of sending w′

ring elements, it suffices to send a λ-bit seed, plus 2w′n = 2w rejection sampling-bits. This
reduces the size of ct2 to just ≈ 524 KB in our setting. Combining this with amortization
over T = 215 iterations, the total communication cost per iteration, |ct1|/T + |ct2|, will be
only 591 KB (i.e., only ≈ 6.4 bits per transferred element in Z3

p).

Computation optimizations. Note that naive multiplication of two polynomials stored in
coefficient form is very expensive: first, both polynomials need to be converted to NTT form,
then they are multiplied component-wise, and then another inverse-NTT needs to be performed.
To optimize this, our implementation keeps all polynomials in NTT form whenever possible.
Then, each multiplication requires only one component-wise multiplication.

NTT transformations are now only required when generating or removing noise, or when
converting the LEnc database from a ∈ Rw′

p to the larger modulus Rw′
q . In addition—this is the

dominating use of NTT transformations in the input-dependent phase consisting of Sel.KeyGen
and Sel.Dec—computing the hash-tree inside LEnc.Digest requires 4mw′ forward-NTT and 2w′

inverse-NTT.
Hardware setup. We implemented our batch-select scheme on top of the SEAL library [SEA23]
(which allows us to utilize existing implementations of ring operations), and tested it on a server
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Reusable One-time Input-dependent

Setup Enc1 Enc2 KeyGen Dec

Conjectured time 0.13s 14.93s 0.17s 0.44s 0.71s

Time 0.13s 16.65s 0.25s 0.63s 1.24s
Time / msg 0.18µs 23.83µs 0.35µs 0.90µs 1.77µs

Time (T = 215) 3.8µs 0.0005s " " "
pp ct1 ct2 sky n/a

Size 29MB 2.2GB 29MB 56KB
Size / msg 42 byte 3.1KB 41 byte 0.08 byte
Size (T = 215) 885 byte 67KB " "
Size / msg (T = 215) < 0.01 byte 0.1 byte " "
Size w/ RO opt. 524 KB
Size / msg w/ RO opt. 0.75 byte

Table 4: This table shows the amount of time spent within each of the algorithms of our batch-
select scheme, and the size of their outputs. All time rows (except the first one) show the actual
times required by our implementation, where per msg is the time required on average by each of
the w = 699 050 messages (i.e., input labels) encrypted by the batch-select scheme, and T = 215

indicates that we amortize the reusable parts across 215 iterations. The first row shows the
computation time that we conjecture for a CPU that has AVX512-IFMA52 instructions. These
numbers are estimated using the benchmarks from [BKS+21], where one multiplication requires
1.08µs, one forward NTT requires 5.81µs, and one inverse NTT requires 5.72µs.

with an Intel Xeon Platinum 8160M Processor, 2.10GHz. The implementation utilizes only a
single core.

We achieve an additional speedup using the Intel HEXL framework [BKS+21], which utilizes
the Intel AVX512 instruction set. However, the server we tested on only supports AVX512-DQ
instructions, and therefore we can expect that a CPU with the AVX512-IFMA52 instruction set
would be able to improve the computation time of NTT operations by another factor of 3.

Evaluation results. Table 4 displays the amount of computation time and the communication
size on the discussed parameters (while our implementation does not directly support the RO-
optimization, we do not expect the running time of Enc2 to increase significantly when it generates
its output from RO). In Table 5, we further split the computation time to demonstrate which
operations are causing the highest cost.

Putting these results into context, suppose the batch-select scheme is used for transmitting
input keys (of bitlength λ = 128) for a garbled circuit. Naively sending input labels without
batch-select requires sending more than 11 MB in the online phase. On the other hand, batch-
select allows a tradeoff: only 56 KB need to be sent (once the input is known), in exchange for
1.87s of computation time. Thus, our scheme could outperform the naive baseline whenever the
bandwidth is limited by about 45 Mbps.

Also note that our scheme allows for parallelization (because most computation happens
independently for each of the w′ = 512 components). For example, when using 8 cores instead of
1 core, computation time in the input-dependent phase could be as small as 0.24s, outperforming
the naive baseline whenever the bandwidth is limited by 350 Mbps.
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Add. (per msg) Mult. (per msg) NTT (per msg) CRT (per msg)
Setup 0 0 0 0

Enc1 0.46s (0.66µs)
118 784 (0.17)

0.79s (1.13µs)
77 824 (0.11)

1.30s (1.86µs)
77 824 (0.11)

0

Enc2 0.01s (0.01µs)
3072 (0.004)

0.01s (0.02µs)
1024 (0.001)

0.03s (0.04µs)
2024 (0.003)

0

KeyGen 0.01s (0.01µs)
8184 (0.01)

0.05s (0.07µs)
8184 (0.01)

0.17s (0.24µs)
11 254 (0.02)

0.28s (0.40µs)
4092 (0.01)

Dec 0.09s (0.125µs)
97 776 (0.14)

0.56s (0.801µs)
87 024 (0.12)

0.20s (0.288µs)
12 278 (0.02)

0.28s (0.396µs)
4092 (0.01)

Table 5: For each function of our batch-select scheme, this table shows the computation time and
the number of invocations required by our implementation (in parentheses the time and number
required on average for each of the w = 699 050 messages), for the most time-intensive compo-
nents: (1) the number of polynomial additions (also including subtractions), (2) the number of
component-wise multiplications in NTT form, (3) the number of NTT transformations (includ-
ing both forward and inverse transformations), and (4) the number of CRT decompositions (the
number of CRT compositions, ommitted from the table, is lower by a factor of m). In Enc1, the
majority of time is spent on generating noise polynomials.
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A Related Works on Sublinear 2PC Protocols and Succinct Garbling

In this section, we summarize the state of sublinear 2PC and succinct garbling, and compare
them with our solution in the preprocessing model.
Succinct Garbling In the literature, two types of garbling schemes give drastically different
computation vs. communication trade-offs. Yao’s original garbled circuits and the successful line
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of optimization upon it [BMR90, NPS99, KS08, PSSW09, KMR14, GLNP15, ZRE15, RR21]
all rely on extremely efficient symmetric-key operations (e.g., a few calls to AES per gate of
the circuit), making communication, rather than computation, the bottleneck. Parties must ex-
change O(λ) bits per gate, resulting in total communication O(λ|C|). On the other hand, there
are constructions of garbled circuits achieving asymptotically optimal size, i.e., poly(λ), inde-
pendent of the circuit complexity. Unfortunately, they are computationally expensive, since they
rely on heavy machinery, such as, ABE and FHE [GKP+13, HLL23], or (multi-key) Functional
Encryption [AJS17, KLW15, BCG+18, JLL23].

Our preprocessing garbled circuits using the batch-select scheme achieves optimal online com-
munication poly(λ) and are concretely efficient, by leveraging preprocessing and pre-communication
of complexity quasilinear in the circuit size.

We believe that the notion of preprocessing garbling is interesting on its own, as it provides a
meaningful middle point between the aforementioned two types of garbling schemes. We note that
the quasilinear offline complexity stems from garbling the universal circuits in our construction.
However, there might be completely different techniques for constructing preprocessing garbling,
perhaps without using the universal circuits. We think this is an interesting technical question.

Sublinear 2PC without Preprocessing In the standard model without preprocessing, the
only 2PC protocols for all circuits that achieve communication complexity independent of cir-
cuit size rely on powerful tools such as FHE and/or iO. When using FHE [Gen09, BV11,
BGV12, GSW13], we can attain protocols where only Alice receives an output, with commu-
nication complexity Oλ(|xA| + |y|), or |xA| + |y| + Oλ(1) if the underlying FHE has a rate-
1 property [BDGM19, GH19]. Laconic function evaluation [QWW18] which uses ABE and
FHE gives protocols where only Alice receives an output, and the communication complexity
is Oλ(|xB|+ |y|). Combining FHE and iO, the work of [HW15] demonstrated how to eliminate
the dependency on output length to achieve communication |xA|+ |xB|+Oλ(1) or Oλ(CC(C)),
where CC represents the communication complexity of computing C without security.

Without FHE or iO, we can still achieve sublinear communication complexity using Ho-
momorphic Secret Sharing (HSS) [BGI16]. An advantage is that HSS can be based on var-
ious assumptions that do not imply fully homomorphic encryption, including DDH [BGI16],
DCR [FGJS17, OSY21, RS21], assumptions related to class groups of imaginary quadratic
fields [ADOS22], and different variants of the Learning Parity with Noise (LPN) assumptions [BCG+19,
CM21, DIJL23]. However, current HSS schemes only support low depth computations like NC1,
giving 2PC for low depth computations with communication complexity Oλ(min(|xA|, |xB|)+|y|).
When extended to circuits, the communication complexity is only slightly sublinear in circuit
size, e.g., |C|/O(log |C|), reducing it by just a logarithmic (or even log-log) factor.

Another drawback of the above techniques is that to achieve malicious security, they need
to rely on generic techniques such as communication efficient zero-knowledge protocols, which
makes the protocols even more expensive.

In comparison, our 2PC protocols achieve succinct online communication – poly(λ) bits after
receiving C, and |xA| + |xB| + poly(λ) bits after the two parties receiving their inputs – and
malicious security, and are concretely efficient. The downside is the offline stage with complexity
Õ(λ|C|).
Sublinear 2PC with Preprocessing Recent years have witnessed significant progress in devel-
oping practical secure multiparty computation (MPC) protocols within the online-offline model.
These protocols, such as those in [IPS08, DPSZ12], utilize the offline stage for conducting com-
putationally expensive cryptographic operations to distribute correlated random coins among
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the parties. These coins are subsequently used in a fast and information-theoretically secure
online computation stage. However, despite these advancements, the communication complexity
of these protocols remains linear in the circuit size. This limitation was highlighted as a major
bottleneck and formally investigated in [DNPR16], showing that it is inherent for gate-by-gate
protocols.

The exploration of low-communication protocols in the correlated randomness model was ini-
tiated in [IKM+13]. In their work, they introduced protocols with communication complexity of
O(|xA|+|xB|+|y|) but with a requirement for exponentially long correlated randomness, referred
to as the one-time truth table correlation. They further argued that reducing the amount of cor-
related random coins from exponential to polynomial for general functions would be challenging
and could potentially lead to breakthroughs in long-standing open problems related to private
information retrieval. Couteau [Cou19] later extended this approach to achieve polynomially long
correlations, albeit with slightly sublinear communication complexity |C|/O(log log |C|).

There is a major difference between the preprocessing model considered in these two works
and ours: The preprocessing of [IKM+13, Cou19] depends on the function, meaning the correlated
randomness is sampled based on the circuit C, only independent of the inputs xA,xB. In contrast,
our preprocessing is both function and input independent, providing greater flexibility. On the
other hand, the works of [IKM+13, Cou19] aim for information theoretically secure online stage,
whereas we settle for computational security. Hence, the models are incomparable. In fact, if
we relax to the model to allow both function-dependent preprocessing and computationally
secure online stage, it becomes trivial to achieve optimal online communication: Alice can simply
send a non-succinct garbled circuit Ĉ to Bob in the offline stage, and online they only need
communication for obtaining the right input labels.

Tools Offline Comm. Online Comm. Assumptions

[BDGM19, GH19]
FHE w/
rate-1 / |xA|+ |y|+Oλ(1)

LWE w/
circular security

[HW15] FHE
+ iO / |xA|+ |xB |+Oλ(1)

LWE w/
circular security
+DLIN+LPN
+NC0-PRG

[BGI16, OSY21]
[BKS19]

HSS / O(|C|/ log |C|) DDH/DCR/
LWE

[BCG+19, CM21]
[DIJL23]

HSS / O(|C|/ log log |C|) variants of
LPN

[Cou19] Correlated randomness / O(|C|/ log log |C|) /

This paper Batch-Select Oλ(|UC |) |xA|+ |xB |+Oλ(1) RLWE

Table 6: Efficiency comparison with existing 2PC protocols. We write xA,xB ,y to mean the inputs to Alice and
Bob, and the output. W.l.o.g. we assume |xA| ≤ |xB |. By UC we denote a universal circuit (which can be made
as small as |C| log |C| for arbitrary circuits C [ZYZL19]).

B Details on LEnc

We now prove correctness and security of Construction 1, LEnc.

42



Correctness. In the following analysis of LEnc, whenever the public parameters b0,b1 and the
database a ∈ Rw

q are fixed, we define (for any prefix pre ∈ {0, 1}<ℓ) the hash tree recursively as

ypre =
(
bT
0 bT

1

)
· zpre where zpre :=

(
−g−1(ypre∥0)

−g−1(ypre∥1)

)
,

and the leaves yind for ind ∈ {0, 1}ℓ are given by a.
We first show correctness with error bound BLEnc = g ·m · γR · log2w · s ·

√
λ. Note that for

any ind ∈ {0, 1}ℓ, evaluation yields

δ[ind] =
ℓ−1∑
i=0

Ci[ind] · zind:i

=

ℓ−1∑
i=0

(
ri[ind] ·

(
bT
0 bT

1

)
+ ri+1[ind] ·

(
indig

T indig
T
)
+Ei[ind]

)
· zind:i

=
ℓ−1∑
i=0

r[ind] · yind:i − ri+1[ind] · yind:i+1
+Ei[ind] · zind:i

= r0[ind] · yϵ − s[ind] · a[ind] +
ℓ−1∑
i=0

Ei[ind] · zind:i .

Therefore, we just need to prove that
∥∥∥∑ℓ−1

i=0 Ei[ind] · zind:i
∥∥∥
∞

< BLEnc. Note that ∥Ei∥∞ ≤
√
λ ·s

and ∥zind:i∥∞ < g. We get∥∥∥∥∥
ℓ−1∑
i=0

Ei[ind] · zind:i

∥∥∥∥∥
∞

≤
ℓ−1∑
i=0

∑
j∈[m]

∥Ei[ind, j] · zind:i [j]∥∞

≤
ℓ−1∑
i=0

∑
j∈[m]

γR · ∥Ei∥∞ · ∥zind:i∥∞

< ℓ ·m · γR ·
√
λ · s · g = BLEnc .

Lemma 10 (Security of Construction 1). Assuming elLWER,q,χ,DR,s,LT,2m(g), Construction 1
(LEnc) fulfills 2λ-simulation security with T -noise leakage (Definition 10).

Proof. The simulator Sim takes the public parameters and the databases (pp, {a(t)}), and simu-
lates ciphertext and noise (c̃t, {ẽ(t)}[T ]) as follows:

– First, sample all ciphertexts purely random

C̃i ←$Rw×2m
q for i = 0, . . . , ℓ− 1 ,

and choose c̃t := (C̃0, . . . , C̃ℓ−1).
– Then, simulate the noise leakages as follows: sample

Ei ←$ χw×2m for i = 0, . . . , ℓ− 1 ,
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and for each ind ∈ {0, 1}ℓ and t ∈ [T ], compute

ẽ(t)[ind] :=
ℓ−1∑
i=0

Ei[ind] · z(t)ind:i
.

Return (c̃t, {ẽ(t)}[T ]).

In order to prove that the real world is indistinguishable from the simulated world, we define
Hyb′0 to output ((b0,b1), (C0, . . . ,Cℓ−1), {ẽ

(t)
res}[T ]), where these values are computed as follows:

b0,b1 ←$Rm
q (5)

For i = 0, . . . , ℓ− 1 and ind ∈ {0, 1}ℓ :

Ci[ind] := ri[ind] ·
(
bT
0 bT

1

)
+ ri+1[ind] ·

(
indi · gT indi · gT

)
+Ei[ind] (6)∣∣∣∣∣ ri[ind]←$Rq and rℓ := s

Ei[ind]←$ D2m
R,s

For t ∈ [T ] and ind ∈ {0, 1}ℓ :

ẽ
(t)
res[ind] := ẽ(t)[ind] + e(t)[ind]

∣∣∣∣∣∣∣
ẽ(t)[ind] :=

∑
0≤i<ℓ

Ei[ind] · z(t)ind:i

e(t)[ind]←$ χLEnc

(7)

Note that Hyb′0 is identical to the real world. To see this, consider the real noise leakage e(t) =
δ(t)− (r ·y(t)−s⊙a(t)) with δ(t) ← LEnc.Eval(ct,a(t)). Then, as in the correctness analysis above
which calculates δ(t)[ind], we get

e(t)[ind] = δ(t)[ind]− (r[ind] · y(t) − s⊙ a(t)[ind]) =
ℓ−1∑
i=0

Ei[ind] · z(t)ind:i
= ẽ(t)[ind]

for any ind ∈ {0, 1}ℓ and t ∈ [T ].
As a first step, we define a hybrid Hyb0 that is identical to the previous Hyb′0, except that

it samples the error matrices Ei[ind] from the Gaussian χ2m = D2m
R,s instead of the truncated

Gaussian D2m
R,s, and similarly e(t)[ind] from the Gaussian DR,s instead of χLEnc = DR,s. By

Lemma 2, we have Hyb0 ≈2λ
s Hyb′0.

Next, for any i∗ ∈ [ℓ], we define Hybi∗ to be identical to Hyb0, except that the ciphertexts of
the first i∗ layers are sampled as

C̃i ←$Rw×2m
q for i < i∗ .

Note that Hybℓ is identical to the simulated world.
It remains to show that Hybi∗ ≈2λ

c Hybi∗+1 for any i∗ = 0, . . . , ℓ − 1. To do so, we further
divide the hybrid Hybi∗ into several sub-hybrids Hybi∗,j for 0 ≤ j ≤ w, which are identical to
Hybi∗ , except that Ci∗ [ind] is sampled as

C̃i∗ [ind]←$R2m
q for j′ < j ,
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where ind is the bitstring representing j′. We can see that Hybi∗ ≡ Hybi∗,0 and that Hybi∗,w ≡
Hybi∗+1, and therefore it just remains to show that Hybi∗,j ≈2λ

c Hybi∗,j+1 for any 0 ≤ j < w.
We do so by a reduction to the elLWER,q,χ,DR,s,LT,2m(g) assumption. Specifically, assuming an

adversary D that distinguishes between Hybi∗,j and Hybi∗,j+1, we construct an adversary A for
elLWE as follows (where the running time of A additively increases by poly(λ) when compared
to that of D). We use ind ∈ {0, 1}ℓ as the bitstring representing the integer j.

– After receiving public parameters b0,b1 ∈ Rm
q , choose the leakage matrix Z ∈ RT×2m

q in
such a way that the t-th row is equal to the transpose of z(t)ind:i∗

.
– After receiving the LWE sample y ∈ R2m

q and leakage l ∈ RT
q , run and output the result of

D on a simulation of Hybi∗,j , with two modifications:
• The ind-th row of Ci∗ is replaced by

Ci∗ [ind] := yT + ri∗+1[ind] ·
(
indi∗ · gT indi∗ · gT

)
instead of being computed from the key ri∗ [ind].
• For every t ∈ [T ], the ind-th error is replaced by

ẽ(t)[ind] :=
∑

0≤i<ℓ
i ̸=i∗

Ei[ind] · z(t)ind:i
and ẽ

(t)
res[ind] := ẽ(t)[ind] + l[t] .

The error-leakage Ring-LWE experiment with adversary A has the following distributions:

– Consider the experiment elLWEA,0
R,q,χ,DR,s,LT,2m(g). Here, y corresponds to a real LWE sample,

i.e., yT = ri∗ [ind] ·
(
bT
0 bT

1

)
+Ei∗ [ind] with leakage l[t] = Ei∗ [ind] · z(t)ind:i∗

+ e(t)[ind] (for some
fresh key ri∗ [ind]←$Rq and errors Ei∗ [ind]←$ χ2m and e(t)[ind]←$ DR,s).
Therefore, elLWEA,0

R,q,χ,DR,s,LT,2m(g) is identically distributed as the output of D when given
input generated from distribution Hybi∗,j .

– Consider the experiment elLWEA,1
R,q,χ,DR,s,LT,2m(g). Here, y ←$ R2m

q is uniformly random and

the leakage is equal to l[t] = Ei∗ [ind] · z(t)ind:i
+ e(t)[ind] (for fresh errors Ei∗ [ind] ←$ χ2m and

e(t)[ind]←$ DR,s).
Note that Ci∗ [ind] will be uniformly random (due to the randomness of y). Therefore,
elLWEA,1

R,q,χ,DR,s,LT,2m(g) is identically distributed as the output of D when given input gener-
ated from distribution Hybi∗,j+1.

Therefore, the distinguisher D has exactly the same advantage as the adversary A. By the
elLWER,q,χ,DR,s,LT,2m(g) assumption, this implies that Hybi∗,j ≈2λ

c Hybi∗,j+1. Our hybrid argument
thus shows Hyb′0 ≈2λ

c Hybℓ, which concludes the security proof. ⊓⊔

B.1 Construction of Weak Linear Laconic Encryption

We now present a slight modification of Construction 1, to give a weak LEnc over a ring Rq (see
Definition 11). It utilizes the same parameters as Construction 1 and has the same correctness
error. However, simulation security with T -noise leakage w.r.t. noise distribution χLEnc requires
the assumption of elLWER,q,χ,DR,s,LTw,2m(g).
Construction The main motivation is the observation that in Construction 1, for every single
ind ∈ {0, 1}ℓ, we created independent ciphertexts allowing us to obtain r[ind] · yϵ − s[ind] · a[ind].
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Hence, a natural question to ask is whether there is potential for optimization by exploiting the
repeated usage of the same functionality.

Indeed, we are able to construct an optimized weak LEnc, i.e., when the output keys s provided
to the encryption algorithm LEnc.Enc(s) are guaranteed to consist of w identical ring elements
(s = s · 1w for some s ∈ Rq). The size of the ciphertext will be reduced by a factor of ℓ

2 = logw
2 .

However, it also requires a slightly stronger assumption of elLWE in which the leakage matrix
has dimensions Tw × 2m instead of T × 2m.

To get some intuition of where the improvement is coming from, consider the ciphertext
ct = (C0, . . . ,Cℓ−1) in Construction 1. Taking a closer look at Cℓ−1, we can see that it will be
equal to

Cℓ−1 =


rℓ−1[1] ·

(
bT
0 bT

1

)
+ s[1] ·

(
gT 0T

)
rℓ−1[2] ·

(
bT
0 bT

1

)
+ s[2] ·

(
0T gT

)
...

rℓ−1[w − 1] ·
(
bT
0 bT

1

)
+ s[w − 1] ·

(
gT 0T

)
rℓ−1[w] ·

(
bT
0 bT

1

)
+ s[w] ·

(
0T gT

)

+Eℓ−1 .

Now, because s only consists of identical elements s, the “ciphertexts” corresponding to rows
1, 3, 5, . . . are all used to hide the same vector s ·

(
gT 0T

)
. Additionally, the ciphertexts corre-

sponding to rows 2, 4, 6, . . . are all used to hide the same vector s ·
(
0T 1T

)
.

To exploit this pattern, we will sample rℓ−1 in such a way that rℓ−1[1] = rℓ−1[3] = . . . and
rℓ−1[2] = rℓ−1[4] = . . . , which allows us to use a “compressed” Cℓ−1 of the form

Ĉℓ−1 =

(
r̂ℓ−1[1] ·

(
bT
0 bT

1

)
+ s ·

(
gT 0T

)
r̂ℓ−1[2] ·

(
bT
0 bT

1

)
+ s ·

(
0T gT

))+ Êℓ−1 ,

which consists only of two rows. We get the “decompressed” version by computing

Cℓ−1 = 12ℓ−1 ⊗ Ĉℓ−1 ,

and they correspond to keys rℓ−1 = 12ℓ−1 ⊗ r̂ℓ−1.
Note that we reduced the number of rows in Ĉℓ−1 to just 2. This, in turn, can be used to

see that in Cℓ−2, only 4 different patterns need to be encrypted, and so on. In general, through

this compression trick and reusing the same keys r̂i ∈ R
w

2i
×2m

q for 2i times, Ĉi will consist of w
2i

rows. The only potential issue with this approach is that the same noise, e.g. Êℓ−1, is leaked w
times, and therefore we will slightly modify the security proof and depend on a variant of elLWE
that allows more leakage than before.

The resulting construction differs from that in Section B only in the encryption and evaluation
algorithms:

Construction 5 (Weak Linear Laconic Encryption).

Enc(s = s · 1w)→ r, ct: Sample Ring-LWE secrets r̂i ←$R
w

2i
q for each layer i = 0, . . . , ℓ− 1. For

notational convenience, set r̂ℓ := s. Also sample truncated Ring-LWE noises Êi ←$ χ
w

2i
×2m.

Then, for each of the w
2i

rows, indexed by suf ∈ {0, 1}ℓ−i, compute for each i = 0, . . . , ℓ − 1
the compressed ciphertext

Ĉi[suf] := r̂i[suf] ·
(
bT
0 bT

1

)
+ r̂i+1[suf1:] ·

(
suf0 · gT suf0 · gT

)
+ Êi[suf] .

We write the results as ℓ matrices Ĉi ∈ R
w

2i
×2m

q .
Return input keys r := r0 and ciphertexts ct := (Ĉ0, . . . , Ĉℓ−1).
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Eval(ct,a)→ δ: Parse ct := (Ĉ0, . . . , Ĉℓ−1). Decompress these ciphertexts in the following way:

Ci := 12i ⊗ Ĉi ∈ Rw×2m
q .

As in Digest, compute ypre for all pre ∈ {0, 1}≤ℓ from database a.
Then, for each ind ∈ {0, 1}ℓ, compute the result

δ[ind] :=
ℓ−1∑
i=0

Ci[ind] ·
(
−g−1(yind:i∥0)

−g−1(yind:i∥1)

)
,

and return the vector δ.

Correctness. Correctness of Construction 5 follows from the fact that the decompressed cipher-
texts are equal to “normal” ciphertexts as created in Construction 1:

Ci[ind] = Ĉi[indi:]

= r̂i[indi:] ·
(
bT
0 bT

1

)
+ r̂i+1[indi+1:] ·

(
indi · gT indi · gT

)
+ Êi[indi:]

= ri[ind] ·
(
bT
0 bT

1

)
+ ri+1[ind] ·

(
indi · gT indi · gT

)
+Ei[ind] ,

where

ri := 12i ⊗ r̂i and Ei := 12i ⊗ Êi

denote the “decompressed” keys and noise. Now we can apply correctness of the original Con-
struction 1 (which does make any assumptions on entries of ri or Ei being independent of each
other).

Lemma 11 (Security of Construction 5). Assuming elLWER,q,χ,DR,s,LTw,2m(g), Construc-
tion 1 fulfills 2λ-simulation security with T -noise leakage (Definition 10).

Proof. The simulator Sim takes the public parameters and the databases (pp, {a(t)}), and simu-
lates ciphertext and noise (c̃t, {ẽ(t)}[T ]) as follows:

– First, sample all compressed ciphertexts purely random˜̂
Ci ←$R

w

2i
×2m

q for i = 0, . . . , ℓ− 1 ,

and choose c̃t := (
˜̂
C0, . . . ,

˜̂
Cℓ−1).

– Then, simulate the noise leakages as follows: sample

Êi ←$ χ
w

2i
×2m for i = 0, . . . , ℓ− 1 ,

“decompress” these noise matrices by choosing

Ei := 12i ⊗ Êi for i = 0, . . . , ℓ− 1 ,

and for each ind ∈ {0, 1}ℓ and t ∈ [T ], compute

ẽ(t)[ind] :=
ℓ−1∑
i=0

Ei[ind] · z(t)ind:i
.

Return (c̃t, {ẽ(t)}[T ]).
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In order to prove that the real world is indistinguishable from the simulated world, we define
Hyb′0 to output ((b0,b1), (Ĉ0, . . . , Ĉℓ−1), {ẽ

(t)
res}[T ]), where these values are computed as follows:

b0,b1 ←$Rm
q

For i = 0, . . . , ℓ− 1 and suf ∈ {0, 1}ℓ−i :

Ĉi[suf] := r̂i[suf] ·
(
bT
0 bT

1

)
+ r̂i+1[suf1:] ·

(
suf0 · gT suf0 · gT

)
+ Êi[suf]∣∣∣∣∣∣ ri := 12i ⊗ r̂i for i = i∗, . . . , ℓ with r̂i ←$R

w

2i
q and r̂ℓ := s

Ei := 12i ⊗ Êi for i = 0, . . . , ℓ− 1 with Êi ←$ D
w

2i
×2m

R,s

For t ∈ [T ] and ind ∈ {0, 1}ℓ :

ẽ
(t)
res[ind] := ẽ(t)[ind] + e(t)[ind]

∣∣∣∣∣∣∣
ẽ(t)[ind] :=

∑
0≤i<ℓ

Ei[ind] · z(t)ind:i

e(t)[ind]←$ χLEnc

Note that Hyb′0 is identical to the real world. To see this, consider the real noise leakage e(t) =
δ(t)− (r ·y(t)−s⊙a(t)) with δ(t) ← LEnc.Eval(ct,a(t)). Then, as in the correctness analysis above
which calculates δ(t)[ind], we get

e(t)[ind] = δ(t)[ind]− (r[ind] · y(t) − s⊙ a(t)[ind]) =
ℓ−1∑
i=0

Ei[ind] · z(t)ind:i
= ẽ(t)[ind]

for any ind ∈ {0, 1}ℓ and t ∈ [T ].
As a first step, we define a hybrid Hyb0 that is identical to the previous Hyb′0, except that

it samples the error matrices Êi[suf] from the Gaussian χ2m = D2m
R,s instead of the truncated

Gaussian D2m
R,s, and similarly e(t)[ind] from the Gaussian DR,s instead of χLEnc = DR,s. By

Lemma 2, we have Hyb0 ≈2λ
s Hyb′0.

Next, for any i∗ ∈ [ℓ], we define Hybi∗ to be identical to Hyb0, except that the ciphertexts of
the first i∗ layers are sampled as ˜̂

Ci ←$R
w

2i
×2m

q for i < i∗ .

Note that Hybℓ is identical to the simulated world.
It remains to show that Hybi∗ ≈c Hybi∗+1 for any i∗ = 0, . . . , ℓ − 1. To do so, we further

divide the hybrid Hybi∗ into several sub-hybrids Hybi∗,j for 0 ≤ j ≤ w
2i∗

, which are identical to
Hybi∗ , except that Ĉi∗ [ind] is sampled as

˜̂
Ci∗ [suf]←$R2m

q for j′ < j ,

where suf is the bitstring representing j′. We can see that Hybi∗ ≡ Hybi∗,0 and that Hybi∗,w ≡
Hybi∗+1, and therefore it just remains to show that Hybi∗,j ≈c Hybi∗,j+1 for any 0 ≤ j < w.

We do so by a reduction to the elLWER,q,χ,DR,s,LT2i
∗
,2m

(g) assumption. Specifically, assuming
an adversary D that distinguishes between Hybi∗,j and Hybi∗,j+1, we construct an adversary A
for elLWE as follows (where the running time of A additively increases by poly(λ) when compared
to that of D). We use suf ∈ {0, 1}ℓ−i as the bitstring representing the integer j.
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– After receiving public parameters b0,b1 ∈ Rm
q , choose the leakage matrix Z ∈ RT2i

∗×2m
q ,

with rows indexed by (t, pre), for t ∈ [T ] and pre ∈ {0, 1}i∗ , in such a way that the (t, pre)-th
row is equal to the transpose of z(t)pre.

– After receiving the LWE sample y ∈ R2m
q and leakage l ∈ RT2i

∗

q , run and output the result
of D on a simulation of Hybi∗,j , with two modifications:
• The suf-th row of Ĉi∗ is replaced by

Ĉi∗ [suf] := yT + r̂i∗+1[suf1:] ·
(
suf0 · gT suf0 · gT

)
instead of being computed from the key r̂i∗ [suf].
• For every t ∈ [T ], and every pre ∈ {0, 1}i∗ , the ind = pre∥suf-th error is replaced by

ẽ(t)[ind] :=
∑

0≤i<ℓ
i ̸=i∗

Ei[ind] · z(t)ind:i
and ẽ

(t)
res[ind] := ẽ(t)[ind] + l[t, pre] .

The error-leakage Ring-LWE experiment with adversary A has the following distributions:

– Consider the experiment elLWEA,0
R,q,χ,DR,s,LT2i

∗
,2m

(g). Here, y corresponds to a real LWE sam-

ple, i.e., yT = r̂i∗ [suf] ·
(
bT
0 bT

1

)
+ Êi∗ [suf] with leakage l[t, pre] = Êi∗ [suf] · z(t)pre + e(t)[pre∥suf]

(for some fresh key r̂i∗ [suf]←$Rq and errors Êi∗ [suf]←$ χ2m and e(t)[pre∥suf]←$ DR,s).
Therefore, elLWEA,0

R,q,χ,DR,s,LT2i
∗
,2m

(g) is identically distributed as the output of D when given
input generated from distribution Hybi∗,j .

– Consider the experiment elLWEA,1
R,q,χ,DR,s,LT2i

∗
,2m

(g). Here, y←$R2m
q is uniformly random and

the leakage is equal to l[t, pre] = Êi∗ [suf] · z(t)pre + e(t)[pre∥suf] (for fresh errors Ei∗ [suf]←$ χ2m

and e(t)[pre∥suf]←$ DR,s).
Note that Ci∗ [ind] will be uniformly random (due to the randomness of y). Therefore,
elLWEA,1

R,q,χ,DR,s,LT2i
∗
,2m

(g) is identically distributed as the output of D when given input
generated from distribution Hybi∗,j+1.

Therefore, the distinguisher D has exactly the same advantage as the adversary A. By the
elLWER,q,χ,DR,s,LTw,2m(g) assumption, this implies that Hybi∗,j ≈2λ

c Hybi∗,j+1. Our hybrid argu-
ment thus shows Hyb′0 ≈2λ

c Hybℓ, which concludes the security proof. ⊓⊔

B.2 LEnc Parameter Setting

We now prove the claimed efficiencies for the parameter setting described in Lemma 5.

Proof (of Lemma 5). Under assumption LWER,O(1),q,DR,q0.1
, we may conclude (using Theorem 2

and Lemma 3) that also the error-leakage version elLWER,q,DR,s,DR,s,LT,2m(g) holds, with param-
eters s = 3q0.1 and s = 2s · g · n

√
2Tm.

To obtain the claimed parameters, we choose the gadget-base g = ⌈q0.05⌉ (as used inside of
our LEnc construction) and hence m ≤ 20. Thus, we get

maxχLEnc =
√
λ · s = q0.1 · g︸︷︷︸

≤2q0.05

· n︸︷︷︸
≤q1/15

·
√
T︸︷︷︸

≤q1/4

·
√
m︸︷︷︸

≤20

·
√
λ︸︷︷︸

≤q1/30

·6
√
2

≤ 1000
√
q ,
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and similarly

BLEnc = g︸︷︷︸
2q0.05

· m︸︷︷︸
≤20

· γR︸︷︷︸
≤q1/15

· log2w︸ ︷︷ ︸
≤λ≤q1/15

·q0.1 ·
√
λ︸︷︷︸

≤q1/30

·2

≤ 80q0.35 ≤ √q .

Similarly, we also get a weak LEnc scheme with T =
√
q

w -noise leakage under the same param-
eters, because the elLWER,q,DR,s,DR,s,LTw,2m(g) assumption holds under LWER,O(1),q,DR,q0.1

, with
the same parameters as above: s = 3q0.1 and s = 2s · g · n

√
2m · q1/4. ⊓⊔

C Details on LHE

We now prove correctness and security of Construction 2, LHE.

Correctness. We verify the decryption process, and show that the magnitude of the noise is
bounded by BLHE(λ) = (s ·m · γR · g + s) ·

√
λ:

mres =

ctres︷ ︸︸ ︷
ct1 · g−1(y) + ct2 − a · (

sky︷ ︸︸ ︷
sT1 · g−1(y) + s2)

= (m1 · y +m2) + (E · g−1(y) + e) ,∥∥E · g−1(y) + e
∥∥
∞ ≤ m · γR · ∥E∥∞ ·

∥∥g−1(y)
∥∥
∞ + ∥e∥∞

< m · γR · g ·maxDR,s +maxDR,s

< (m · γR · g · s+ s) ·
√
λ = BLHE .

Lemma 12 (Security of Construction 2). Assuming elLWER,q,χ,χ,L×w
T,1(g)

, Construction 2

(LHE) fulfills T -times 2λ-simulation security (Definition 13).

Proof. The simulator Sim takes the public parameters pp, the evaluated messages and ring ele-
ments {m(t)

res, y
(t)}, and simulates ciphertexts and decryption keys (ct1, {ct(t)2 , sk

(t)
y }) as follows:

– Sample the first ciphertext ct1 and all decryption keys sk
(t)
y at random:

c̃t1 ←$Rw×m
q , s̃k

(t)

y ←$Rq ∀t ∈ [T ] .

– Then, simulate the remaining ciphertexts ct(t)2 by sampling noises E← χw×m and e(t) ← χw

as in an honest execution (except that they are not truncated), and computing

c̃t
(t)
res := a · sk(t)y +m

(t)
res + (E · g−1(y(t)) + e(t)) ∀t ∈ [T ]

c̃t
(t)
2 := c̃t

(t)
res − c̃t1 · g−1(y(t)) ∀t ∈ [T ]

We show a series of hybrid experiments that transitions from Hyb0 (the “real” distribution as
defined in Definition 13) to Hyb4 (the “simulated” distribution). We abuse notation to also write
Hybi as the output of the distribution of the corresponding experiment.
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Hyb0 To recall, Hyb0 generates ciphertexts ct1, {ct(t)2 } and decryption keys {sk(t)y } in the following
way:

a ←$Rm
q (8)

ct1 := a · sT1 +m1 · gT +E

∣∣∣∣∣ s1 ←$Rm
q

E←$ Dw×m
R,s

(9)

For t ∈ [T ] :

ct
(t)
2 := a · s(t)2 +m

(t)
2 + e(t)

∣∣∣∣∣ s
(t)
2 ←$Rq

e(t) ←$ Dw
R,s

(10)

sk(t)y := sT1 · g−1(y(t)) + s
(t)
2 (11)

Hyb1 As a first step, in Hyb1 we sample the errors E and e(t) as Gaussians from χw×m = Dw×m
R,s

and χw = Dw
R,s, instead of truncated Gaussians from Dw×m

R,s and Dw
R,s, respectively. By

Lemma 2, we have Hyb1 ≈2λ
s Hyb0.

Hyb2 Now, we switch the order of computation: instead of computing ct
(t)
2 directly from m

(t)
2 ,

we first define the combined ciphertext ct(t)res (which is an encryption of mres under sk(t)y ), and
then simulate ct

(t)
2 as a combination of ct(t)res and ct1.

More precisely, we leave ct1 and sk
(t)
y unchanged from the previous hybrid, but instead com-

pute c̃t
(t)
2 as follows:

sk(t)y := sT1 · g−1(y(t)) + s
(t)
2

∣∣∣∣ s
(t)
2 ←$Rq

c̃t
(t)
2 := c̃t

(t)
res − c̃t1 · g−1(y(t))

∣∣∣∣∣ e(t) ←$ χw

c̃t
(t)
res := a · sk(t)y +m

(t)
res + (E · g−1(y(t)) + e(t))

By definition of sk(t)y = sT1 · g−1(y(t)) + s
(t)
2 and m

(t)
res = m1 · y(t) +m

(t)
2 , this way of defining

ct2 is identical to the previous one. Therefore, we have Hyb2 ≡ Hyb1.
Hyb3 Note that in the previous hybrid, the uniformly random key s

(t)
2 is used nowhere but in

the definition of sk(t)y = sT1 · g−1(y(t)) + s
(t)
2 . Therefore, we may equivalently generate

s̃k
(t)

y ←$Rq ∀t ∈ [T ]

uniformly random instead of computing it from s
(t)
2 . We get Hyb3 ≡ Hyb2.

Hyb4 In this hybrid, we replace the first ciphertext ct1 = a · sT1 + m1 · gT + E by a uniformly
generated vector

c̃t1 ←$Rw×m
q .

While we would like to use the Ring-LWE assumption for this step, note that the noise matrix
E is still used in the definition of c̃t(t)res. Therefore, we need to use the more powerful elLWE,
which allows us to utilize the noise leakage E · g−1(y(t)) + e(t).
In more detail, we define sub-hybrids Hyb3,i for i = 0, . . . ,m, where Hyb3,i is identical to Hyb3,
except that the first i columns of ct1 are sampled uniformly random. Note that Hyb3 ≡ Hyb3,0
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and Hyb3,m ≡ Hyb4. Therefore, in order to prove Hyb4 ≈c Hyb3, it only remains to show
Hyb3,i−1 ≈c Hyb3,i for i = 1, . . . ,m. To do so, assume there exists a distinguisher D for
Hyb3,i−1 and Hyb3,i. We construct an adversary A for elLWER,q,χ,χ,L×w

T,1(g)
in the following

way (where the running time of A additively increases by poly(λ) when compared to that of
D):
– After receiving public parameters a ∈ Rw

q , choose the leakage matrix Z ∈ RTw×w
q in the

following way. Let g−1(y(t))[i] be the i-th entry of the decomposition g−1(y(t)). Then,
select

zT :=
(
g−1(y(1))[i] . . . g−1(y(T ))[i]

)
and choose

Z := diag(z, . . . , z︸ ︷︷ ︸
w times

) .

Note that this is saying that the noise E[j, i] (i.e., j-th row and i-th column of E) is leaked
T times; once in the j-th row of each ct

(t)
res.

– After receiving the LWE sample y ∈ Rw
q and leakage l ∈ RTw

q , first split the leakage
lT = (l[1], . . . , l[Tw]) into T separate vectors

lTt = (l[t], l[T + t], . . . , l[(w − 1)T + t]) ∀t ∈ [T ] .

Note that the vector lt will correspond to a leakage of the noise vector E[:, i] when multiplied
with g−1(y(t))[i], and then hidden by a larger noise e(t).
Then, run and output the result of D on a simulation of Hyb3,i, with two modifications:
• the i-th column of ct1 is computed as yT +m1 · gi, and
• for any t ∈ [T ], the ciphertext ct

(t)
res is computed as

ct
(t)
res := a · sk(t)y +m

(t)
res +

 ∑
i′∈[T ]\{i}

E[:, i′] · g−1(y(t))[i′] + lt

 .

The error-leakage Ring-LWE experiment with adversary A has the following distributions:
– Consider the experiment elLWEA,0

R,q,χ,χ,L×w
T,1(g)

. Here, y corresponds to a real LWE sample,

i.e., y = a · s1[i] + E[:, i] with leakage lt = E[:, i] · g−1(y(t))[i] + e(t) (for some fresh key
s1[i]←$Rq and errors E[:, i]←$Rw

q and e(t) ←$ χw).
Therefore, elLWEA,0

R,q,χ,χ,L×w
T,1(g)

is identically distributed as the output of D when given

input generated from distribution Hyb3,i−1.
– Consider the experiment elLWEA,1

R,q,χ,χ,L×w
T,1(g)

. Here, y ←$ R2m
q is uniformly random and

the leakage is equal to lt = E[:, i] · g−1(y(t))[i] + e(t) (for fresh errors E[:, i] ←$ Rw
q and

e(t) ←$ χw).
Note that the i-th column of ct1 will be uniformly random (due to the randomness of y).
Therefore, elLWEA,1

R,q,χ,χ,L×w
T,1(g)

is identically distributed as the output of D when given

input generated from distribution Hyb3,i.
Therefore, the distinguisher D has exactly the same advantage as the adversary A. By the
elLWER,q,χ,χ,L×w

T,1(g)
assumption, this implies that Hyb3,i−1 ≈2λ

c Hyb3,i.

By the hybrid argument, we get Hyb0 ≈2λ
c Hyb4. Because Hyb4 is identical to the simulated

world, T -times simulation security follows. ⊓⊔
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C.1 LHE Parameter Setting

We now prove the claimed efficiencies for the parameter setting in Lemma 6.

Proof (of Lemma 6). Under assumption LWER,w,q,DR,q0.1
, we may conclude (using Theorem 2 and

Lemma 4) that also the error-leakage version elLWER,q,χ,χ,L×w
T,1(g)

holds, with error distributions

χ and χ of parameters s = 3q0.1 and s = 2s · g · n
√
T .

To obtain the claimed parameters, we choose the gadget-base g = ⌈q0.05⌉ (as used inside of
our LEnc construction) and hence m ≤ 20. Thus, we get

BLHE ≤ ( g︸︷︷︸
≤2q0.05

· m︸︷︷︸
≤20

· γR︸︷︷︸
≤q1/15

+2 · g︸︷︷︸
≤2q0.05

· n︸︷︷︸
≤q1/15

·
√
T︸︷︷︸

≤q1/4

) · q0.1
√
λ︸︷︷︸

≤q1/30

·3

≤ 10q1/2 .

⊓⊔

D Details on Sel

In this section, we provide the deferred security proof of our batch-select instantiation. In Sec-
tion D.1, we give the proof for the random batch-select version.
Correctness. First, denote by l = l1 ⊙ y+ l2 (over Zp) be the required output of Sel.Dec, with
encoding l̂ := Encode(l), which (by the properties of Encode) is equal to l̂1 ⊙ ŷ + l̂2 over Rp.
Considering the larger ring Rq that our construction works on, we have the identity l̂ · ∆ =

(̂l1 ·∆)⊙ ŷ + l̂2 ·∆, because of

l̂ ·∆ = [̂l1 ⊙ ŷ + l̂2]p ·∆ = (̂l1 ⊙ ŷ + l̂2 − p · z) ·∆

= (̂l1 ⊙ ŷ) ·∆+ l̂2 ·∆− (p ·∆)︸ ︷︷ ︸
=q

·z

= (̂l1 ·∆)⊙ ŷ + l̂2 ·∆ (mod q) ,

where [.]p denotes reduction modulo p, and z is some vector in Rw′
q . Note that this equality

crucially depends on the fact that the plaintext modulus p divides the larger ring modulus q.
Now, by correctness of the underlying LHE, we have∥∥∥res′ − (r · dŷ + l̂2 ·∆+ eLEnc)

∥∥∥
∞
≤ BLHE ,

and by correctness of the underlying LEnc, we have∥∥∥∥∥∥LEnc.Eval(LEnc.ct, ŷ)︸ ︷︷ ︸
=:δ

−(r · dŷ − (̂l1 ·∆)⊙ ŷ)

∥∥∥∥∥∥
∞

≤ BLEnc .

Combining these two bounds, the overall error is at most∥∥∥res− l̂ ·∆
∥∥∥
∞

=
∥∥∥res′ − δ − ((̂l1 ·∆)⊙ ŷ + l̂2 ·∆)

∥∥∥
∞

=
∥∥∥(res′ − r · dŷ − l̂2 ·∆− eLEnc)− (δ − r · dŷ + (̂l1 ·∆)⊙ ŷ) + eLEnc

∥∥∥
∞

≤ BLHE +BLEnc + ∥eLEnc∥∞

≤ BLHE +BLEnc +maxχLEnc <
∆

2
,
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and therefore the output Decode(⌊ res∆ ⌉) will be equal to Decode(̂l) = l.

Lemma 13 (Security of Batch-Select, Construction 3). Assuming that the underlying
LHE scheme is T -times 2λ-simulation secure, and the underlying LEnc scheme is 2λ-simulation
secure with T -noise leakage, Construction 3 is a correct batch-select scheme that fulfills T -times
2λ-simulation security.

Proof. We define the simulator Sel.Sim, which receives input pp = (ppLHE, ppLEnc) as well as T
message and selection vectors {l(t),y(t)}[T ], as follows (where we define encoded values as in the
construction: ŷ(t) := Encode(y(t)) and l̂(t) := Encode(l(t))):

– First, run the laconic encryption simulator

L̃Enc.ct, {ẽ(t)}[T ] ← LEnc.Sim(ppLEnc, {ŷ(t)}[T ]) .

– Second, compute the digest d
(t)
ŷ and evaluate the laconic encryption δ(t):

d
(t)
ŷ ← LEnc.Digest(ŷ(t)) ∀i ∈ [T ]

δ(t) ← LEnc.Eval(L̃Enc.ct, ŷ(t)) ∀i ∈ [T ]

– Third, simulate the output r̃es′ of the LHE, and invoke the LHE simulator to simulate all LHE
ciphertexts and keys (note that δ(t)− ẽ(t) is equal to the “noise-free” r · d(t)ŷ − ((̂l1 ·∆)⊙ ŷ(t)),

and therefore r̃es′(t) is equal to r · d(t)ŷ + l̂
(t)
2 ·∆− e

(t)
LEnc):

e
(t)
LEnc ←$ χw′

LEnc ∀i ∈ [T ]

r̃es′(t) := δ(t) − ẽ(t) + l̂(t) ·∆− e
(t)
LEnc ∀i ∈ [T ]

L̃HE.ct1, {L̃HE.ct
(t)

2 , s̃k
(t)

y(t)}[T ] ← LHE.Sim(pp, {r̃es′(t), d(t)ŷ }[T ])

– Finally, return c̃t1 := (L̃Enc.ct, L̃HE.ct1) and {L̃HE.ct
(t)

2 , s̃k
(t)

y(t)}[T ].

We show a series of hybrid experiments that transitions from Hyb0 (the “real” distribution as
defined in Definition 6) to Hyb3 (the “simulated” distribution). We abuse notation to also write
Hybi as the output of the distribution of the corresponding experiment.

Hyb0 To recall, Hyb0 (omitting generation of public parameters pp) computes ct1 = (LEnc.ct, LHE.ct1)

and {LHE.ct(t)2 , sk
(t)

y(t)}[T ] in the following way (where, as in the construction, we define the

digests d
(t)
ŷ := LEnc.Digest(ŷ(t)), and encoded values l̂1 := Encode(l1) and l̂2 := Encode(l2)):

r, LEnc.ct ← LEnc.Enc(̂l1 ·∆)

LHE.ct1 , st1 ← LHE.Enc1(r)

For t ∈ [T ] :

LHE.ct
(t)
2 , st

(t)
2 ← LHE.Enc2(̂l

(t)
2 ·∆− e

(t)
LEnc)

∣∣∣∣ e
(t)
LEnc ←$ χw′

LEnc

sk
(t)

y(t) ← LHE.KeyGen(st1, st
(t)
2 , d

(t)
ŷ )
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Hyb1 We now use the simulation security of LHE to replace generation of L̃HE.ct1, {L̃HE.ct
(t)

2 , s̃k
(t)

y(t)}[T ]

(i.e., the final three lines in Hyb0) by the following:

L̃HE.ct1, {L̃HE.ct
(t)

2 , s̃k
(t)

y(t)}[T ] ← LHE.Sim(pp, {res′(t), d(t)ŷ }[T ])∣∣∣∣∣ res′(t) ← r · d(t)ŷ + l̂
(t)
2 ·∆− e

(t)
LEnc ∀t ∈ [T ]

The indistinguishability Hyb0 ≈2λ
c Hyb1 follows directly from the T -times simulation security

of LHE.
Hyb2 In Hyb2, we now rewrite res′(t) (for every t ∈ [T ]) as

δ(t) ← LEnc.Eval(LEnc.ct, ŷ(t))

e(t) := δ(t) − (r · d(t)ŷ − (̂l1 ·∆)⊙ ŷ(t))

res′(t) ← δ(t) − e(t) + l̂(t) ·∆− e
(t)
LEnc

(Note that e(t) denotes the LEnc “evaluation error”, i.e., the difference between the expected
result r · y(t) − (̂l1 ·∆)⊙ ŷ(t) and the noisy outcome δ(t).)
This way of defining res′(t) is identical to the previous one:

r · d(t)ŷ + l̂
(t)
2 ·∆− e

(t)
LEnc = (δ(t) + (̂l1 ·∆)⊙ ŷ(t) − e(t)) + l̂

(t)
2 ·∆− e

(t)
LEnc

= δ(t) − e(t) + (̂l1 ·∆)⊙ ŷ(t) + l̂
(t)
2 ·∆− e

(t)
LEnc

= δ(t) − e(t) + l̂(t) ·∆− e
(t)
LEnc ,

where the last equality follows from l̂(t) ·∆ = (̂l1 ·∆)⊙ ŷ(t) + l̂
(t)
2 ·∆, which was shown in the

correctness section.
Therefore, we get Hyb1 ≡ Hyb2.

Hyb3 Note that Hyb2 does not make use of l̂
(t)
2 anymore, but only l̂1 (in LEnc.ct and when

computing the LEnc error e(t)). We now use the simulation security of LEnc in order to
eliminate the final usages of l̂1, by simulating LEnc.ct and e(t). Specifically, in Hyb3, we
replace the lines that compute LEnc.ct and e(t) by

L̃Enc.ct, {ẽ(t)}[T ] ← LEnc.Sim(ppLEnc, {ŷ(t)}[T ]) .

Because e(t) is only used as part of the quantity e(t) + e
(t)
LEnc (in the definition of res′(t)) with

e
(t)
LEnc being a fresh noise generated from χw′

LEnc, we get the indistinguishability Hyb2 ≈2λ
c Hyb3.

Observe that Hyb3 proceeds identically as the simulator Sel.Sim. By a hybrid argument, we
conclude that Hyb0 ≈2λ

c Hyb3, which proves the security. ⊓⊔

D.1 Random Batch-Select

Lemma 14 (Security of Random Batch-Select, Section 4.4). Assuming that the un-
derlying LHE scheme is T -times 2λ-simulation secure, and the underlying LEnc scheme is 2λ-
simulation secure with T -noise leakage, the Random Batch-Select scheme as described in Sec-
tion 4.4 fulfills T -times 2λ-simulation security.
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Proof. To argue security, we describe a simulator Sim∗ that first runs the batch-select simulator
Sim for our original construction (see proof of Lemma 13), and then additionally simulates
the rejection sampling results di,j and programs the random oracle. It takes as input public
parameters pp, messages l̂(t), and selection vectors y(t).

– First, run Sim to obtain

(c̃t1, { ˜LHE.ct∗2
(t)
, s̃k

(t)

y })← Sim(pp, {̂l(t),y(t)}[T ]) .

– Next, sample a random seed(t) ← {0, 1}λ, and simulate the rejection sampling results d
(t)
i,j as

follows. For t ∈ [T ], i ∈ [w], j ∈ [n]:
• Initially set the number of rejections d

(t)
i,j = 0.

• Sample a noise e← [∆] and check if

|e| < ∆/2− (BLEnc +BLHE +maxχLEnc). (12)

• If no, sample a random value l←$ Zp and program

H(seed(t), i, j, d
(t)
i,j ) :=

˜LHE.ct∗2
(t)
[i, j] + l ·∆+ e mod q.

Increase d
(t)
i,j by 1 and repeat.

• If yes, program

H(seed(t), i, j, d
(t)
i,j ) :=

˜LHE.ct∗2
(t)
[i, j] + e mod q .

– Finally, output the simulation results (c̃t1, {c̃t
(t)
2 , s̃k

(t)

y }[T ]), where we choose c̃t(t)2 := (seed(t), (d
(t)
i,j )i∈[w],j∈[n]).

We show a series of hybrids that transitions from Hyb0 (the “real” distribution as defined in
Definition 8) to Hyb4 (the “simulated” distribution), focusing on how the rejection results are
computed, and how the random oracle is programmed. We abuse the notation to also write Hybi
as the output distribution of the corresponding experiment.

Hyb0: We recall how the rejection results are generated in Hyb0 (where we surpress the super-
script (t) in the following for brevity). First, a vector c ∈ Rw

q is computed as

c = a · s2 + e+ eLEnc, s2 ←$Rq, e← χw, eLEnc ← χw
LEnc,

where a is part of the public parameters Sel.pp, and a seed is sampled seed← {0, 1}λ. Finally,
an intermediate vector LHE.ct∗2 is computed as follows. For i ∈ [w], j ∈ [n]:
– Initially set the number of rejections di,j = 0.
– Check whether Equation 3 is fulfilled (this involves computing H(seed, i, j, di,j)).
– If no, increase di,j and repeat.
– If yes, set LHE.ct∗2[i, j] = H(seed, i, j, di,j).

Finally, the messages l̂2 are computed as l̂2 = ⌊(LHE.ct∗2 − c)/∆⌉ ∈ Rw
p .

Hyb1: Instead of checking Equation 3 for the RO-value H(seed, i, j, di,j), we do so for a random
value r ←$ Zq and then program H(seed, i, j, di,j) := r. Furthermore, we sample the value r
in the following special (but still uniformly random) way:

r := c[i, j] + l ·∆+ e, where l←$ Zp and e←$ [∆].

We have that Hyb1 ≡ Hyb0.
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Hyb2: Note that whether a value r passes the check in Equation 3 only depends on the error e
but not l (both defined in the previous step). Hence, instead of checking Equation 3, we will
directly check Equation 12 on error e. Further, depending on whether the check is successful,
we set r differently:

if no: r = c[i, j] + l̂2[i, j] ·∆+ l ·∆+ e, l←$ Zp

if yes: r = c[i, j] + l̂2[i, j] ·∆+ e,

where l2 ← Rw
q is a vector sampled only once (for any given t) and reused when a check fails

and di,j is increased.
We again have that Hyb2 ≡ Hyb1 (because in the no-case r looks uniformly random condi-
tioned on not passing Equation 3, and in the yes-case r looks uniformly random conditioned
on passing Equation 3).

Hyb3: In the previous hybrid, we eliminate the generation of c ∈ Rw
q as well as its underlying

secret s2 ←$ Rq and errors e, eLEnc. Furthermore, instead of computing r from the term
c[i, j] + l̂2[i, j] · ∆ as in the previous hybrid, we use the term Sel.ct2[i, j]. These values are
generated globally using (Sel.st2,Sel.ct2)← Sel.Enc2(̂l2).
Examining the construction of Sel and the underlying construction of LHE, we have that
Hyb3 ≡ Hyb2.

Hyb4: To summarize, in Hyb3, the rejection results and programmed entries of the random or-
acle are entirely derived from Sel.ct2. Instead of computing Sel.ct2, we can therefore apply
simulation security of the original batch-select scheme. In particular, Sel.ct1, Sel.ct2, and sky
can all be alternatively generated from Sel.Sim(Sel.pp, {̂l(t),y(t)}[T ]). By Lemma 13, we get
Hyb4 ≈2λ

c Hyb3.

Observe that Hyb4 proceeds identically as the simulated world with simulator Sim∗. By a hybrid
argument, we conclude that Hyb0 ≈2λ

c Hyb4, which proves the security. ⊓⊔

D.2 Batch-Select Parameter Settings

We now prove the claimed efficiencies for the parameter setting in Theorem 3 (normal batch-
select) and in Theorem 4 (random batch-select).

Proof (of Theorem 3). Under the premises of this theorem, both primitives LEnc and LHE un-
derlying our batch-select construction fulfill the error bounds as described in Lemmas 5 and 6.
Thus, due to p ≤ q1/4, i.e., ∆ ≥ q3/4, we get

BLEnc +BLHE +maxχLEnc ≤
√
q + 10

√
q + 1000

√
q <

1

2
q3/4 ≤ ∆/2 ,

and the batch-select construction fulfills correctness (here we used q ≥ 260).
The claimed efficienies follow from those of LEnc and LHE: recall that these two building blocks

are applied to dimension w′ = wℓ
n , where ℓ = ⌈ λ

log p⌉. Due to log p = Ω(log q) and log q = O(λ),
this means ℓ = Θ( λ

log q ). Each ring element has size n · log q, and therefore we get ciphertext sizes

|ct1| = |LEnc.ct|+ |LHE.ct1| = O((w′ logw′ + w′) · n · log q) = O(w logw · λ) and
|ct2| = |LHE.ct2| = O(w′ · n · λ) = O(w · λ) ,
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and the running time follows in a similar manner.
Weak batch-select with

√
q

w -times simulation security and |ct1| = O(w · λ) follows with our
weak LEnc construction.

A weak batch-select scheme with 1-time simulation security for modulus q ≥ ω((wλ)2) with
|ct1| = o(w) follows by simply applying the previous weak batch-select scheme in parallel for
k = ω(λ) times on smaller instances of size w

k , which yields |ct1| = O(w · λ/k) = o(w) due to
w ≤ 2λ. The new secret key sk will contain k individual keys of size poly(λ) each, and hences
its size is still in poly(λ). Note that this trick does not change the size of |ct2|, because this
ciphertext now consists of k individual ciphertexts of size O(wk · λ). ⊓⊔

Proof (of Theorem 4). Under the given parameters (using q ≥ n25 instead of q ≥ n15) and logw ≤
λ ≤ q1/25, we get the slightly stronger error bound BLEnc + BLHE + maxχLEnc ≤ O( q1/2

logw ) in a
similar manner as in Lemmas 5 and 6. Therefore, due to ∆ = q/p ≥ q1−ϵ, the individual rejection
probability is P ≤ O( q1/2

∆·logw ) ≤ O( 1
q1/2−ϵ ), and the size of |ct2| will be, with overwhelming

probability, bounded by O( wλ
log q ·

1
q1/2−ϵ ) + poly(λ).

When q > 22(1+ε′)λ with ∆ ≥ 2(2+ε′)λ and p ≤ 2ε
′λ, then rejection only happens with

probability ≤ O(1/2λ), and we may omit ct2 completely while correctness is satisfied with over-
whelming probability. ⊓⊔

E Details on Preprocessing Garbling

In this section, we provide the deferred security proofs of our preprocessing garbling scheme
(Construction 4).

Proof (of Lemma 9). We describe the simulator SimPriv required by Definition 14. It takes an
offline function U , as well as T online descriptions {f (t)} and evaluation results {y(t)}. It simulates
T garblings and input keys as described below.

– First run the standard model garbling simulator to simulate

C̃
(t)
U , k̃

Fn,(t)
f , k̃

(t)
x ← SG.SimPriv(CU ,y

(t)) ∀t ∈ [T ] .

– Next, simulate the batch-select output message vector randomly as

l̃
(t)
res ←$MsU ,

and apply T -times security of Sel to simulate

Sel.pp← Sel.Setup(1λ, 1sU ),

S̃el.ct1, {S̃el.ct
(t)

2 , s̃k
(t)

f (t)} ← Sel.Sim(Sel.pp, {̃l(t)res, f
(t)}).

– Finally, simulate the key translation ciphertexts in accordance with the batch-select output
l̃
(t)
res: for the ciphertexts c̃t

′(t)
f (t)[i],i

that are decodable by the evaluator, we choose

c̃t
′(t)
f (t)[i],i

:= H (̃l
(t)
res[i]) + k̃

Fn,(t)
f [i] ,

and we sample the remaining ciphertexts uniformly at random:

c̃t
′(t)
1−f (t)[i],i

←$ K .
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Output the simulated reusable garbling part Ûrd = (Sel.pp, S̃el.ct1), and for each iteration

t ∈ [T ] the simulated offline garbling Û (t) = (C̃
(t)
U , S̃el.ct

(t)

2 , {c̃t′(t)0,i , c̃t
′(t)
1,i }), online garbling

hint(t) = s̃k
(t)

f (t) , and input keys k̃
(t)
x .

We show a series of hybrids that transitions from Hyb0 = ExpA,0
Priv(λ) to Hyb2 = ExpA,1

Priv(λ). We
abuse the notation to also write Hybi as the output distribution of the experiment.

Hyb0: We briefly recall the game ExpA,0
Priv(λ). A selects 1ℓx , 1ℓy , an offline function U , and T online

descriptions f (t) ∈ FU (with bit representations f (t) ∈ {0, 1}sU ) and inputs x(t) ∈ {0, 1}ℓx .
The information received by the adversary is indicated through boxed terms.

Sel.pp ← Sel.Setup(1λ, 1sU )

Sel.ct1 , Sel.st1 ← Sel.Enc1(l1)

∣∣∣∣∣∣ l1 ←$MsU (13)

for t ∈ [T ] :

Sel.ct
(t)
2 ,Sel.st

(t)
2 ← Sel.Enc2(l

(t)
2 )

sk
(t)

f (t)
← Sel.KeyGen(Sel.st1, Sel.st

(t)
2 , f (t))

∣∣∣∣∣∣∣ l(t)2 ←$MsU (14)

Ĉ
(t)
U ← SG.Garble(CU , (K

Fn,(t),K(t)))

k
(t)
x = K(t)[x(t)].

∣∣∣∣∣∣∣
KFn,(t) ← SG.InputKeyGen(1λ, 1sU )

K(t) ← SG.InputKeyGen(1λ, 1ℓx)
(15)

ct
′(t)
0,i := H(l

(t)
2 [i]) +KFn,(t)[i, 0]

ct
′(t)
1,i := H(l1[i] + l

(t)
2 [i]) +KFn,(t)[i, 1]

∣∣∣∣∣∣∣ (16)

Hyb1: Instead of computing Sel.pp,Sel.ct1 and {Sel.ct(t)2 , sk
(t)
f } as above (Equation 13 and 14),

Hyb1 simulates them using Sel.Sim:

Sel.pp ← Sel.Setup(1λ, 1sU )

S̃el.ct1, {S̃el.ct
(t)

2 , s̃k
(t)

f (t)}

← Sel.Sim(Sel.pp, {l(t)res, f
(t)}).

∣∣∣∣∣∣∣∣∣∣
l1 ←$MsU

l
(t)
2 ←$MsU

l
(t)
res := l1 ⊙ f (t) + l

(t)
2

(17)

The T -times simulation security of Sel guarantees that the (boxed) simulated terms are indis-
tinguishable from the correctly computed ones. We have |Pr[Hyb1(λ) = 1] − Pr[Hyb0(λ)] =
1| ≤ negl(λ).

Hyb2: Instead of generating l
(t)
2 and then computing l

(t)
res from it, we change Equation 17 in such a

way that it generates both l1 ←$MsU and l̃
(t)
res ←$MsU uniformly random. Then, we modify

Equation 16 s.t. for any t ∈ [T ] and i ∈ [sU ], the key translation ciphertexts are computed as

c̃t
′(t)
f (t)[i],i

:= k
Fn,(t)
f +H (̃l

(t)
res[i])

∣∣∣∣ kFn,(t)
f := KFn,(t)[i, f (t)[i]] (18)

ct
′(t)
1−f (t)[i],i

:= KFn,(t)[i, 1− f (t)[i]] +

{
H (̃l

(t)
res[i] + l1[i]) if f (t)[i] = 0

H (̃l
(t)
res[i]− l1[i]) if f (t)[i] = 1

(19)

Note that the distribution is unchanged, and we have Hyb2 ≡ Hyb1.
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Hyb3: Now we can apply the correlation-robustness of H: Instead of computing the “unused” key
translation ciphertexts as in Equation 19, we simulate it uniformly random:

c̃t
′(t)
1−f (t)[i],i

←$ K

By correlation-robustness of H (which may be applied because l1 ←$MsU is used nowhere
but in the definition of Equation 19), the second summand in the definition of ct′(t)

1−f (t)[i],i
can

be replaced by uniformly random. This allows us to equivalently replace ct
′(t)
1−f (t)[i],i

itself by
uniformly random, and therefore we have |Pr[Hyb3(λ) = 1]− Pr[Hyb2(λ)] = 1| ≤ negl(λ).

Hyb4: Instead of computing k
Fn,(t)
f as in Equation 18 and Ĉ

(t)
U ,k

(t)
x as in Equation 15, Hyb4

simulates them using SG.SimPriv:

{C̃(t)
U , k̃

Fn,(t)
f , k̃

(t)
x }

← SG.SimPriv({CU ,y
(t)}t∈[T ]).

∣∣∣∣∣∣y(t) = U(f (t),x(t))

By input privacy (Definition 15 simplified for standard garbling, i.e., T = 1 and without
RDGen and GarbleFunc), this hybrid is indistinguishable from the previous one: |Pr[Hyb4(λ) =
1]− Pr[Hyb3(λ)] = 1| ≤ negl(λ).

By a hybrid argument, we conclude that |Pr[Hyb4(λ) = 1]− Pr[Hyb0(λ)] = 1| ≤ negl(λ), which
proves the theorem. ⊓⊔

F Adaptive Security and Malicious 2PC

The purpose of this section is to formulate a stronger adaptive security for batch-select (Defini-
tion 20) and show that our batch-select scheme (Construction 3), unmodified, is adaptively secure
if the two ingredients LEnc, LHE satisfy approprate adaptive security notions (see Sections F.1
and F.2 for definitions and modified constructions). We then sketch how an adaptively secure
batch select scheme (Section F.3), together with an adaptive standard garbling scheme, results
in an adaptive preprocess garbling scheme (Section F.4).

Finally, in Section F.5 we apply the adaptively secure batch select scheme to construct a T -
session malicious 2PC protocol with a function independent preprocessing phase, and T succinct
function dependent preprocessing phases. Our construction is a natural application of batch select
to the authenticated garbling framework [WRK17, KRRW18, DILO22, CWYY23] for malicious
2PC.

F.1 Adaptive Security of LEnc

Definition 18 (Adaptive T -noise Leakage Simulation Security of LEnc). A LEnc scheme
is adaptive T -noise leakage simulation secure w.r.t. a noise distribution χLEnc if there exist two
efficient simulators LEnc.Sim1, LEnc.Sim2 such that for any efficient adversary A,∣∣∣Pr[ExpA,0

LEnc(λ) = 1]− Pr[ExpA,1
LEnc(λ) = 1]

∣∣∣ ≤ negl(λ),

where the game ExpA,0
LEnc(λ) is defined as follows.
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1. A(1λ) decides a message dimension 1w, and receives pp← LEnc.Setup(1λ, w).
2. A decides a message vector s ∈ Rw

q and receives ct, where

If b = 0 (r, ct)← LEnc.Enc(s)

If b = 1 (ct, st)← LEnc.Sim1(pp).

3. Repeate the following for t = 1, . . . , T . In the end A outputs a bit b′ as the outcome of the
game.
– A decides a database a(t) ∈ Rw

q and receives a leakage e(t) + e
(t)
LEnc, where

e
(t)
LEnc ← χw δ = LEnc.Eval(ct,a(t)) d

(t)
a = LEnc.Digest(a(t))

If b = 0 e(t) = δ − r · d(t)a − s⊙ a

If b = 1 e(t) ← LEnc.Sim2(st,a
(t)).

Our original LEnc construction already fulfills adaptivity, assuming the stronger adaptive
error-leakage Ring-LWE assumption:

Lemma 15 (Adaptive security of Construction 1). Assuming adaptive a-elLWER,q,χ,χLEnc,T,L1,2m(g),
Construction 1 (LEnc) fulfills adaptive simulation security with T -noise leakage (Definition 18).

Proof. The proof is similar to that of Lemma 10. We naturally split the simulator (previously
Sim) into two separate simulators Sim1 and Sim2 in the following way:

– Sim1(pp) samples all ciphertexts purely random

C̃i ←$Rw×2m
q for i = 0, . . . , ℓ− 1 ,

and outputs ciphertext c̃t := (C̃0, . . . , C̃ℓ−1) and state st := pp.
– Sim2(st,a

(t)) simulates the noise leakages as follows: sample

Ei ←$ χw×2m for i = 0, . . . , ℓ− 1 ,

and for each ind ∈ {0, 1}ℓ, compute

ẽ(t)[ind] :=
ℓ−1∑
i=0

Ei[ind] · z(t)ind:i
.

Return ẽ(t).

The hybrids are the same as before, except that instead of Hybi∗,j outputting the values
((b0,b1), (C0, . . . ,Cℓ−1), {ẽ

(t)
res}[T ]), we turn it into an interactive game HybDi∗,j with an adversary

D. The adversary first receives (b0,b1) as in Equation 5, then chooses a message vector s and
receives ciphertexts (C0, . . . ,Cℓ−1) as in Equation 6, and finally (for each t ∈ [T ]) chooses a
database a(t) and receives ẽ

(t)
res as in Equation 7. In the end it outputs a decision bit.

We now show that |Pr[HybDi∗,j = 1] − Pr[HybDi∗,j+1 = 1]| is negligible for any i∗ ∈ [ℓ] and
0 ≤ j < w. To do so, we construct an adversary A for a-elLWE as follows.
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– First, A receives public parameters b0,b1 ∈ Rm
q and a Ring-LWE sample y ∈ R2m

q . Pass
b0,b1 ∈ Rm

q on to D who outputs message vector s ∈ Rw
q .

Then, compute ciphertexts C0, . . . ,Cℓ−1 as in Hybi∗,j , except for the ind-th row of Ci∗ :

Ci∗ [ind] := yT + ri∗+1[ind] ·
(
indi∗ · gT indi∗ · gT

)
Send ciphertexts C0, . . . ,Cℓ−1 to D.

– For each t ∈ [T ]: D outputs a database a(t). Use these to compute vectors z
(t)
pre for any prefix

pre ∈ {0, 1}ℓ.
Submit the leakage matrix (z

(t)
ind:i∗

)T to obtain leakage l[t] ∈ Rq. Compute errors ẽ
(t)
res as in

Hybi∗,j , except for

ẽ(t)[ind] :=
∑

0≤i<ℓ
i ̸=i∗

Ei[ind] · z(t)ind:i
and ẽ

(t)
res[ind] := ẽ(t)[ind] + l[t] .

Send ẽ
(t)
res to D.

– Output the same decision bit as D.

As in the proof of Lemma 10, we get a-elLWEA,0
R,q,χ,χ,T,L1,2m(g) ≡ HybDi∗,j and a-elLWEA,1

R,q,χ,χ,T,L1,2m(g) ≡
HybDi∗,j+1. Thus, by a-elLWE, we get HybDi∗,j ≈c Hyb

D
i∗,j+1.

By adaptive leakage-error Ring-LWE and the hybrid argument, we get Hyb0 ≈c Hybℓ, which
concludes the security proof. ⊓⊔

F.2 Adaptive Security of LHE

Definition 19 (Adaptive T -times Simulation Security of LHE). An LHE scheme is adap-
tive T -times simulation secure if there exist three efficient simulators LHE.Sim1, LHE.Sim2, LHE.Sim3

such that for any efficient adversary A,∣∣∣Pr[ExpA,0
LHE(λ) = 1]− Pr[ExpA,1

LHE(λ) = 1]
∣∣∣ ≤ negl(λ),

where the game ExpA,0
LHE(λ) is defined as follows.

1. A(1λ) decides a message dimension 1w, and receives pp← LHE.Setup(1λ, 1w).
2. A decides the first message vector l1 ∈ Rw

q and receives ct1, where

If b = 0 (ct1, st1)← LHE.Enc1(m1)

If b = 1 (ct1, st1)← LHE.Sim1(pp).

3. Repeated the following for t = 1, . . . , T . In the end A outputs a bit b′ as the outcome of the
game.
– A decides a second message vector m

(t)
2 ∈ Rw

q and receives ct2, where

If b = 0 (ct
(t)
2 , st

(t)
2 )← LHE.Enc2(m2)

If b = 1 (ct
(t)
2 , st

(t)
2 )← LHE.Sim2(st1).
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– A decides an element y ∈ Rq and receives sk
(t)
y , where

If b = 0 sk(t)y ← LHE.KeyGen(st1, st
(t)
2 , y(t))

If b = 1 sk(t)y ← LHE.Sim3(st
(t)
2 , y(t),m

(t)
res), m

(t)
res = m1 ⊙ y(t) +m

(t)
2 .

We need to modify our original construction of LHE and add a random oracle H in order to
obtain adaptivity:

Construction 6 (Adaptive LHE over rings LHE).

Setup(1λ, 1w)→ pp: Output a public random matrix pp = a←$Rw
q .

Enc1(m1)→ ct1, st1: Sample Ring-LWE secrets s1 ←$ Rm
q and truncated noises E ←$ Dw×m

R,s ,
Output a ciphertext

ct1 := a · sT1 +m1 · gT +E ∈ Rw×m
q ,

together with state st1 = s1.
Enc2(m2)→ ct2, st2: Sample a Ring-LWE secret s2 ←$ Rq and truncated noises e ←$ Dw

R,s.
Generate r ←$ {0, 1}λ. Output a ciphertext

ct2 := a · s2 +m2 + e + H(r) ∈ Rw
q ,

together with state st2 = (s2, r).
KeyGen(st1, st2, y)→ sk′y: Parse the states st1 = s1 ∈ Rm

q and st2 = (s2 ∈ Rq, r ∈ {0, 1}λ).
Output sk′y := (sky, r), where sky is the decryption key

sky := sT1 · g−1(y) + s2 ∈ Rq .

Dec((sky, r), ct1, ct2, y)→mres: First combine the ciphertexts into

ctres := ct1 · g−1(y) + ct2 − H(r) ∈ Rw
q ,

// s.t. ctres = a · (sT1 · g−1(y) + s2) + (m1 · gT · g−1(y) +m2) + noise

Then, use sky to decrypt and return mres = ctres − a · sky, which is supposed to equal
mres = m1 · y +m2 + noise.

Lemma 16 (Security of Construction 6). Assuming a-elLWER,q,χ,χ,L×w
T,1(g)

, Construction 2
(adaptive LHE) fulfills adaptive T -times simulation security (Definition 19) in the Random Or-
acle Model.

Proof. The proof is analogous to that of Lemma 10. The main difference is that we need to
additionally handle the term H(r) used to mask the ciphertext ct2.

The simulator manages the random oracle H. Whenever a query is being made (including
queries made by the adversary), the simulator answers consistently, sampling random elements
upon each query that was never seen before.

– Sim1(a) samples ct1 uniformly random:

c̃t1 ←$Rw×m
q
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– Sim2(st1) samples ct
(t)
2 uniformly random:

c̃t
(t)
2 ←$Rw

q

– Sim3(st
(t)
2 , y(t),m

(t)
res) first samples the key uniformly random:

s̃k
(t)

y ←$Rq

Then, it programs the random oracle by choosing r(t) ←$ {0, 1}λ and setting

c̃t
(t)
res := a · sk(t)y +m

(t)
res + (E · g−1(y(t)) + e(t)) ∀t ∈ [T ]

H(r(t)) := ct
(t)
2 − (c̃t

(t)
res − c̃t1 · g−1(y(t))) .

Return s̃k′y
(t)

:= (s̃k
(t)

y , r(t)).

Hyb0 To recall, Hyb0 generates ciphertexts ct1, {ct(t)2 } and decryption keys {sk(t)y } in the following
way:

a ←$Rm
q (20)

ct1 := a · sT1 +m1 · gT +E

∣∣∣∣∣ s1 ←$Rm
q

E←$ Dw×m
R,s

(21)

For t ∈ [T ] :

ct
(t)
2 := (a · s(t)2 +m

(t)
2 + e(t)) +H(r(t))

∣∣∣∣∣∣∣∣
s
(t)
2 ←$Rq

e(t) ←$ Dw
R,s

r(t) ←$ {0, 1}λ
(22)

sk(t)y := sT1 · g−1(y(t)) + s
(t)
2 , r(t) (23)

Hyb1 As a first step, in Hyb1 we sample the errors E and e(t) as Gaussians from χw×m = Dw×m
R,s

and χw = Dw
R,s, instead of truncated Gaussians from Dw×m

R,s and Dw
R,s, respectively. By

Lemma 2, we have Hyb1 ≈s Hyb0.
Hyb2 Now, we defer choosing the “actual” value of ct(t)2 (i.e., its value after removing the mask

H(r(t))) until the adversary has chosen y(t). In particular, we sample ct
(t)
2 uniformly at ran-

dom, and before revealing r(t), we program the random oracle H on input r in such a way
that ct

(t)
2 −H(r(t)) has the value a · s(t)2 +m

(t)
2 + e(t) as before. Formally,

ct
(t)
2 ←$Rw

q

sk(t)y := sT1 · g−1(y(t)) + s
(t)
2 , r(t)

∣∣∣∣∣ s
(t)
2 ←$Rq

r(t) ←$ {0, 1}λ

Furthermore, before sending sk
(t)
y and r(t) to the adversary, H(r(t)) is programmed as follows:

H(r(t)) := ct
(t)
2 − (a · s(t)2 +m

(t)
2 + e(t))

∣∣∣ e(t) ←$ χw
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Note that this hybrid Hyb2 is statistically close to Hyb1: conditioned on the adversary A not
querying H(r(t)) before the programming step is completed, the two worlds are identical.
Furthermore, the adversary A will not query H(r(t)) with more than negligible probability,
because r(t) is freshly sampled right before programming H(r(t)).

Hyb3 Now we continue in a similar way as in the proof of Lemma 12: instead of computing
H(r(t)) directly from m

(t)
2 , we first define the combined ciphertext ct

(t)
res, and then simulate

H(r(t)) as a combination of ct(t)res and ct1.
More, precisely, H(r(t)) is programmed as follows:

H(r(t)) := ct
(t)
2 − (c̃t

(t)
res − c̃t1 · g−1(y(t)))

∣∣∣∣∣ e(t) ←$ χw

c̃t
(t)
res := a · sk(t)y +m

(t)
res + (E · g−1(y(t)) + e(t))

By definition of sk(t)y = sT1 · g−1(y(t)) + s
(t)
2 and m

(t)
res = m1 · y(t) +m

(t)
2 , this way of choosing

H(r(t)) is identical to the previous one. Therefore, we have Hyb3 ≡ Hyb2.
Hyb4 Note that in the previous hybrid, the uniformly random key s

(t)
2 is used nowhere but in

the definition of sk(t)y = sT1 ·g−1(y(t))+ s
(t)
2 . Therefore, in Hyb2, we may equivalently generate

s̃k
(t)

y ←$Rq, r(t) ←$ {0, 1}λ

uniformly random instead of computing s̃k
(t)

y from s
(t)
2 . We get Hyb4 ≡ Hyb3.

Hyb5 In this hybrid, we replace the first ciphertext ct1 = a · sT1 + m1 · gT + E by a uniformly
generated vector

c̃t1 ←$Rw×m
q .

We define sub-hybrids Hyb4,i for i = 0, . . . ,m, where Hyb4,i is identical to Hyb4, except
that the first i columns of ct1 are sampled uniformly random. Note that Hyb4 ≡ Hyb4,0
and Hyb4,m ≡ Hyb5. Therefore, in order to prove Hyb5 ≈c Hyb4, it only remains to show
Hyb3,i−1 ≈c Hyb3,i for i = 1, . . . ,m. To do so, assume there exists a distinguisher D for
Hyb4,i−1 and Hyb4,i. We construct an adversary A for a-elLWER,q,χ,χ,T,L×w

1,1 (g) in the following
way (where H-queries by D are handled the same way as by our simulator):
– First, A receives public parameters a ∈ Rw

q and a Ring-LWE sample y ∈ Rw
q . Pass

pp := a on to D, who outputs the first message vector m1 ∈ Rw
q .

Then, compute the first ciphertext ct1 as in Hyb4,i−1, except for the i-th column, which
is chosen to be y. Send ct1 to D.

– For each t ∈ [T ]: D outputs the second message vector m
(t)
2 ∈ Rw

q .
Then, we sample ct

(t)
2 ←$ Rw

q randomly and send ct
(t)
2 to D, who outputs the element

y(t) ∈ Rq.
Now, submit the leakage matrix

diag(g−1(y(t))[i], . . . ,g−1(y(t))[i])

to the challenger, who outputs leakage lt (this is saying that lt is a leakage of the noise
E[:, i] when multiplied with g−1(y(t))[i]).
Then, sample sk

(t)
y ←$Rq and r(t) ←$ {0, 1}λ randomly (as in Hyb4), and program

H(r(t)) := ct
(t)
2 − (c̃t

(t)
res − c̃t1 · g−1(y(t))) ,
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where ct
(t)
res is computed as

c̃t
(t)
res := a · sk(t)y +m

(t)
res +

 ∑
i′∈[m]\{i}

E[:, i′] · g−1(y(t))[i′] + lt

 .

Send (sk
(t)
y , r) to D.

– Output the same decision bit as D.
As in the proof of Lemma 12, we get a-elLWEA,0

R,q,χ,χ,L×w
T,1(g)

≡ HybD4,i−1 and a-elLWEA,1

R,q,χ,χ,L×w
T,1(g)

≡

HybD4,i. Thus, by a-elLWE, we get HybD4,i−1 ≈c Hyb
D
4,i.

By the hybrid argument, we get Hyb0 ≈ Hyb5. Because Hyb5 is identical to the simulated world,
adaptive T -times simulation security follows. ⊓⊔

F.3 Adaptive Security of Batch-Select

We now formalize adaptive T -times simulation security of the batch-select scheme below. In
contrast to the selective version (Definition 6), where the challenge messages l1, l

(1)
2 , . . . , l

(T )
2 and

selection vectors y(1), . . . ,y(T ) are decided in one-shot, we now allow an adversary to adaptively
query messages and selection vectors, and receive corresponding ciphertexts and decryption keys
immediately.

Definition 20 (Adaptive T -times Simulation Security of Sel). A Sel scheme is adaptive
T -times simulation secure if there exist three efficient simulators Sel.Sim1, Sel.Sim2,Sel.Sim3 such
that for any efficient adversary A,∣∣∣Pr[ExpA,0

Sel (λ) = 1]− Pr[ExpA,1
Sel (λ) = 1]

∣∣∣ ≤ negl(λ),

where the game ExpA,0
Sel (λ) is defined as follows.

1. A(1λ) decides a batch size 1w, and receives pp← Sel.Setup(1λ, 1w).
2. A decides the first message vector l1 ∈Mw and receives ct1, where

If b = 0 (ct1, st1)← Sel.Enc1(l1)

If b = 1 (ct1, st1)← Sel.Sim1(pp).

3. Repeated the following for t = 1, . . . , T . In the end A outputs a bit b′ as the outcome of the
game.
– A decides a second message vector l

(t)
2 ∈Mw and receives ct2, where

If b = 0 (ct
(t)
2 , st

(t)
2 )← Sel.Enc2(l2)

If b = 1 (ct
(t)
2 , st

(t)
2 )← Sel.Sim2(st1).

– A decides a selection vector y(t) ∈ {0, 1}w and receives sk
(t)
y , where

If b = 0 sk
(t)
y ← Sel.KeyGen(st1, st

(t)
2 ,y(t))

If b = 1 sk
(t)
y ← Sel.Sim3(st

(t)
2 ,y(t), l

(t)
res), l

(t)
res = l1 ⊙ y(t) + l

(t)
2 .
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It turns out that our original construction, unmodified, is already adaptively secure if the
two ingradients LEnc, LHE satisfy their respective adaptive security notions (see Appendices F.1,
and F.2).

The proof of the following lemma is analogous to Lemma 13 of selective security. We include
the proof in Appendix D for completeness.

Lemma 17 (Adaptive Security of Construction 3). Assuming that the underlying LHE
scheme is adaptively T -times simulation secure, and the underlying LEnc scheme is adaptively
simulation secure with T -noise leakage, our earlier construction for batch select (Construction 3)
fulfills adaptive T -times simulation security.

Proof. The simulator is similar to that of Lemma 13, but we need to split it into the following
three parts:

– Sel.Sim1(pp): Run

L̃Enc.ct, LEnc.st← LEnc.Sim1(ppLEnc)

L̃HE.ct1, LHE.st1 ← LHE.Sim1(ppLHE)

and output ciphertext c̃t1 := (L̃Enc.ct, L̃HE.ct1) and state st1 = (LEnc.st, LHE.st1).
– Sel.Sim2(st1): Run

L̃HE.ct2, LHE.st2 ← LHE.Sim2(LHE.st1)

and output ciphertext c̃t2 := L̃HE.ct2 and state st2 = (LEnc.st, LHE.st2).
– Sel.Sim3(st2,y, l): Compute the encoded values ŷ := Encode(y) and l̂ := Encode(l). Simulate

the LEnc noise and evaluate the laconic encryption δ:

ẽ← LEnc.Sim2(LEnc.st, ŷ)

δ ← LEnc.Eval(L̃Enc.ct, ŷ)

Then, simulate the output r̃es′ of the LHE and accordingly its key s̃ky as follows, where the
digest is computed as dŷ ← LEnc.Digest(ŷ):

e←$ χw′
LEnc

r̃es′ := δ − ẽ+ l̂ ·∆− e

s̃ky ← LHE.Sim3(LHE.st2, r̃es
′, dŷ)

Output s̃ky.

We use an analogous series of hybrid experiments that transitions from Hyb0 (the “real”
distribution as defined in Definition 6) to Hyb3 (the “simulated” distribution). We abuse notation
to also write Hybi as the output of the distribution of the corresponding experiment.

Hyb0 To recall, Hyb0 (omitting generation of public parameters pp) computes in the first phase
ct1 = (LEnc.ct, LHE.ct1), and in the second phase, for each t ∈ [T ], (1) LHE.ct

(t)
2 , and
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(2) sk
(t)

y(t) , in the following way (where, as in the construction, we define the digests dŷ :=

LEnc.Digest(ŷ(t)), and encoded values l̂1 := Encode(l1) and l̂2 := Encode(l2)):

r, LEnc.ct ← LEnc.Enc(̂l1 ·∆)

LHE.ct1 , st1 ← LHE.Enc1(r)

For t ∈ [T ] :

LHE.ct
(t)
2 , sk

(t)
2 ← LHE.Enc2(̂l

(t)
2 ·∆− e

(t)
LEnc)

∣∣∣∣ e(t) ←$ χw′
LEnc

sk
(t)

y(t) ← LHE.KeyGen(sk1, sk
(t)
2 , d

(t)
ŷ )

Hyb1 We now use the adaptive simulation security of LHE to replace generation of L̃HE.ct1,

{L̃HE.ct
(t)

2 , s̃k
(t)

y(t)}[T ] (i.e., the final three lines in Hyb0) by the following:

L̃HE.ct1 , LHE.st1 ← LHE.Sim1(LHE.pp)

For t ∈ [T ] :

L̃HE.ct
(t)

2 , LHE.st
(t)
2 ← LHE.Sim2(LHE.st1)

s̃k
(t)

y(t) ← LHE.Sim(LHE.st
(t)
2 , d

(t)
ŷ , res′(t))

∣∣∣∣∣ e
(t)
LEnc ←$ χw′

LEnc

res′(t) ← r · d(t)ŷ + l̂
(t)
2 ·∆− e

(t)
LEnc

The indistinguishability Hyb0 ≈c Hyb1 follows directly from the adaptive T -times simulation
security of LHE.

Hyb2 In Hyb2, we now rewrite res′(t) as

δ(t) ← LEnc.Eval(LEnc.ct, ŷ(t)) ∀i ∈ [T ]

e(t) := δ(t) − (r · d(t)ŷ − (̂l1 ·∆)⊙ ŷ(t))

res′(t) ← δ(t) − e(t) + l̂(t) ·∆− e
(t)
LEnc ∀t ∈ [T ]

Note that e(t) denotes the LEnc “evaluation error”, i.e., the difference between the expected
result r · d(t)ŷ − (̂l1 ·∆)⊙ ŷ(t) and the noisy outcome δ(t).
As in the proof of Lemma 13, we have Hyb1 ≡ Hyb2.

Hyb3 Note that Hyb2 does not make use of l̂
(t)
2 anymore, but only l̂1 (in LEnc.ct and when

computing the LEnc error e(t)). We now use the simulation security of LEnc in order to
eliminate the final usages of l̂1, by simulating LEnc.ct and e(t). Specifically, in Hyb3, we
replace the computation of r and LEnc.ct by the simulation

LEnc.st, L̃Enc.ct← LEnc.Sim1(ppLEnc) ,

and the computation of the noise e(t) by the simulation

ẽ(t) ← LEnc.Sim2(LEnc.st, ŷ
(t))

Because e(t) is only used as part of the quantity e(t) + e
(t)
LEnc (in the definition of res′(t)) with

e
(t)
LEnc being a fresh noise generated from χw′ , we get the indistinguishability Hyb2 ≈c Hyb3.
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Observe that Hyb3 proceeds identically as the simulated world. By a hybrid argument, we con-
clude that Hyb0 ≈c Hyb3, which proves the security. ⊓⊔

F.4 Adaptive Security of Preprocessing Garbling

In this section, we sketch a simple way of achieving adaptive T -times input privacy for prepro-
cessing garbling in the RO model, assuming a batch-select that fulfills adaptive security as above,
and an adaptively secure garbling scheme in the standard model.

First, we need to modify the preprocessing garbling interface (Definition 14) slightly: GarbleFunc(st, f)→
hint, d will output some output decoding information d in addition to the hint. Furthermore,
Eval(f, Ûrd, Û , hint,kx, d) utilizes this decoding information for evaluating the circuit.
Defining Adaptive T -times Input Privacy. In contrast to standard T -times input privacy
(Definition 15), the adversary can now choose the online descriptions f (t) and inputs x ∈ {0, 1}ℓx
one after another:

1. The adversary only selects 1ℓx , 1ℓy and the offline function U ∈ Uℓx,ℓy . It receives Ûrd and
{Û (t)}, generated in the real resp. simulated world as follows:

(Ûrd, strd)← RDGen(U)

K(t) ← InputKeyGen(1λ, 1ℓx)

(Û (t), st(t))← GarbleU(strd,K
(t))

or Ûrd, {Û (t)} ← SimPriv(U) .

2. Then, for each t ∈ [T ]:
– The adversary chooses the online description f (t), and receives the hint(t), generated in

the real resp. simulated world as follows:

hint(t), d(t) ← GarbleFunc(st(t), f (t)) or hint(t) ← SimPriv(f
(t)) .

– The adversary chooses the input x(t) ∈ {0, 1}ℓx , and receives the input labels k
(t)
x and

input decoding d generated in the real resp. simulated world as follows:

k
(t)
x = K(t)[x(t)] or k

(t)
x , d(t) ← SimPriv(U(f (t),x(t))) .

For a standard garbling scheme (without separate preprocessing phase or T -reusability) to fulfill
adaptive input privacy, the definition above is simplified towards T = 1 and skipping the second
stage (since the online description f (t) does not contain any information).
Modifying the Preprocessing Garbling Scheme. In the adaptive security game above, note
that with our plain preprocessing garbling scheme (Construction 4), the adversary would be
able to view the function’s input labels kFn

f to the garbling ĈU already after selecting the online
description f (t). However, it may adaptively choose the input x(t) after this step. Therefore, we
cannot apply (adaptive) SG input privacy to show our scheme secure.

Instead, we will modify Construction 4 slightly. We account for the issue above by hiding
kFn
f until the adversary has received the decoding information d in the final step. Specifically,

we require the hash function H used for key translation (which previously just needed to ful-
fill correlation-robustness) to be a Random Oracle, and modify the scheme’s algorithms in the
following way.
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– In GarbleU, we generate an additional seed ←$ MsU , which is used for computing the key
translation ciphertexts

ct′0,i := H(l2[i] + seed) +KFn[i, 0]

ct′1,i := H(l1[i] + l2[i] + seed) +KFn[i, 1]

– GarbleFunc additionally outputs the decoding information, which is exactly the seed: d :=
seed.

– Eval replaces its computation of the function’s input labels by

kFn
f [i] := ct′f [i],i −H(lres[i] + seed) .

Proving Adaptive T -times Input Privacy. In the security game for the scheme described
above, the function’s input labels kFn

f to the garbling ĈU of the universal circuit are effectively
hidden by seed until the adversary also receives the remaining input labels kx.

We now sketch how to show security, assuming that the underlying scheme SG satisfies
adaptive privacy, the batch-select scheme Sel satisfies adaptive security, and H is a programmable
random oracle.

The three stages of our simulator will be as follows:

– SimPriv(U) simulates the reusable part of the garbling as Ûrd = (Sel.pp,Sel.ct1), where

Sel.pp← Sel.Setup(1λ, 1sU ), (Sel.st1, S̃el.ct1)← Sel.Sim1(Sel.pp) .

It also simulates the non-reusable offline garblings Û (t) := (C̃
(t)
U , S̃el.ct2, {c̃t

′(t)
0,i , c̃t

′(t)
1,i }), where

Ĉ
(t)
U ← SimSG

Priv.Sim(CU ), (Sel.st
(t)
2 , S̃el.ct

(t)

2 )← Sel.Sim2(Sel.st1), c̃t
′(t)
0,i , c̃t

′(t)
1,i ←$ K

– SimPriv(f
(t)) then uses the final batch-select simulator to simulate the hint := s̃k

(t)

f (t) as

s̃k
(t)

f (t) ← Sel.Sim3(Sel.st
(t)
2 , f (t), l̃res

(t)
) ,

where l̃res
(t)
←$MsU is uniformly random.

– SimPriv(y) then runs the standard garbling simulator to obtain the input keys

k
Fn,(t)

f (t)
,k

(t)
x ← SimSG

Priv.Sim(y) .

It programs the random oracle to “fix” the decodable key translation ciphertext:

H (̃l
(t)
res[i] + seed) := ct

′(t)
fFn,(t)[i],i

− k
(t)

f (t)
[i] ∀i ∈ [sU ]

for some random seed ←$MsU . Then, it outputs input keys k
(t)
x and decoding information

d := seed.

The hybrids are very similar to that in the proof of Lemma 9.

– First, starting from the real world, we replace the outputs of the batch-select scheme Sel by
its simulations. This eliminates the need to know messages l1 and l

(t)
2 : simulation of Sel.ct1

and Sel.ct2 happens in the first stage of the game, and simulation of sk(t)
f (t)

happens in the

second stage, for which only the “visible” messages lres := l1 ⊙ f (t) + l
(t)
2 are required.

70



– Second, we also modify generation of the key translation ciphertexts, in such a way that it
only depends on a uniformly random lres ←$MsU (there is no usage of individual messages
l1 and l

(t)
2 anymore):

c̃t
′(t)
f (t)[i],i

:= H (̃l
(t)
res[i] + seed) + k̃

Fn,(t)
f [i]

c̃t
′(t)
1−f (t)[i],i

←$ K

We can do so because H is a random oracle, and therefore it is unlikely that the adversary
will ever query H on two inputs that differ in exactly l1.

– Now we can use the RO properties to delay choosing the key translation ciphertexts until the
final phase where the output y is known: we generate c̃t

′(t)
f (t)[i],i

←$ K uniformly random, and
in the final phase we program

H (̃l
(t)
res[i] + seed) := c̃t

′(t)
f (t)[i],i

− k̃
Fn,(t)
f [i] .

This is indistinguishable from the previous hybrid, because seed is completely hidden from
the adversary, so it is unlikely that it will query l̃

(t)
res[i] + seed before this programming step.

– Finally, the function’s input labels kFn,(t)

f (t)
are not used until the final stage (where the output

y is known) to program H. Therefore, we may use adaptive input privacy of the garbling of
the universal circuit to replace Ĉ

(t)
U (computed in the first stage) and input labels kFn,(t)

f (t)
,k

(t)
x

(computed in the final stage) by

Ĉ
(t)
U ← SimSG

Priv.Sim(CU )

k
Fn,(t)

f (t)
,k

(t)
x ← SimSG

Priv.Sim(y)

F.5 Preprocessing T -Session Malicious 2PC

In this section, we construct a protocol, in the random oracle model, realizing the T -session 2PC
functionality (Figure 1) against malicious adversaries. The protocol has a instance-independent
preprocessing phase, where Alice and Bob know only an upper bound sU of the function discrip-
tion length, with amortized O(λ · sU ) bits of communication. In each session, it has a succinct
function dependent preprocessing phase with poly(λ) bits of communication, and an online phase
with with ℓxA + ℓxB + poly(λ) bits of communication.

We will first recall and summarize the authenticated garbling framework of [WRK17, DILO22]
for malicious 2PC protocols, and then describe how to achieve succinct function dependent and
online phases with our adaptively secure batch select scheme in the framework.
The Authenticated Garbling Framework. The framework has three main steps, which we
summarize below. While the original framework considers evaluating a target circuit C with two
private inputs xA,xB from Alice and Bob, it can be easily extended to support circuits with an
additional public input xP that’s only known at the input step together with xA,xB.

Preprocessing: Alice and Bob jointly run a sub-protocol AuthGarbC (Figure 3), parameterized
by the target circuit C.
– Alice obtains input keys KP ,KA,KB, an input mask aI , and decryption information D.
– Bob obtains a garbled circuit C and an input mask bI .

Input:
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Functionality FT,sU
2PC

For t = 1, . . . , T :

– Upon receiving (t, f
(t)
A ,x

(t)
A ) from Alice or (t, f (t)

B ,x
(t)
B ) from Bob, leak f

(t)
A or f (t)

B to the
adversary.

– After receiving inputs from both Alice and Bob:
1. If f (t)

A or f
(t)
B has description length more than sU , or if f (t)

A ̸= f
(t)
B , output ⊥ to

Bob and abort.
2. Otherwise, output ∅ to Alice and (t, f

(t)
A (x

(t)
A ,x

(t)
B )) to Bob.

Fig. 1: The T -session 2PC functionality.

1. Bob masks his input xB = xB ⊕ bI , and sends xB to Alice.
2. Alice masks her input xA = xA ⊕ aI and selects input labels according to the inputs,

kP = KP [xP ], kA = KA[xA] kB = KB[xB]. Alice sends D,kP ,kA,kB,xA to Bob.
Output: Bob locally runs an evaluation algorithm AuthEval (Figure 4) and outputs the result

y← AuthEvalC(C,D,kP ,kA,kB,xP ,xA,xB).

For completeness, we recreate the sub-protocol AuthGarbC and the evaluation algorithm AuthEvalC

in Figures 3 and 4.
In [DILO22], the authors showed that the preprocessing step, i.e. the AuthGarb sub-protocol,

can be realized in constant rounds and with O(|C| · (λ+ κ)) bits of communication using pseu-
dorandom correlation generators (PCG) for vector oblivious linear evaluation [BCGI18, CRR21]
(VOLE) and multiplication triples [BCG+20] (MT) correlations. We refer to [DILO22] for more
details.
Minimizing Function Dependent Communication Using Batch Select. The idea is ana-
loguous to how we minimize the function dependent garbling size in our preprocessing garbling
construction.

In an instance independent offline phase, Alice and Bob run the AuthGarb sub-protocol on
a universal circuit U that takes a function description f (of bounded length sU ) as the public
input, and two inputs xA, xB from Alice and Bob.

In the function dependent offline phase, it remains for Alice to transmit the input labels
selected by the target function descriptoin f to Bob. Our batch select scheme lets Alice achieve
this succinctly, with poly(λ) bits. Applying the same idea for the input labels selected by Alice’s
and Bob’s inputs also reduces the online phase communication to poly(λ) bits.

We illustrate the modified protocol below. For simplicity, we assume here a batch select
scheme Sel with matching message space to encrypt the input labels.

Instance Independent Offline:
1. Alice and Bob jointly run the sub-protocol AuthGarbU , w.r.t. a universal circuit U .

– Alice gets input keys KP ,KA,KB, an input mask aI , and decryption information D.
– Bob gets a garbled circuit U and an input mask bI .

2. Alice encrypts the input keys using batch select as follows, and the decryption information
using a random oracle ctO = D ⊕H(seed),

(stP,1,Sel.ctP,1)← Sel.Enc(KP [1]−KP [0]), (stP,2,Sel.ctP,2)← Sel.Enc(KP [0]),

(stI,1,Sel.ctI,1)← Sel.Enc(KI [1]−KI [0]), (stI,2,Sel.ctI,2)← Sel.Enc(KI [0]),
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where KI := KA ∥KB, and seed← {0, 1}λ. Alice sends the ciphertexts Sel.ctP,1, Sel.ctP,2,
Sel.ctI,1, Sel.ctI,2, ctO to Bob.

Function Dependent Offline:
1. Alice computes and sends a decryption key skP ← Sel.KeyGen(stP,1, stP,2, f) to Bob.
2. Bob locally decrypts input labels for f , kP ← Sel.Dec(skP , Sel.ctP,1,Sel.ctP,2, f).

Online:
1. Bob masks his masked input xB = xB ⊕ bI to Alice.
2. Alice masks her input xA = xA ⊕ aI and computes a decryption key accordingly: skI ←

Sel.KeyGen(stI,1, stI,2,xA ∥xB). Alice sends xA, skI , seed to Bob.
3. Bob locally decrypts input labels for kA,kB, output information D, and runs the evalu-

ation algorithm to recover the result as in the original framework.

Amortizing the Instance Independent Offline Phase. While achieving succinct instance
dependent and online phases, the above solution incurs an overhead to the instance independent
phase. First, Alice and Bob runs the sub-protocol AuthGarb on a universal circuit U , which
is at least O(log |f |) times larger than the actual target circuit f . Second, the first batch select
ciphertext Sel.ctP,1 is concretely much larger than the authenticated garbling size of the universal
circuit U . (The cost of sending Sel.ctP,2 and the public parameters Sel.pp are concretely similar
to sending U .)

Fortunately our batch select scheme allows re-using Sel.ctP,1 upto T times. We leverage this
reusability to amortize the communication overhead of sending Sel.ctP,1, and construct a T -
session 2PC protocol. When T = Ω(log |f |), the amortized function independent preprocessing
takes O(λ · |f | log |f |) = O(λ · sU ) bits of communication.

We describe our T -session 2PC protocol in Figure 2. The ingradients to the protocol are:

– the AuthGarb sub-protocol (Figure 3), and the evaluation algorithm AuthEval (Figure 4) from
the authenticated garbling framework.

– a batch select scheme Sel with message spaceM and adaptive T -times simulation security;
– two random oracles H : {0, 1}λ → {0, 1}∗, H ′ :M→ {0, 1}λ.

The communication costs of the protocol are:

– O(T · λ · sU ) bits in the instance independent offline phase;
– poly(λ) in each function dependent offline phase;
– ℓxA + ℓxB + poly(λ) bits in each online phase.

Theorem 5. Let λ be the computational security parameter, and sU = poly(λ) be an upper
bound on target circuits’ description length. Assuming the underlying batch select scheme Sel
has adaptive T -times simulation security, the protocol 2PCT,sU UC-realizes the T -session 2PC
functionality FT,sU

2PC in the Fpre-hybrid model and in the random oracel (RO) model, the presence
of malicious adversaries who statically corrupt one of the participants.

Before proving Theorem 5, we briefly recap the UC framework.

Overview of the Universal Composibility (UC) Framework The UC framework [Can01]
captures the security of the protocol 2PCT,sU with an ideal functionality FT,sU

2PC . The functionality
defines an ideal protocol execution, where an environment Z provides inputs to and reads outputs
from the two parties. And the parties simply forward their inputs to and receive outputs from
F2PC as specified in Figure 1.
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2PCT,sU

Function Independent Offline Phase:

1. Alice and Bob run T instances of the sub-protocol AuthGarbU in parallel, where U : {0, 1}sU ×
{0, 1}ℓxA × {0, 1}ℓxB → {0, 1}ℓy is a universal circuit accepting function descriptions of size
bounded by sU . For each t ∈ [T ]:
– Alice obtains input labels K

(t)
P ,K

(t)
A ,K

(t)
B masks a

(t)
I , and decryption information D(t).

– Bob obtains authenticated garblings U
(t) and masks b

(t)
I .

2. Alice first encrypts the labels for public inputs into ctP = (Sel.ppP , ctP,1, {ct(t)P,2}, {ct
(t)
P,i,b}):

– Sample l1 ←MsU , and l
(t)
2 ←MsU for t ∈ [T ], and compute

∀i ∈ [sU ], t ∈ [T ] ct
(t)
P,i,b = H ′(l1[i] · b+ l

(t)
2 [i])⊕K

(t)
P [i, b],

– Run Sel.ppP ← Sel.Setup(1λ, 1sU ) and compute

(stP,1,Sel.ctP,1)← Sel.Enc1(l1), (st
(t)
P,2, Sel.ct

(t)
P,2)← Sel.Enc2(l

(t)
2 ) ∀t ∈ [T ].

Alice then analogously encrypts the labels for private inputs into ctI (with another instance
of batch select), and the decryption information into ct

(t)
O = D(t) ⊕H(seed(t)) using random

seeds. Alice sends ctP , ctI , {ct(t)O } to Bob.

t-th Funtion Dependent Offline Phase:

1. Alice sends a batch select decryption key sk
(t)
P computed as follows to Bob.

sk
(t)
P ← Sel.KeyGen(stP,1, st

(t)
P,2, f

(t)
A ).

2. Bob locally decrypts labels k
(t)
P , where

l(t) ← Sel.Dec(sk
(t)
P , Sel.ctP,1,Sel.ct

(t)
P,2, f

(t)
B ), k

(t)
P [i] = ct

(t)
P,i,fB,i

⊕H ′(l(t)[i]). (24)

t-th Online Phase:

1. Bob sends x
(t)
B = b

(t)
I ⊕ x

(t)
B to Alice.

2. Alice sends x
(t)
A , sk

(t)
I , seed(t) to Bob, where

sk
(t)
I ← Sel.KeyGen(stI,1, st

(t)
I,2,x

(t)
A ∥x

(t)
B ), x

(t)
A = a

(t)
I ⊕ x

(t)
A ,

3. Bob locally recover labels k
(t)
A ,k

(t)
B (analogously to Equation 24) and decryption information

D(t) = ct
(t)
O ⊕H(seed(t)), and evaluates y = AuthEvalU (U

(t)
, D(t),k

(t)
P ,k

(t)
A ,k

(t)
B , CB,xA,xB).

Fig. 2: Our preprocessing T -session malicious 2PC protocol.

The ideal adversary/simulator Sim lets F2PC know of a corrupted party in the beginning,
and then interacts with F2PC according to the corresponding adversarial interface. In additional
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to explicitly specified adversarial interfaces, Sim receives all messages sent to and determins all
outgoing messages from the corrupted party. The environment Z communicates with Sim freely
throughout the protocol execution.

To prove the security of the protocol 2PC, we show that the ideal protocol specified above
emulates a real protocol execution with an adversary A controlling a corrutped party, the honest
party, and the environment Z. We describe the real protocol execution, and the meaning of
emulation below.

In the real protocol execution, the environment Z provides inputs to and reads outputs from
the actual protocol participants. An adversary A decides a corrupted party in the beginning,
and controls them throughout the protocol. The environment Z also communicates with A
freely throughout the protocol execution.

We say that an ideal protocol execution with an ideal adversary Sim emulates a real protocol
execution with an adversary A, if no environment Z can tell whether it’s interacting in the ideal
or the real protocol. We say the protocol 2PCT,sU UC-realizes the functionality FT,sU

2PC if for all
efficient adversary A, there exists an efficient ideal adversary Sim such that the ideal protocol
with Sim emulates the real protocol with A.

Formally, let IDEALFT,sU
2PC ,Sim,Z and Real2PCT,sU ,A,Z denotes the output of an environment

after interacting in the ideal and the real protocol. We require that for all efficient A, there exists
an efficient Sim such that for all efficient Z:

IDEALFT,sU
2PC ,Sim,Z ≈c Real2PCT,sU ,A,Z .

The UC framework allows for a modular presentation of protocols, thanks to the universal
composition theorem. Consider an inner protocol πin that UC-realizes an inner functionality Fin,
and an outer protocol πout that has access to copies of Fin, i.e., in a Fin-hybrid model, and UC-
realizes another outer functionality Fout. The composition theorem ensures the composition of
πout and πin, i.e., replacing each copy of Fin with an instance of πi, still UC-realizes Fout.

Proof of Theorem 5 We describe an ideal adversary Sim that externally interacts with the
functionality F2PC and the environment Z, while internally simulates a protocol execution with
an instance of the adversary A. When interacting with Z, Sim simply forwards all communication
between A and Z. We consider separately the case when Alice or Bob is corrupted.
When Bob is Corrupted. Sim proceed as follows.

Instance Independent Offline Phase:
– Sim plays the role of Fpre with Bob following its description (Figure 5). In the process,

Sim samples its own global MAC key ∆A ← {0, 1}λ, input masks a
(t)
I , and output masks

{a(w,t)}w∈O and tags {M (w,t)
A }w∈O. It also receives Bob’s global MAC key ∆B ∈ {0, 1}κ

and input masks b
(t)
I .

– Sim follows the description of AuthGarb (Figure 3) to compute and send garbled tables to
Bob. In the process, Sim samples and stores input labels K

(t)
P ,K

(t)
A ,K

(t)
B .

– Sim runs the (stateful) simulator Sel.Sim to simulate the batch select ciphertexts ctP =

(Sel.ppP , Sel.ctP,1, {Sel.ct
(t)
P,2}, {ct

(t)
P,i,b}) for public inputs:

Sel.ppP ← Sel.Setup(1λ, 1sU ), Sel.ctP,1 ← Sel.Sim(Sel.ppP ),

Sel.ct
(t)
P,2 ← Sel.Sim() for t ∈ [T ],
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and then compute the ciphertexts {ct(t)i,b} honestly:

lP,1 ←MsU , l
(t)
P,2 ←M

sU ∀t ∈ [T ]

ct
(t)
P,i,b = H(lP,1[i] · b+ l

(t)
P,2[i])⊕ L

(t)
P [i, b], ∀i ∈ [sU ], t ∈ [T ]

It analogously simulates the ciphertexts ctI for private inputs, and then the ciphertext
for decryption information at random ct

(t)
O ← $.

It sends honestly computed public parameters Sel.pp, ciphertexts {ct(t)i,b} and the simulated

ciphertexts Sel.ct1, {Sel.ct(t)2 } to Bob.
t-th Function Dependent Offline Phase: In order to simulate the t-th batch select decryp-

tion key, Sim waits for the functionality F2PC to leak the target circuit f
(t)
A , and runs the

(stateful) simulator Sel.Sim:

sk
(t)
P ← Sel.Sim(lP,1 ⊙ f

(t)
A + l

(t)
P,2).

It sends the simulated decryption key sk
(t)
P to Bob.

t-th Online Phase:
– Sim receives masked inputs xB from Bob, and extracts the actual input x(t)

B = xB ⊕b
(t)
I .

Sim then sends a message (t, f
(t)
A ,x

(t)
B ) to the functionality F2PC.

– Sim simulates the masked inputs from Alice as xA = a
(t)
I ⊕ 0, and the batch select

decryption key sk
(t)
I as

sk
(t)
I ← Sel.Sim(lI,1 ⊙ xA ∥xB + l

(t)
I,2).

– In order to simulate the decryption information D(t), Sim waits for the functionality to
reveal the evaluation result y(t), and program D(t) so that evaluation on the simulated
input labels correctly reveals y(t). Sim first computes a difference vector

δ = fA(0,x
(t)
B )⊕ y(t),

and then adjusts Alice’s bits a(w,t) and tags M (w,t)
A on output wires: (We abuse notations

to write δ[w] to mean the difference bit in δ corresponding to the output wire w ∈ O.)

∀w ∈ O, if δ[w] = 1, a(w,t) ← a(w,t) ⊕ 1, M
(w,t)
A ←M

(w,t)
A ⊕∆B.

Sim sets D(t) = {a(w,t),M
(w,t)
A }w∈O, samples a random seed(t), and programs the random

oracle H(seed(t))← ct
(t)
O ⊕D(t). Finally, Sim sends x

(t)
A , sk(t)I , and seed(t) to Bob.

It remains to show the output of any environment Z in the a real protocol execution is
indistinguishable from that in an ideal execution, i.e. IDEALFT,sU

2PC ,Sim,Z ≈c Real2PCT,sU ,A,Z . We
describe a series of hybrid experiments that transitions from Hyb0 = Real2PCT,sU ,A,Z to Hyb3 =
IDEALFT,sU

2PC ,Sim,Z . We abuse the notation to also write Hybi as the output distribution of the
environment.

Hyb0: This is the real protocol execution between an honest Alice and a corrupted Bob in the
Fpre-hybrid and random oracle model.
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Hyb1: Instead of honestly computing the batch select ciphertexts Sel.ctP,1, {Sel.ct(t)P,2} and de-

cryption keys Sel.sk
(t)
P for public inputs, Alice runs the (stateful) batch select simulator as

follows.
– In the instance independent offline phase, run

Sel.ctP,1 ← Sel.Sim(Sel.ppP ), for t ∈ [T ], Sel.ct
(t)
P,2 ← Sel.Sim().

– In the function dependent offline phase, run

sk
(t)
P ← Sel.Sim(IP,1 ⊙ f

(t)
A + I

(t)
P,2).

The adaptive T -times simulation security of Sel guarantees that the Hyb1 is computationally
indistinguishable from Hyb0.

Hyb2: Simulate the batch select ciphertexts and decryption keys for private inputs analogously
to the previous hybrid:

Sel.ctI,1 ← Sel.Sim(Sel.ppI), for t ∈ [T ], Sel.ct
(t)
I,2 ← Sel.Sim().

sk
(t)
I ← Sel.Sim(II,1 ⊙ xA ∥xB + I

(t)
I,2).

The adaptive T -times simulation security of Sel guarantees that the Hyb2 is computationally
indistinguishable from Hyb1.

Hyb3: In the instance independent offline phase, instead of computing ct
(t)
O honestly as ct

(t)
O =

D(t) ⊕ H(seed(t)), sample ct
(t)
O directly at random. Then in the online phase, program the

random oracle phase as H(seed(t))← ct
(t)
O ⊕D(t).

Since seed(t) is sampled at random, the adversary has only negligable probability of query-
ing H(seed(t)) before obtaining seed(t) in the online phase. Therefore, Hyb3 is statistically
indistinguishable from Hyb2.

Hyb4: Alice additionally plays the role of Fpre which allows her to learn Bob’s global MAC key
∆B and input masks b

(t)
I submitted to Fpre during the instance independent offline phase.

Then during the t-th online phase, Alice receives a masked input x(t)
B from Bob, and extracts

an input x
(t)
B = x

(t)
B ⊕ b

(t)
I . Alice computes y(t) = f

(t)
A (xA,xB), and program the decryption

information D(t) such that the evaluation result of AuthEval equals y(t).
Note that Hyb4 is distributed identically to Hyb3 because Alice is still computing her masked
inputs honestly as x

(t)
A = x

(t)
A ⊕ a

(t)
I , and the programmed decryption information D(t) is the

same as the honestly computed.
Hyb5: In the input phase, Alice simulates her masked inputs as x

(t)
A = a

(t)
I ⊕ 0, independent of

her actual inputs x(t)
A , and then program the decryption information D(t) such that AuthEval

still evaluates to the correct result y(t) = f
(t)
A (xA,xB).

Note that this hybrid is distributed identically to IDEALFT,sU
2PC ,Sim,Z . The fact that Hyb5 is

statistically indistinguishable from Hyb4 (in the random oracle model) follows from the same
proof as Theorem 5.1 in [WRK17]. Hence we omit details here.

When Alice is Corrupted Sim proceed as follows.

Instance Independent Offline Phase:
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– Sim plays the role of Fpre with Alice following its description. In the process, Sim samples
its own input masks bI , and receives Alice’s input masks a

(t)
I .

– Sim receives garbled tables and batch select ciphertexts from Alice and store them.
t-th Function Dependent Offline Phase: Sim receives a batch select decryption key sk

(t)
P

from Alice, and use it to recover input labels k
(t)
P following the description of 2PC.

t-th Online Phase:
– Sim simulates its masked inputs as x

(t)
B = bI ⊕ 0, and sends xB to Alice.

– Sim receives, besides a masked input xA, a batch select decryption key sk
(t)
I and a seed(t),

and use them to recover input labels k
(t)
A ,k

(t)
B and decryption information D(t).

– Sim waits for the functionality F2PC to leak the target circuit f (t)
B , and then runs AuthEval

to check whether the evaluation prcedure aborts.
• If AuthEval doesn’t abort, then extract Alice’s input as x

(t)
A = x

(t)
A ⊕ a

(t)
I , and send a

message (t, f
(t)
B ,x

(t)
A ) to the functionality F2PC.

• If AuthEval aborts, then trigger an abort for the functionality F2PC by sending a
message (t, ∅, ∅).

The fact that IDEALFT,sU
2PC ,Sim,Z is statistically indistinguishable from Real2PCT,sU ,A,Z follows from

the same proof as Theorem 5.1 in [WRK17]. Hence we omit details here.
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AuthGarbC

The protocol assumes the FC,λ,κ
pre functionality defined in Figre 5.

Let W be the set of indices of all wires in C, and IP , IA, IB, O be those of public inputs, Alice
and Bob’s inputs, and output wires. Let W∧ be the output wires of all AND gates.

1. Alice and Bob invoke F (C,λ,κ)
pre .

– Alice samples a global MAC key ∆A ← {0, 1}λ, bits a(w) ← {0, 1}, tags M
(w)
A ← {0, 1}κ

for w ∈W , and sets a(w) = 0 for w ∈ IB ∪ IP .
– Bob analogously samples ∆B, {b(w)}, {M (w)

A }, and sets b(w) = 0 for w ∈ IA ∪ IP .
They send (∆A, {a(w),M

(w)
A }) and (∆B, {b(w),M

(w)
B }) to Fpre and receive back

({K(w)
A }, {â(w), M̂

(w)
A , K̂

(w)
A }) and ({K(w)

B }, {b̂(w), M̂
(w)
B , K̂

(w)
B }).

2. Alice and Bob locally computes intermediate bits, tags, and MAC keys for each AND gate
(i, j, k,∧) as follows:
– Alice computes

a
(k)
0 = a(k) ⊕ â(k), a

(k)
1 = a(k) ⊕ â(k) ⊕ a(i),

a
(k)
2 = a(k) ⊕ â(k) ⊕ a(j), a

(k)
3 = a(k) ⊕ â(k) ⊕ a(i) ⊕ a(j) ⊕ 1,

M
(k)
A,0 = M

(k)
A ⊕ M̂

(k)
A , M

(k)
A,1 = M

(k)
A ⊕ M̂

(k)
A ⊕M

(i)
A

M
(k)
A,2 = M

(k)
A ⊕ M̂

(k)
A ⊕M

(j)
A , M

(k)
A,3 = M

(k)
A ⊕ M̂

(k)
A ⊕M

(i)
A ⊕M

(j)
A ,

K
(k)
A,0 = K

(k)
A ⊕ K̂

(k)
A , K

(k)
A,1 = K

(k)
A ⊕ K̂

(k)
A ⊕K

(i)
A

K
(k)
A,2 = K

(k)
A ⊕ K̂

(k)
A ⊕K

(j)
A , K

(k)
A,3 = K

(k)
A ⊕ K̂

(k)
A ⊕K

(i)
A ⊕K

(j)
A ⊕∆A.

– Bob analoguously computes b
(k)
d ,M

(k)
B,d,K

(k)
B,d for d ∈ [3].

3. Alice compute garbled tables as follows and sends them to Bob.
– For each wire w ∈W , sample a random key L

(w)
0 ← {0, 1}λ, and set L

(w)
1 = L

(w)
0 ⊕∆A.

– For each AND gate (i, j, k,∧), compute a garbled table tb(k) = (ct
(k)
0 , ct

(k)
1 , ct

(k)
2 , ct

(k)
3 )

where for d ∈ [3]

ct
(k)
d = H(L

(i)
d0
∥L(j)

d1
∥d)⊕

(
a
(k)
d ∥M

(k)
A,d∥L

(k)
0 ⊕ a

(k)
d ·∆A ⊕K

(k)
A,d

)
4. Alice outputs

– the input keys L
(w)
0 , L

(w)
1 for w ∈ IP ∪ IA ∪ IB, organized into KP ,KA,KB;

– the bits a(w) for w ∈ IA organized as a vector aI ;
– decryption information D = {a(w),M

(w)
A }w∈O.

Bob outputs
– the authenticated garbling Ĉ = (∆B, {tb(k)}, {b

(k)
d ,M

(k)
B,d,K

(k)
B,d});

– the bits b(w) for w ∈ IB organized as a vector bI .

Fig. 3: Sub-protocol AuthGarb, adapted from [WRK17, DILO22].
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AuthEvalC(C,D,kP ,kA,kB,xP ,xA,xB)
Let W be the set of indices of all wires in C, and IP , IA, IB, O be those of public inputs, Alice
and Bob’s inputs, and output wires. Let W∧ be the output wires of all AND gates.

1. Parse the inputs as:

C = (∆B, {tb(k)}k∈W∧ , {b
(k)
d ,M

(k)
B,d,K

(k)
B,d}k∈W∧,d∈[3]),

tb(k) = {ct(k)d }d∈[3], D = {a(w),M
(w)
A }w∈O.

2. In topological order, for every gate (i, j, k,Type) the algorithm holds L(i), L(j) and bits
x(i), x(j), and proceed as follows:
– If Type is ⊕, then compute

L(k) = L(i) ⊕ L(j), x(k) = x(i) ⊕ x(j).

– If Type is ∧, first decrypt the ciphertext ct
(k)
d where d = 2 · x(i) + x(j):

(a
(k)
d ∥M

(k)
d ∥L

(k)
A ) = ct

(k)
d ⊕H(L(i)∥L(j)∥d),

Next verify that M
(k)
d = a

(k)
d ·∆B ⊕K

(k)
B,d, and then compute

x(k) = a
(k)
d ⊕ b

(k)
d , L(k) = L

(k)
A ⊕M

(k)
B,d.

3. In the end, the algorithm holds x(w) for every w ∈ O, and proceeds as follows.
– For every w ∈ O, verify that M (w)

A = a(w)·∆B⊕K(w)
B , and compute x(w) = x(w)⊕a(w)⊕b(w).

– Output the values on the output wires as y.

Fig. 4: Algorithm AuthEval, adapted from [WRK17, DILO22].
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Functionality F (C,λ,κ)
pre

Let W be the set of indices of all wires in C, I,O ⊂W be the indices of input and outptu
wires, and W∧, output wires of AND gates. Further divide I input indices for public inputs
IP , Alice’s inputs IA and Bob’s inputs IB.

– On receiving (∆A ∈ {0, 1}λ, {a(w) ∈ {0, 1},M (w)
A ∈ {0, 1}κ}w∈W ) from Alice, or (∆B ∈

{0, 1}κ, {b(w) ∈ {0, 1},M (w)
B ∈ {0, 1}λ}w∈W ) from Bob, store them.

– Once received messages from both Alice and Bob:
1. For every input wire w ∈ IA, adjust Bob’s bit b(w) = 0. For every input wire w ∈ IB,

adjust Alice’s bit a(w) = 0.
2. For every XOR gate (i, j, k,⊕), adjust the bits and tags on the output wire k:

a(k) = a(i) ⊕ a(j), M
(k)
A = M

(i)
A ⊕M

(j)
A ,

b(k) = b(i) ⊕ b(j), M
(k)
B = M

(i)
B ⊕M

(j)
B .

3. For every AND gate (i, j, k,∧), sample random additive shares â(k), b̂(k) ∈ {0, 1}
such that

â(k) ⊕ â(k) = (a(i) ⊕ b(i)) · (a(j) ⊕ b(j)),

and random tags M̂
(k)
A ← {0, 1}κ, M̂ (k)

B ← {0, 1}λ.
4. For every tag, compute the corresponding mac key:

∀w ∈W, K
(w)
B = M

(w)
A ⊕ a(w) ·∆B K

(w)
A = M

(w)
B ⊕ b(w) ·∆A

∀k ∈W∧, K̂
(k)
B = M̂

(k)
A ⊕ â(k) ·∆B K̂

(k)
A = M̂

(k)
B ⊕ b̂(k) ·∆A.

Output ({Kw
A}, {â(w), M̂

(w)
A , K̂w

A}) and ({Kw
B}, {b̂(k), M̂

(k)
B , K̂k

B}) to Alice and Bob
respectively.

Fig. 5: The preprocessing functionality adapted from [WRK17, DILO22].
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