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Abstract. Recent advances in Zero-Knowledge Proof and Argument (ZKP/ZKA) Systems
allow efficiently verifiable computation in the circuit-based model (where programs can be
represented as Boolean or arithmetic circuits). However, the circuit-based model is not widely
popular due to its unsuitability for big programs (as the circuit size is linear to the program’s
size). Hence, the research community began looking into the Random-Access Machine model
of programs, namely RAM programs, which is better suited for general-purpose program-
ming. Consequently, a flurry of work began researching to construct ZKP protocols for the
correct execution of RAM programs. In this paper, we also develop ZKP/ZKA for RAM
programs, with a particular focus on two properties: (i) parallelizability, which significantly
reduces prover (and verifier) computation, and (ii) genericity, which makes the construction
requires minimal assumptions and can be instantiated with any existing ZKP protocols. To
our knowledge, previous ZKP constructions for RAM programs either (i) are not known to
support proving or verifying in parallel, (ii) require making non-black-box use of specific
SNARK constructions, or (iii) even require proving computation of random oracle.

To this end, we propose the so-called Conditional Folding Scheme (CFS) as a building block
to construct ZKP/ZKA for RAM programs. We provide a non-trivial practical construction
for our CFS that is natively parallelizable, which significantly brings the runtime of proof
generation down to O(W log N) (compared to 2(W - N) in previous works), where W is the
witness size of the heaviest operation, and N is the number of execution steps. We rigorously
prove the security of our CFS (also for the case of folding in parallel). Our scheme can be
made non-interactive using the Fiat-Shamir transform. Our CFS is generic and does not
require a trusted setup (yielding a “transparent” argument). It can be adapted to construct
Parallelizable Scalable Transparent Arguments of Knowledge for RAM Programs that we
dub RAMenPaSTA.
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1 Introduction

Zero-knowledge proof for RAM programs. Zero-knowledge proofs (ZKP) allow a party, called
the prover, to convince another party, called the verifier, that the prover knows a witness of a
certain statement without disclosing any information beyond its validity. Over the past few years,
extensive research has been conducted to construct efficient ZKP protocols [IKOS07,|GGPR13|
Grol6BBB™18,XZZ T 19|GWC19,BSBHR19,BSCR™19/CHM*20,MAGABMMT?23| for programs.
These ZKP constructions mainly focus on proving computation of circuit-based programs, i.e., those
that can be represented as Boolean or arithmetic circuits. However, circuit-based programs are only
suitable for small programs (otherwise, the circuits would be huge, especially when the program has
loops or branches), are not developer-friendly, and thus yield a bad development experience. On the
contrary, RAM programs, where the programs can be represented as a sequence of computations in
the random-access machine (RAM) model, are better for big programs and much more friendly to
those that are used to programming the general-purpose CPU. Some results [BSCGT13,[WSR™ 15|
MRS17,BCG 718, FKL 21, DdSGOTV22,|GHAK23| set their focus on building ZKP protocols for
proving the correctness of RAM programs instead. Our goal of this work is also to design a ZKP
for RAM programs, with a particular interest in two properties: genericity and parallelizabiity.
Genericity and Standard Assumptions. Although there are various attempts to build ZKP
for RAM programs, many of them have to make non-black-box use of primitives such as Suc-
cinct Non-Interactive Argument of Knowledge (SNARKSs) [BCCT12,|GGPR13}|Grol6], and global
random oracles [CJS14]. Several constructions using Incremental Verifiable Computation (IVC)
|[KS22,BC24b,|AS24] even require proving computation of random oracle (RO). Thus, they need to
prove the RO’s computation as a circuit of the employed hash function heuristically realizing RO
(a.k.a recursion heuristic) [KS22[BC23|[BC24b]. (Note that proving the output of RO instantiated
by a hash function is not a standard way of guaranteeing security since RO is an ideal object that
any function cannot represent. Usually, we heuristically realize RO by a hash function via Fiat-
Shamir transform [FS87] since we do not need to prove the correct execution of the hash function.)
Consequently, all the constructions mentioned above have to rely on non-standard assumptions
found in SNARK and IVC, such as trusted setup, Algebraic Group Model (AGM) [FKL1§]|, recur-
sion heuristic, and might not be compatible with other ZKP techniques. For example, those using
sumcheck [LFKN92, BSCR™19] have to make a non-black-box use of techniques and assumptions
found in SNARKSs for sumcheck constraints and is only proven secure in the AGM. This is due to
employing polynomial commitment schemes whose instantiations are based on AGM. On the other
hand, a generic construction (i.e., making only black-box use of cryptographic primitive) would be
more beneficial since it can be deployed with any ZKP and does not have to rely on specific or
non-standard assumptions.

Notably, only [FKL™21,[DdSGOTV22, YH24] and Dora [GHAK23| have managed to propose
efficient constructions achieving zero-knowledge while requiring only a homomorphic commitment
scheme and a ZKAoK protocol as building blocks, and do not require any non-standard assumption,
which is considered optimal in sense of genericity. However, these constructions suffer from a
common efficiency issue as follows. Consider a RAM program running in IV steps for some positive
integer N. To prove the correctness of this RAM program, the prover and verifier have to engage
in an interactive protocol that requires ©(N) rounds of communication in sequential. Therefore,
their protocols suffer from 2(/N) communication, computation, and especially network latency cost.
Additionally, requiring sequential execution means it is uncertain whether these protocols could
benefit from possible optimizations like producing the proofs in parallel, to be clarified below.
Parallelizability. A program’s execution is usually a sequence of computations. One way to opti-
mize the efficiency is to construct a ZKP for RAM program executions by making it parallelizable,
e.g., generating the proof in parallel by separating the proofs of instructions and then unifying
them into a single proof.

ZKPs for RAM programs with parallelizability have been mentioned and even considered in
several constructions, e.g., SuperNova [KS22] Mangrove [INDC"24] and SPARK [EFKP20]. More-
over, there exist several distributed ZKPs [WZCT18,|XZC"22,[LXZ"24] and the Proof-Carrying
Data (PCD) supporting parallelization [NDC™24] for general arithmetic circuits. Note that if we
employ an existing distributed ZKP protocol, on input a RAM program’s execution trace, and
view each prover as a thread, we could get a parallelizable ZKP for a RAM program execution.
Unfortunately, except [EFKP20], all the above protocols either have to make non-black-box use



on existing SNARK constructions, such as |Grol6,[ZXZS20,/GWC19|, or require recursion heuristic
in the case of [KS22[NDC™24|, and hence, they all suffer from having to rely on non-standard
assumptions. Finally, while [EFKP20] only relies on hash functions, it mentions nothing about
ZK, and it is unknown whether [EFKP20] could achieve this property. Also, SPARK’s parallel
strategy only reduces the prover time to O(WN). This is less efficient for prover time compared
to [NDCT24] and distributed ZKP since their strategy allows reducing the prover time down to
O(Wlog N) or O(W log W).

Research Questions. As analyzed above, there has not been an efficient ZKP for RAM programs
(with ZK) that achieves both parallelizability and genericity or relies only on standard assumptions.
Therefore, we ask the following questions.

Q.1 Can we construct a parallelizable ZKP/ZKA for RAM programs that require only generic prim-
itives, i.e., a homomorphic commitment scheme and a ZKAoK protocol, as building blocks?

Q.2 Can we rely only on standard assumptions (including a transparent setup)?

Q.3 And what would be the achievable efficiency when parallelizing?

1.1 Owur Contributions

We answer and affirmatively by proposing a ZKAoK, dubbed RAMenPaSTA, for RAM
programs, that is parallelizable, generic with standard assumptions, and possibly transparent in
the seturﬂ RAMenPaSTA only requires black-box use of a homomorphic commitment scheme and
a compatible ZKAoK.

RAMenPaSTA is efficient and scalable (to answer. For “scalable”, we follow the definition

in [BSBHR19|, requiring that the prover cost should be at most O(WN) and the verifier cost
should be at most poly(log(WN)). Later, when analyzing the cost, we will see that, RAMenPaSTA
is indeed scalable when executed in parallel. Compared to other constructions with minimal as-
sumptions, [FKLT21,[DASGOTV22l[YH24, GHAK23|, RAMenPaSTA has better efficiency since it
achieves parallelizability in proving the RAM programs. Consider a RAM program of N computa-
tion steps. To achieve genericity and efficiency, instead of running a ZKAoK and directly proving all
these N steps [BCGT17,[FKLT21,[DXNT23], we follow the Folding Scheme [KST22| paradigm and
propose Conditional Folding Scheme (a variant of folding scheme in [KST22]) to fold (in parallel)
all N instance-witness pairs with some conditions enforced between them, representing the N steps
and the necessary memory, into a single folded instance-witness pair. Then, we only need to apply
the ZKAoK to prove the validity of the folded pair, implying the validity of all N instance-witness
pairs. Details of our contributions are as follows.
Conditional Folding Scheme (CFS) and Generic Construction. Folding schemes such as
Nova |[KST22| and subsequent works [BCMS20, BCLT21},BC23, KST22,KS22, KS23bl LXZ" 24,
ZGGX23| do not enforce any condition between two instance-witness pairs when folding them. In
such schemes, to enforce some conditions between the folded pairs, they employ recursion heuristics
and possibly cycles of curves [H™| for consistency check of conditions validity, limiting the choices
of assumptions and proof techniques.

To avoid those issues, we propose Conditional Folding Scheme (CFS). Our CFS requires some
conditions between two to-be-folded instance-witness pairs to hold in order to fold them success-
fully. This is captured by the notion of knowledge soundness in our definition of CFS, i.e., the
extractor can extract valid witnesses with conditions satisfied. We then provide a generic con-
struction of CFS (called generic CFS) for folding two relaxed R1CS (rR1CS) instance-witness
pairs [KST22| with some conditions between them captured by an additional rR1CS. Our generic
CFS is non-trivial and does not rely on recursion heuristics and cycles of curves. We will discuss
more in detail in Section Interestingly, compared with [KST22], we only fold by leveraging
the homomorphism of commitment schemes. When applying a ZKAoK for the folded instance, the
validity of the proof implies the validity of both to-be-folded instances (by knowledge extractors).

With the above generic CFS, we can extend to fold instance-witness pairs of an N-step com-
putation. Here, an N-step computation is a sequence of N consecutive computation steps that,
between any two consecutive steps, there are some relationships between them, e.g., the output of

4 The term RAMenPaSTA is from parallelizable scalable transparent arguments for RAM programs, i.e.,
“RAM and PaSTA”. Hence, we named RAMenPaSTA.



the former step and the input of the latter one must be consistent. The folding process follows a
binary tree structure in a way that, by viewing the N computations as the N leaf nodes of the
tree, we can fold the nodes by appropriately picking two nodes and folding them into a new node
following the tree structure until reaching the root node.

Supporting Tuple Permutation and Tuple Lookup. We adapt our CFS for folding permuta-
tion and lookup arguments. For permutation arguments, we assume that there are two N-element
sequences where each sequence is distributed into N instance-witness pairs of the generic CFS.
Then, we can run the folding process and prove the permutation at once. A similar way is applied
to folding lookup arguments that N elements are a subset of a public sequence of size T'.
Constructing RAMenPaSTA and Analysis. Consequently, we construct a ZKAoK for RAM
programs, dubbed RAMenPaSTA, that is parallelizable and generic from homomorphic commit-
ment schemes and a compatible ZKAoK. Here, permutation and lookup arguments aim to support
the consistency of memory accesses, correct instruction selections, and correct instruction compu-
tations by embedding PLONK’s arithmetization into rR1CS.

Our RAMenPaSTA supports parallelization for efficiency analysis, and its costs are relatively
efficient. First, it does not require a universal circuit. Secondly, when executing the protocol in
sequential, it manages to achieve linear size in terms of W - N + T in all costs, which is similar
to |[GHAK23,|[FKL'21,[DdSGOTV22|, where N is the number of execution steps and T is the
number of instructions, and W is the witness size for each instruction. However, folding in parallel,
our scheme incurs only O(W log N+T) prover and verifier time, dominated by the cost of executing
the CF schemes in parallel. This is much better than Dora since their prover time cannot be lower
than (W - N) since their protocol needs both prover and verifier to execute the steps sequentially.
When compared to distributed ZKP protocols [WZCT18[XZCT22|[L.XZ™ 24|, our scheme is inferior
in terms of performance due to the O(log N) factor. However, our scheme is generic and can support
any ZKP instantiations, while [GHAK23,[FKL™21,[DdASGOTV22] have to make a non-black-box
use of a specific SNARK instantiation like [Grol6] or PLONK |[GWC19| for such efficiency.

Regarding instantiation of RAMenPaSTA, we provide a potential instantiation of RAMen-
PaSTA presented in Figure |z| from compressed X-protocol theory (Section . Table |1| compares
our work and several existing ZKP constructions for the RAM programs.

Table 1. A comparison of our work (RAMenPaSTA) with several existing ZKP for RAM programs. TS
means "trusted setup”, C is the size of the commitment to the witness, W is the witness size in a single
step, N is the number of computation steps, M is the memory size and T is the number of instructions in
the RAM program. While Pianist and Mangrove do not focus on proving RAM programs, it can be used
to prove any NP relation in parallel, including RAM programs.

‘Work Proof size  Prover time Verifier time Assumptions

Franzese et al. [FKL™21] O(C(N+T)) O(N+ M)WlgW) O((N + M)W log W) Hom.Com+ZKAoK

Yang et al. [YH24] O(C(N + M)) O(W (N + M)) O(W(N + M)) Hom.Com+ZKAoK

Dora [GHAK23 O(C(N +T)) O(W(N +T)) O(C(N +T)) Hom.Com.+ZKAoK

Pianist [LXZ"24] O(N) O(W) per thread o(1) DLOGH+AGM+TS
MUXProof [DXNT23] o) O((N +T)W) 0(1) DLOG+AGM+TS

Dutta et al. [DGD~24] 0(1) O(WN?) 0(1) DLOG+AGM+TS (No ZK)
Mangrove (Parallel) [NDC"24] O(1) O(Wlog N) O(log(WN)) Recursion Heuristic

Nebula |AS24] O(log® W) O(WN) O(log® W) Recursion Heuristic (No ZK)
Ishai et al. [I0S23] O(log® M) O(Nlog N + M log M) O(log® M) Hash Func. (No ZK)
SPARK [EFKP20] O(log° N)  O(WN) O(log® N) Hash Func. (No ZK)

Ours O(C(N+T)) OW(N+T)) O(C(N+T)) Hom.Com.+ZKAoK

Ours (Parallel) O(C(N+T)) OWlogN +T) O(ClogN +T) Hom.Com.+ZKAoK

1.2 Related Works

Incrementally Verifiable Computations (IVCs). An IVC allows a prover to prove to a veri-
fier the correct execution of a sequential computation. IVC can be either constructed from recur-
sive composition of SNARK [BCCT13,BSCTV14a], or accumulation/folding [BCMS20,BCL ™21,
KST22, KS22, [ KS23b, [LGZ ™23, |ZGGX23, BC24a), [KS23al |AS24]. Ben-Sasson et al. [BSCTV14a]
showed that it is possible to handle RAM programs using IVC, making it one of the major
approaches for proving the correctness of RAM programs. Their work was later improved by
[KS22,BC23,BC24bl|AS24] to achieve better efficiency. However, accumulation and folding-based
IVC constructions require recursion heuristic, i.e., proving computations of random oracle, which
is a non-standard way to achieve security as pointed out above, and this was proven to be theo-
retically impossible [HAN23|[BCG24]. This means these IVC-based constructions do not achieve



provable security even in ROM. While achieves security without recursion heuristic due
to using SNARKSs not requiring query to RO, it instead relies on the “knowledge-of-exponent”
assumption , which is another strong assumption and might only be instantiated with dis-
crete log-based ZKP protocols using such assumption such as [GrolOl|GGPR13|/Grol6] (and these
protocols also require trusted setup).

“Unroll”’-Based Approaches for Proving RAM Programs. Another way is to “unroll” the
whole RAM program into a single set of constraints and then prove its correctness using ex-
isting ZKAoKs such as [WYKW21,IKOS07,|GGPR13,|GWC19| (the term “unroll” has been used
in [GHAK23,DXNT23|). Many works [BFR™13,BSCTV14b/WSR ™ 15/BSBC*"17,MRS17,BCG™ 18,
ZGK ™18, EFKP20,[FKL ™21, DdASGOTV22,10S23,[DXNT23.|YH24,|CGG T 241|JJ24, DGP " 24] have
followed this approach to handle RAM programs. The advantage is that it avoids the recursion
heuristic problem in the IVC-based approach. However, current unroll-based constructions suffer
from inefficiency (especially prover time) or require a non-black-box use of cryptographic primitives.
For inefficiency, many works [BFR™13,[BSCTV14b,WSR ™15, DXNT23, CGG ™24, JJ24, DGPT24]
rely on (i) specific SNARK constructions such as |Grol6,GWC19,CHM ™20, (ii) quasilinear PCP
or (iii) Merkle tree commitment [I0S23], therefore these works incur at least 2(N log N)
prover time (for , the prover cost is quasilinear in both the memory size M and the num-
ber of steps N). For non-genericity, all constructions mentioned above, except
|GOTV22,[T0S23|[YH24], have to rely on non-standard assumptions found in specific SNARKs (or
other primitives) such as AGM [FKL18], trusted setup or global random oracle [CJS14]. Finally,
while [EFKP20,FKL"21,DdSGOTV22/[YH24| achieve generic constructions and enjoy linear prover
time and proof size, [EFKP20| does not provide zero knowledge for the execution because they
need to provide a short digest of the memory in intermediate steps (see Appendix |A)), and it is
unknown whether [FKL™21,[DdSGOTV22,[YH24] could support proving in parallel and the way
they handle (potentially different) instructions during the proving process. Even though
and claim to support proving instructions, they need to employ universal circuits
in each step to prove instruction executions, which is rather expensive.

Parallel /Distributed ZKP. We consider the prover and verifier, each having O(NN) threads, and
can execute the folding process in parallel with these threads. This can be seen as a special case of
distributed ZKPs, where each thread can be seen as a single prover. Thus, by using a distributed
ZKP protocol on input a RAM program, we could get a parallelizable ZKP protocol for RAM
program execution. So far, only [WZCT18|XZCT22|[LXZ"24] have attempted to propose concrete
distributed ZKP protocols by distributing the constraints of SNARKSs in [Grol6}ZXZS20,GWC19),
respectively, to each prover. Compared to ours, they all incur O(N) communication cost. For the
total proving and verification time, these complexities of their constructions are independent of N.
They thus could be more efficient than ours when W < N, since ours are both O(W log N) (see
Appendix |A| for more details). However, to achieve such efficiency, they must make non-black-box
use of the underlying SNARKs and their non-standard assumptions.

Concurrent work: Dora. Dora also leverages the folding scheme and proposes a
new primitive called ZK-bag to construct a ZKP for RAM program without the need for universal
circuits. However, their construction does not follow the IVC approach to achieve succinct proof size
but instead designs an interactive proof system that aims to achieve linear communication cost and
prover time like . It also requires minimal assumption since only a homomorphic
commitment scheme is needed. This and the folding scheme make Dora the most similar work to
ours. However, whether Dora could support proving in parallel is unknown (see Appendix [A| for
more details), meaning that it might not receive the benefits of reduced proving and verification
time from parallelization.

1.3 Paper Organization
The paper is organized in the following structure.

— Section [1] is the introduction of the paper. The related work in this section is then extended in
Appendix [A]

— In Section [2] we describe the technical overview of our result.

— In Section [3] we present the necessary backgrounds, including commitment schemes, the in-
teractive protocol for folding relaxed R1CS instance-witness pairs, and hierarchical structures.
Extended preliminaries can be found in Appendix



In Section (4] we formally define CFS’s syntax and security properties.

In Section we propose a generic CEFS CFgy,. Its security proof and detailed efficiency analysis
can be found in Appendix [C]

— In Section [6} we propose a IIgp employing the CFS described in Section [f as a building block.
Its security proof can be found in Appendix

In Appendix [7} we discuss potential instantiations of IIgp described in Section [6}

2 Technical Overview

Notation for Hidden and Committed Secrets. In this technical overview, whenever writing
[A] for an object A (either a vector or a tuple of vectors), we understand that A is committed and
hidden. Moreover [-] is homomorphic, i.e., we can compute [a- A+ - B] := - [A] + 3 - [B] for
some scalars «, (.

2.1 Defining CFS

Our definition of CFS follows the paradigm of Folding Scheme in [KST22]. Let R and Reond be
NP relations. In Nova, Folding Scheme is used to fold two instance-witness pairs (Iy, Zy), (I1, Z1)
into a single pair (I,Z2) € R ift (Iy, Zp),(I1,Z1) € R. Our definition is also similar, except with
one additional condition that (I, Z) € R iff (Iy, Zo), ({1, Z1) € R and there exists a witness W
satisfying (Io, I1; Zo, Z1, W) € Reond. For example, suppose Z; contains the input and output of
the sequential computation process. In this case, Reond simply captures the condition “the output
of the current step to be exactly the input of the next step” and W is the intermediate witness for
this condition.

Hence, we define CFS as a triple containing an algorithm CF.Setup and two protocols CF.Fold
and CF.Prove. CF.Setup returns the public parameter used for folding and proving. CF.Fold allows
interactively folding the two pairs above into a single instance-witness pair (I, Z). Finally, CF.Prove
allows the prover and verifier to check the validity of (I, Z), indicating whether (I, Zo), (I, Z1) € R
and (Io, I1; Zo, Z1,W) € Recond- For security, we need CFS to be knowledge-sound, i.e., there exists
an extractor that, given Iy, I; and with rewinding capability, can extract the witnesses Z, Zy, Z1, W
satisfying the conditions above. We also define the honest-verifier zero-knowledge (HVZK) property,
modeled by a PPT simulator, to guarantee that the privacy of those witnesses is not compromised.

2.2 Generic Construction of CFS (Generic CFS)

For folding two instance-witness pairs, we denote the witness of the i-th pair as z; for i € {0, 1}.
The witness z; is a tuple of some components (to be clarified below). Here, the prover commits to
these components into the corresponding commitments. Hence, we write [z;] to indicate that the
prover keeps witness z; while both prover and verifier keep commitments to components in z;.
Structure of [z;] for ¢ € {0,1}. For simplicity, consider a program with 2-step computation
whose the step i, for i € {0, 1}, has an execution trace as a witness z;. Moreover, there exist some
conditions between these two steps. For instance, the output of step 0 equals the input of step 1.
We come up with our design of instance-witness pairs for generic CFS. Initially, we propose

[z:] = ([x:], [front;], [rears], [x7]) (1)
where

— [x;] is an rR1CS instance-witness pair whose x; represents the witness for the computation in
step 1;

— For i € {0,1}, front; and rear; are introduced s.t. reary (in zg) and front; (in z1) contain those
needed for the condition between zy and z;. This condition is captured by a circuit taking as
inputs rearg and front;.

— [x7] is another rR1CS instance-witness pair playing the role of an accumulator to accumulate
the condition when folding. We will discuss how this accumulator works and why we need it
shortly below.



folded tuple z

tuple zo tuple z;

Fig. 1. Intuition for folding zo, z; having the form of with conditions.

Folding [zy] and [z;]. Our proposed way to fold [z¢] and [z;], with condition between rear, and
fronty, into [z] = ([x], [front], [rear], [x*]) is as follows.

1. As [xo] and [x;] respectively represent single computations for steps 0 and 1, respectively, we
simply apply Nova’s folding to fold them by using a random challenge ay € F, into [x]. Here,
x can be understood as the folded computation trace of both steps 0 and 1.

2. Since we need to capture the condition between rearg and front;, we still keep fronty and rear;
in z by setting [front] := [fronty] and [rear] := [rear;]. That is, fronty and rear; are the input
and output, respectively, of the folded computation x as it is the folded witness for both steps
0 and 1.

3. We now fold the condition. Since [z] and [z;] are two consecutive instance-witness pairs,
when folding them, we must have some condition between reary and front;. For simplicity, we
assume that these conditions are captured by public R1CS matrices A’, B’ and C’ such that

A’ -coB’'-c=C'cfor c = (pl|rearg||front; || w) (2)

where p is some public vectors supporting the computations, and w is an auxiliary witness
supporting the computation of this R1CS. Regarding w, for example, to compute 3 where
x is the input and 2?3 is the output, we may need to compute z2, included in w. As shown
in Nova |[KST22|, we can transform an RICS instance-witness pair into an rR1CS one by
setting the additional public value to be 1 and the error vector to be zero. Therefore, we can
capture the above condition by an rR1CS instance-witness pair [y], i.e., see Section for
the setting [y] = (y.u,y.pub, [y.z1], ..., [y.zs], [y.€]) where yu = 1, y.e = 0, y.z; = rear,
y.zo = front; and y.ze = w. By designing [x}] and [x}] to have the same structure with [y],
we can accumulate the condition, captured by [y], by running Nova’s folding twice to

(a) fold [x3] and [x}], by using random challenge oy € F, into [y'], and

(b) fold [y'] and [y], by using a random challenge gy € F, into [x*] playing the condition

accumulator for [z].

Remark 1. Notice that we fold [xo] and [x;] into [x] and fold [x§] and [x7] into [x*] by using the
same «. These two foldings are arguably independent (i.e., no common components). Using the
same challenge o for both foldings does not violate the security and helps save the communication
cost.

For better visualization of our folding process, we refer the readers to Figure|ll Notice that this
process of folding [zo] and [z1] only leverages the homomorphism property of the commitment
scheme according to Nova’s folding. Moreover, regarding knowledge soundness, it is possible to
extract the original witnesses by rewinding. HVZK is guaranteed due to the hiding property of the
commitment scheme and HVZK of CF.Prove as a ZKAoK.

2.3 Extension to Folding IN Instance-Witness Pairs

Let N € Z, where N > 2. We can extend the above folding process of two instance-witness
pairs into a folding one for N instance-witness pairs, in which any two consecutive pairs have
some condition between them. To this end, we first define the following notion of binary-tree-like
hierarchical structures.



cond. cond.
Z01 — Z12 Z23 — Z34

Fig.2. An example of folding in parallel for a computation with 4 steps by following HS =
{(0,1),(1,2),(2,3),(3,4),(0,2),(2,4),(0,4)}. Each box named “CFold” represents the folding process in
Figure |1} The prover with two parallel threads can fold two pairs (zo1,2z12) and (z23,z34) at depth 2 si-
multaneously as they can be folded independently. In this way, the prover obtains zp2 and z24, which are
all the witnesses of depth 1. The prover then folds zp2 and z24 into zp4, which is the final witness.

Definition 1 (Hierarchical Structures). Let N € Z . A hierarchical structure HS = {(l;,7) }ican—1]
can be arranged as a binary tree as follows.

— The leaf nodes are indexed by (0,1),...,(N —1,N) from left to right.

— If (I,r) € HS and 1+ 1 < r, then there exists a unique j s.t. 1 < j, 7 <r and (l,5),(j,r) € HS.
We see that (1, 5) and (j,r) are direct child nodes of (I,r). In this case, we define the set HSglq
to contain all triples (1,7,7) s.t. L+ 1 <7 and (I,7),(l,7),(j,7) € HS.

Remark 2. Also, we can see from Definition || that the root node is (0, N) € HS. Moreover, (I, r)
is a leaf node iff » — [ = 1. All nodes, except leaf nodes, are called non-leaf nodes.

Intuitively, we would like each non-leaf node (I,7) € HS to contain a folded instance-witness
pair [z;,] of the (I 4 1)-th to r-th pairs (among the N pairs introduced above). The subscript “Ir”
is to indicate the node (I,r) € HS. To this end, initially, in each leaf node (i — 1,7) € HS, we assign
to it the i-th instance-witness pair, among the N pairs introduced above, and denote by [z;_1);].

For each (7,7,7) € HSgld, suppose we already had [z;;] and [z;.]. By applying the CFS in

Section [2.2] to fold [z;;] and [z;,], we obtain [z;,.]. In the end, we obtain the final folded instance-
witness pair [zon] at the root node (0, N) € HS. For an example folding process, we refer the
reader to Figure 2] From Figure [2 it can be seen that we can proceed with the two foldings
independently in parallel. Hence, folding by following a binary-tree-like structure will help reduce
the computation cost significantly as follows.
A Strategy for Folding in Parallel. As HS is a binary-tree-like structure, we can fold in parallel
to make the protocol highly efficient. Folding in parallel can be done in many ways, depending on
the strategy. Here, we describe a simple strategy with N threads. Assume that the height of HS
is H = O(log N). We divide the nodes of HS into different depths from 0 to H as follows. A node
is of depth d if it is d-node away from the root node (0, N). Note that all foldings, at any depth
d, are all independent, i.e., no two foldings involve the same instance-witness pair. Hence, we can
use at most N threads to fold all the instance-witness pairs of depth d simultaneously to receive
the instance-witness pairs of depth d — 1. In this way, after H steps, we can reach [zon]. Again,
we refer the reader to Figure [2] for an example. Following HS, the folding time can be at most
H - teog = O(told - log N) where tgolq is the time for a single folding.

Remark 3. Note that, in a sequential computation process with N steps, we simply define [z;;_1)]
to be the instance-witness pair of its i-th step. By using CFS in Section (which includes folding
conditions), we directly fold everything into [zox] such that all the conditions between [z;(;_1)]
and [z;(;41)] are captured. In Nova [KST22|, [z;(;41)] additionally must contains the witness of
correctly folding the previous steps to capture the constraints between [z;;_1)] and [z;(;41)].
Since the folding step requires querying RO, thus proving [z;;+1)] in Nova requires modeling RO
as a circuit, which does not happen in our case.

2.4 Supporting Tuple Permutation and Tuple Lookup Arguments

We enhance the generic construction described in Section to support proving tuple lookup and
permutation arguments in the following sense. Let s, s € Z. Assume that each instance-witness



pair [z(;_1);] at the leaf node (i — 1,4) of HS contains b b e and b € F2. We

(i—1)> ~(e—1)i (i—1)7
consider the following conditions on bEz) 1)i7 bgzl). and bgf) 1)

— Tuple Permutation Argument. Show that (b(z) 1i )ic[n] is a permutation of (bgll)i)ie[N]’ ie.,

there exists a permutation o : [N] — [N] satisfying (bE?)A)Z-)iE[N} = (bEzlr)(i)fl)a(i))iE[N]'
- Tuple Lookup Argument. Let T € Z, and (p;);je[r) where p; € F*2 for j € [T]. Show that
{b(l yitielv) € A{Pjtjem)

The above tuple permutation and tuple lookup arguments are necessary for our construction of
RAMenPaSTA, to be discussed in Sections[2.6] and [6] containing not only proving an N-step com-
putation but also proving memory consistency (using technique from [BCGT18||ZGK T 18[FKL*21])
and instruction lookup.

Tuple Permutation Argument Adapted from [Hab22|. We can adapt Habock’s technique
|[Hab22] to handle tuple permutation arguments by proving that

. 1
z blnvE Z bInVEl) 1 (3)
1€[N]

where binv(? | = (7 + (b || ()0, -11)) ! Vi € {0,1},Vi € [N] for 7,0 & F. Intuitively,
(4)

compress each b(7 i

Tuple Lookup Argument Adapted from [Hab22]. From Habock’s technique [Hab22|, we can
handle tuple lookup by proving the existence of (mul;);cir) C F s.t.

Z binvEQ) Z pinv; (4)
i€[N]

JE[T]

into a single value and prove (3)).

where, for y, ¥ & F, binvé?ll)i = (x+ <b§l2) 1> (¢k)ke[0782_1]>)*1 for i € [N] and pinv; = mul; -

(X + <pj7 (wk)ke[0,52—1]>)71 fOI‘j € [T]

Augmenting [z;;] to Support Tuple Permutation and Tuple Lookup. Our observation
is that LHS and RHS of and LHS of are computed by taking the sum of components
with indices corresponding to the leaf nodes {(i — 1,7)};cn] of HS. However, the design of [z;,]
in is not sufficient for us to compute this sum. Therefore, our idea is to augment to each
leaf node (i — 1,4) an additional commitment-opening pair [s(;_1);] s.t., after folding following
HS to compute [s;] = [si;] + [s;r] for (I,5,r) € HSfuq, the final instance-witness pair [zon]
has [son] = > ;c(n[8(i-1):] where the sum is computed by leveraging the homomorphism of the

underlying commitment scheme. For i € [N], if s(;_1); contains blnvg RZAS [3], then son contains

2 ic(N] binvgfll)i for j € [3].

Unfortunately, regarding knowledge soundness, when having opening of [s;,-], we cannot extract
back those for [s;;] and [s;,]. To guarantee extractability, we additionally introduce [a;;] and
[ajr] respectively to [z;;] and [z;-]. Then, when folding, we can compute [a;-] := [a;;] + a1 -
laj-] + o3 - ([si;] — [sjr]) for some random a; & F which is quadratic in «j. Observe that,
for the same [ay;], [aj;r], [si;] and [s; ], if we rewind three times for with oy i.i.d., then we
extract back ay;, a]T, si;; and s;,. Specifically, if we have distinct {alr Yiew) [si] = [[slj]] + [sjr1,
[[a#)]] = [a;;] + a [ajr]] + (« (])) - ([s1;] — [s4r]) ¥4 € [3] and the openings s, alr for j € [3],
then we can extract the openings a;;, a;, and s;; — sj, respectively of [a;;], [a;-] and [s;;] — [s;-].
Since we have the opening s; of [s;] = [si;] + [s;r], by the binding of commitment scheme, we
know that s;, = s;; + s;,. Hence, knowing both s;; — s, and s;; + s;, helps recover s;; and s;, by
using simple algebra.

Eventually, our final design of [z;,] is the following form

[2i] = (Bxarl; [frontir ], [rears, ], [x7, 1 [sir], [2ur])- (5)
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2.5 ZKP for RAM Program Execution: A High Level Overview

As we have described our building blocks, we now proceed to our final goal: Constructing a ZKP
protocol to prove the correctness of a RAM program. We follow the notation of [FKL™21|] with
some modifications including the use of program counters {PCi}ie[o, N1 to select instructions. We
now briefly describe the execution of an N-step RAM program. Let M € Z be the memory size,
mem = (mem;);cas) be the memory and F' = {F]};c[r) be a public instruction set of cardinality
T'. Initially, we assume that program counter pc, = 1 and valy is some initial input value. For
i € [N], the program counter pc;_; determines instruction Fj := Iy from F', which executes
on input val;_; and returns output (pc;, ¢;, val;, mop,) where ¢; € [M] is an address in memory and
mop,; € {0,1} is a memory access operation. If mop, = 0, it is identified as a READ operation.
Otherwise, if mop, = 1, it is a WRITE operation. pc; and val; are used for the next step while
¢;, val;, and mop; determine the action for modifying the memory. Specifically, if mop, = 1 (i.e.,
WRITE), set memy, := val;. Otherwise, set val; := memy, when mop, = 0 (i.e., READ). The
output of the computation is valy. See Appendix [B] for a detailed description of RAM programs.
Intuitively, with this description, the instance, witness, and major constraints for proving the
correctness of a RAM program are as follows.

The public instance of the RAM program is (pcg, valoy = valy) and the private witness are the
value vali, = valp and the tuples (pc;, £;, val;, mop;);cin—1]-
— 1st major constraint. F.  (vali_1) = (pc;, £;, val;, mop;) Vi € [N], also known as correct exe-

cution of instruction.
2nd major constraint. Fy. € F' Vi € [N], also known as correct selection of instructions.

— 3rd major constraint. If mop; = 0 and let j be the biggest integer less than ¢ such that £; = ¢;
and mop; = 1, then it must hold that val; = val;. Also known as memory consistency check.

The 1st and 2nd major constraints are straightforward. The 1st constraint requires that the
result of each instruction is computed correctly, while the 2nd constraint requires that the next
instruction must be valid, i.e., it must be one of the specified instructions in F’. The 3rd constraint
captures the correctness of reading/writing the values from/to the memory. More specifically, let £ =
¢; = {; and suppose we read the value val from mem,, then this value must be equal to the last time
mem, was written, which is at time time;. To prove memory consistency, we use the technique from
[BCGT18,[ZGK T 18,|[FKL™ 21| by forming two sequences (macs;);cin] = (£i, time;, val;, mop;)ic(n)
and (macs;);c(n) where (macs;);cn] is sorted via address then time log. Then it is well-known
[BCGT18,FKL"21|] that memory consistency holds iff the following system @ holds.

1<4; <M Amop,; € {0,1} Vi e [N
time;_1 < time; Vi e |
(G_y <)V ((_y =) A (timej_, < time})) Vi€ |
[
[
[

macs;_1 =1)V(i—1>1) Vi e
i1 =10)V (mop; =1) Vi€
L # L)V (vali_y = val}) V (mop, = 1) Vi e

(
(¢
(¢

See Appendixfor a detailed description of @ Note that the constraints in @ can be “rep-
resented” with a fixed arithmetic circuit Cpem such that Cpem (4, macs;_1, macs;_,, macs;, macs;) = 1

iff @ holds. Finally, since we sorted (macs;);c[n) into (macs;);c[n], we must ensure that they are
permutations of each other. Thus, the 3rd constraint can be split into two sub-constraints as follows.

— Sub-constraint 1: Cpem (%, macs;_1, macs,_,, macs;, macs;) = 1 Vi € [2, N].
— Sub-constraint 2: (macs;);ec[n] is a permutation of (macs;);e[n-

In the next section, we show how to employ the conditional folding scheme to handle all the ma-
jor constraints above, hence achieving a generic, parallelizable and transparent argument for RAM
programs, namely, RAMenPaSTA, which requires only a homomorphic commitment, a ZKAoK,
and without recursion heuristic or any other non-black-box assumptions.
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2.6 RAMenPaSTA

Finally, we show how to employ CFS to handle both memory and instructions in RAM programs.
The result is a generic, parallelizable and transparent argument for RAM programs, which we
name RAMenPaSTA.

(i) Handling Memory Consistency. Recall in Section that, to prove memory consistency,
we need to form two sequences of memory accesses (macs;);cin] = (£;, time;, val;, mop,);e[n) and
(macs;)iein) = (4, time, val;, mop; )i [n] Which is a sorted version of (macs;);cn7. Then, there exists
circuit Cpem such that memory accesses (macs;);c|n) is consistent iff

(a) Cmem(i, macs;_1, macs,_,, macs;, macs,) = 1 Vi € [2, N]; and

(b) (macsg)ie[N] is a permutation of (macs; ),y

Notice that @ is the condition between any two consecutive computation steps while @ is a tuple
permutation which is suitable with our design in Section [2.4]

(ii) Universally Realizing Instructions by PLONK Structures. We first need to have a
description of each instruction. Our approach is to use PLONK’s arithmetization [GWC19] (recalled
in Appendix to encode each instruction F]’ € F' as a vector plkst; € F™* where npw € Z4.

Then, there is a circuit Cgl’lf, parameterized by ~,d & F, s.t., on inputs a PLONK structure plkst
(corresponding to an instruction F') and x, y and w where w is some supporting witness proving
F(x) =y with PLONK’s arithmetization, the following conditions must hold.

— If F(x) =y and w is valid, then C;lf(plkst, x,y,w) always returns 1.
— Otherwise, Cgl’f(plkst,x,y,w) returns 1 with probability at most O(np/ |F|).

We choose PLONK’s arithmetization and realize instructions as PLONK structures for the follow-
ing purposes. First, PLONK structure of size npx = |plkst| is sufficient to represent any arithmetic
circuit of ng.e gates (including multiplications and additions) s.t. npk = O(ngate). Second, C;’,f
also has the number of gates bounded by O(ny), making verification efficient compared to those
for universal circuits [Val76|. Third, since plkst is viewed as input to Cgl’lf , when applying ZKPs for
verifying execution of Cpy, the privacy of plkst is guaranteed.

Therefore, for an N-step computation with instructions (F;);en] selected from F', we have

the corresponding (plkst;);c(n] s.t., for 7,6 & [, the correctness of the i-th step is reduced to
Cg,f(plksti, val;_1, (pc;||macs;), auxplk;) = 1 for ¢ € [N] where x, y and w; respectively are replaced
by val;_1, (pc;||macs;) and auxplk;. This probabilistic test, for all ¢ € [N], incurs a total soundness
error O(N - npi/ |F|) by using union bound.

(iii) Correct Selections of Instructions. Finally, we need to ensure that {F;}ic(n) € {F}}jer-
Recall that, for ¢ € [N], F; = F,. . Moreover, the instruction set 7' = {F}};c(r) is described
alternatively by the set {plkst;»}jem. Therefore, we understand that the PLONK structure of
the i-th instruction Fj is plkst; := PlkSt;c-,1~ Hence, to prove correct selections of instructions,

we alternatively prove the tuple lookup {(pc;_;|lplkst;)}iciny € {(jllplkst})};epr) which is already
discussed in Section 2.4
Putting All Together. With the above discussion, the components for proving a RAM program
contains, for each step i € [N],
pc;, val;, plkst;, auxplk;, pc;, macs;, macs, (7)

where pc; = pc,;_;, val; = val;_; belongs to macs;_;, macs; = (/;,time;,val;, mop;) and macs; =
(¢, time}, val;, mop’). Arguably, we need

— Ppc; to determine plkst; by selecting plkst;ci_1 form F' = {plkst;}je[T];

— val; as input to F; (corresponding to plkst;) to compute pc; and macs; (with verification,

supported by plkst,, by circuit Cg,f ); and

— macs; for proving memory consistency of sequence (macs;);c(n] Via Crmem-
These constraints will be summarized in (22). Thus, we can distribute them to the N instance-
witness pairs ([z(;—1)i])ie[n] of the form (5] that supports tuple permutation, tuple lookup argu-
ments and also folding these pairs in parallel following Section Eventually, we can construct a
parallelizable and generic CFS that can be transformed into a ZKAoK for RAM programs, dubbed
RAMenPaSTA. See Section [6] for a detailed discussion.
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3 Preliminaries

Notations. We denote by Z and Z, as the sets of integers and positive integers, respectively. For
a,b € Z s.t. a < b, we write [a,b] and [a] to indicate {a,a +1,...,b} and {1,...,a} (applicable
when a > 1), respectively. Let F be a finite field. All vectors in this paper are column vectors. For
two vectors a, b, we denote (al|b) to be the vector [aT|bT]T. We use negl()\) to denote a function
that is o(A™™) for all n € N. We say an algorithm is probabilistic polynomial time (PPT) if this
algorithm runs within polynomial time in the size of its inputs. For any relation R in this paper, if
there exist two parties, namely, prover and verifier, jointly execute an interactive proof/argument
for prover’s knowledge of some witness wit for statement st and relation R, then we may write
(st; wit) € R where “” is to separate the common input st and prover’s input wit.

3.1 Commitment Scheme

A commitment scheme C allows one to commit to a secret vector (e.g., ¢) into a commitment (e.g., €)
by a key ck and some additional randomness ¢. We define the relation Reom s.t. (ck,&; ¢,€) € Reom
iff ¢ is computed from ¢ with commitment key ck and randomness ¢. Regarding security, C should
satisfy binding, i.e., when obtaining ¢ from committing to ¢ with randomness ¢, it is hard to find a
distinct ¢’ # ¢ and € s.t. (ck, & c’,¢) € Reom, and hiding, i.e., € reveals nothing about c¢. A formal
definition of commitment scheme is deferred to Appendix [B-6}

Remark 4. For ease of writing, we define the protocol Il in for the prover to commit to c,
with randomness ¢ is sampled implicitly, and send commitment ¢ to verifier so that both parties
achieve [c]ck. Hence, when denoting [c]ck, we understand that prover keeps ck, ¢, ¢ and € while
verifier keeps ck and c.

Hcom(Ck; C) — [[C]]Ck (8)

Remark 5. Following Remark [d] we may write a tuple mixing commitments and public values, e.g.,
(a, [b]ck; » ¢, [d] ek, ) for some commitment keys cky, cks. Here, we understand that the verifier knows
a,c and commitments to b, d while the prover knows everything, including b,d and commitment
randomness. In some case, we may write (a, [b],, ¢, [d]ck,; €) to imply that prover additionally
has a secret e since e is after “;” according to notations in the beginning of Section

Remark 6 (Homomorphism). In this result, the commitment scheme is assumed to be homomor-
phic. Specifically, we can compute [ag-co+aq-c1]ek from ag, aq € F and [cp]ek, [€1] ek by computing
ag - [eo] + aq - [e1] for ap, o € F.

Remark 7. We always commit to public vectors with default randomness 0, e.g., [0]c = (ck, C.Commit(ck, 0,0); 0,0)
for any ck where 0 is a public zero vector.

3.2 Interactive Folding Protocol for Folding Relaxed R1CS Instance-Witness Pairs

We recall the notion of relaxed R1CS (rR1CS) and its corresponding folding scheme (recalled in
Appendix [B.g]), as an interactive protocol, from [KST22].
rR1CS. Let d € Z; and mpyp, m1,...,mq,n € Z4, m = Mpyp + Zie[d] m;. Let

X = (x.u, X.pub,X.21, ..., X.24,x.€) € F X F" X F™ x ... x F™¢ x F",
Let tck = (ckq, ..., ckq, cke) be a tuple of commitment keys. Then, we write
[xJtek = (x.u, x.pub, [x.21]ck; s - - - [X-Zd]lcky > [X-€] cke) 9)
to indicate instance-witness pair after committing to x.z1,...,X.z4 and x.e by cky, ..., cky and cke,

respectively. See Remark [5| for the use of this notation.
Let 6 = (A,B,C) € ([F"X"‘)3 be a tuple of three matrices, together called rR1CS structure.
Then, [x]ik is a valid rR1CS pair if it satisfies the relation

x.u € F A x.pub € F™eee A (x.2; € F™ Vi € [d]) Ax.e € F"
RO e = { [XJrek | A[X-Zi]ek; € Reom Vi € [d] A [x.€]cke € Reom (10)
ANA -z oB-z =xu-C-z' +x.e
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Hincs(tck = (cka, . . ., ckq, cke), &, [xo]ltck, [X1 Jtek) = [X]tek
cki,...,ckq and cke are commitment keys of a commitment scheme C. Parse

[[Xiﬂtck = (xi.u, X,-.pub7 [[Xi.Z1]]ck1 N [[xi.zd}]ckd, [[Xi.e]]cke) Vi € {O7 1}

following the form @D Protocol 1,11 works as follows.
1. Prover: g + garb(&, [xo]tck, [X1Jtck)-
2. Both parties run [g]cke < Tcom(cke; g) where ITcom is defined in .
3. Verifier: a & F and send a to prover.
4. This step folds [xoJtek and [x1]tck with . Specifically, both parties compute
XU 1= X0.U + « - X1.U, [x-zi]ek; := [x0-Zi]ek; + o [x1.Zi] ek, Vi € [d],

X.pub := x¢.pub + a-x1.pub, [x.€]cke := [x0-€]cke + - [g]cke + a? [x1-€]ce-
The output of this protocol is [xJik = (x.u, x.pub, [X.Z1]ck;, - - -, [X.Za]cky, [X-€]cke)-

Fig. 3. Protocol Iliics.

where 7z’ = (x.pub||x.z1]| ... ||x.z4) and o is the entry-wise multiplication.

Folding rR1CS Instance-Witness Pairs. We recall from [KST22] for folding two instance-
witness pairs into a single satisfying pair w.r.t. RS in (see Appendixfor folding scheme’s
definition). Let [xo[tck, [X1]tck € R$1cs- We show how to fold [xoJlek and [xi]ek to obtain the new

pair [xJik € RS- With random «, the idea is to compute x.u := xg.u + @ - x;.u, x.pub =
Xo.-pub+a-x;.pub, x.2; 1= X0.2; + @-x1.2; Vi € [d]. Let 2} := (x;.pub||x;.z1|| . .. ||xi.zq), Vi € {0,1},
and 7z’ := (x.pub||x.z1]| . ..]||x.z4). Define

garb(S, [Xo]ltcks [X1]tek) = A-z( 0 Bz} + A -2z} 0 B -z — C-(x;.u-2 + x0.u-2z}).

Then, one can check that
A-ZoB -z =xu-C-7z +xe (11)

where x.e := xg.e + a - garb(&, [xo]tek, [X1]tek) + @2 - x1.€. From 7 we obtain a new pair [xJck

satisfying [x]tek € Rﬁlcs. Hence, we present protocol ITycs (in Figure [3)) for folding two pairs with
extractability discussed in Lemma [I]

Lemma 1 ((3;|F|)-Special Soundness of II,,1.). Let C be a homomorphic commitment scheme.
Assume that I1cs in Figure @ are rewinded thrice (from step , with the same [g]ce and dis-

tinct {oD}ic3), to produce {[x\9]};e(3), respectively. If we have the valid witnesses s.t. [xV ] €

Riies Vi € [3], then we can extract witnesses to construct ([XJee)ic{o,1} 8-t [Xiltck € Ryppes Vi €

[0,1}.

The proof of Lemma [I| will be presented in Appendix
Efficiency. We first define the following notations in Definition

Definition 2 (Notations for Efficiency). We define the following notations.

c(k): the size of the commitment to a message of length k.

tpS(k), tp"(k): the runming times for the prover respectively to commit and to process homomor-
phism of the commitments to messages of length k.

tve(k), tv"(k): the running times for the verifier respectively to commit and to process homomor-
phism of the commitments to messages of length k.

Assuming that A,B,C have O(n) non-zero entries, the efficiency related to protocol Ty cs in
Figure [3] as below. See Appendix for more details.

Size of [XJick- Olmpub + 3-i(q €M) + c(n)).

— Communication Cost of IT1cs. c(n).

Prover Time of Ilics. O(n +tp(n) + mpus + 3 e(g) tp"(m;) + tph(n)).
Verifier Time of Hcs. O(tve(n) + mpup + Zie[d] tvh (m;) + tv(n)).
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4 Conditional Folding Scheme

We formally present the definition of Conditional Folding Scheme (CFS), whose idea was discussed
in Section For a relation R, CFS allows to fold two instance-witness pairs into a new pair s.t.
the folded pair satisfying R implies that (i) the two original pairs also satisfy R, and (ii) together
satisfy another condition relation, denoted by Rcond. Section [41] is the syntax of a conditional
folding scheme. Section [4.2] presents its correctness and security properties.

4.1 Syntax

Definition 3 (Syntax of CFS). Let PP, Z, and Z respectively be the sets of public parameters,
instances, and witnesses. Let Py and Wi be the set of auziliary public inputs and witnesses
supporting conditions for folding. Let R C PP X Z x Z and Reond € PP X LT X I X Paux X Z X
Z X Whux be relations. A CFS CF for relation R and associated condition relation Reond, 95 a tuple
CF[R,Reond] = (CF.Setup, CF.Fold, CF.Prove) described as follows.

CF.Setup(1*) — pp: This PPT algorithm returns a public parameter pp.

CF.Fold(pp, 1o, I1, P; Zy, Z1,W) — (I; Z): This is an interactive protocol between prover, holding
(Io, Zo), (I1, Z1) € ITx Z and auziliary public input P € Payx and witness W € Wayx supporting
the condition for folding, and verifier, holding Iy, Iy € Z and P € Pax. In the end, the prover
and verifier receive the folded pair (I,7Z) and folded instance I € I, respectively.

CF.Prove(pp, I; Z) — {0,1}: This is an interactive protocol between prover, holding (I, Z) € ITx Z,
and verifier, holding I € I, s.t. prover tries to convince verifier that he knows Z € Z satisfying
(pp,I; Z) € R. Eventually, verifier returns b € {0,1} for deciding whether to accept (b =1)
or reject (b=10).

4.2 Security Requirements

We now define the security properties including correctness, knowledge soundness and honest-
verifier zero knowledge (HVZK) in Definitions and [7] respectively, for a CFS CF[R, Reond],
whose syntax is defined in Definition [3]

Correctness. Correctness of a CFS is formally defined in Definition

Definition 4 (Correctness). For pp < CF.Setup(1*), any {(pp, I;; Zi)}ticto1y € R, P € Paux
and W eW,ux s.t. (pp, Lo, 11, P; Zo, Z1, W) E Rcond, it holds that

Pr[(pp,I; Z) € R|(I; Z) <+ CF.Fold(pp,lo, 1, P; Zo,Z1,W)] >1—e1.

And, for any (pp,I; Z) € R, Pr [b = 1|b<— CF.Prove(pp, [; Z)} > 1 — e where €1 and €3 are
respectively folding and completeness errors (of CF.Prove). The sum €1 + € is the correctness error

of CF.

Knowledge Soundness. We now briefly discuss the intuition for modeling knowledge soundness
property. To model, we use a PPT extractor £, having oracle access to the potential adversary
playing the role of a prover, to extract the witnesses given the instances Iy and I;. Here, we
allow £ to rewind A to any previous state of A, several times polynomial in \. Therefore, we
write £4(€) (pp, Iy, I1, P) to indicate the execution of £ (playing the role of verifier) with oracle
access to A (playing the role of prover) to extract the witness Z; corresponding to I;, w.r.t. R
for i € {0,1}, and witness W for guaranteeing the condition for folding Iy and I;. This notation
implies the executions of CF.Fold and CF.Prove inside. That is, £ can invoke CF.Fold and CF.Prove
appropriately such that A cannot distinguish £ from a verifier.

If there is any invocation to CF.Prove that returns 0, £ simply aborts and return L. Since A is
trying to break knowledge soundness, we consider that CF.Prove always returns 1 because returning
0 indicates that A does not know the corresponding witnesses for I; to satisfy R, Vi € {0, 1}, with
overwhelming probability, by the correctness in Definition [

Eventually, if € returns (Zy, Z1, W) as the extracted witnesses, the knowledge soundness of CF is
guaranteed if, with overwhelming probability, (i) Zy and Z; are valid witnesses for Iy and I, respec-
tively, w.r.t. R, and, (ii) with witness W, the condition must hold, i.e., (pp, Io, I1, P; Zo, Z1,W) €
Rcond'

The above discussion is formalized in ES=°"(\) (c.f. Figure 4). Knowledge soundness is for-
mally defined in Definition
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pp < CFSetup(l’\), (107]17 P7 sec) < A(pp)7 (ZO7Z17 W) — 5./4(5&6) (pp7]0,117P)'
b= ((pp; 1o; Zo) € R) A ((pp, I1; Z1) € R) A ((pp, Lo, 11, P; Zo, Z1, W) € Reond)-
Return —b.

Fig. 4. Experiment ES()\).

Definition 5 (Knowledge Soundness). C.F is said to satisfy knowledge soundness if N € Z 4,
any (PPT) A, there exists a PPT extractor £, with rewindable oracle access to A, it holds that
Pr[ES=und(\) = 1] < negl(\) where ES*Umd()\).

HVZK. Before formally defining HVZK of CF, we define the transcript the Definition [6] Then,
we define HVZK of CF in Definition [1

Definition 6. We denote by Hcr(pp, lo, I, P; Zo, Z1,W) to be the combined protocol that se-
quentially runs (I; Z) < CF.Fold(pp, Iy, I1, P; Zy, Z1,W) and then b < CF.Prove(pp,I; Z). We
define the transcript

tr<_VieW(HC]:(pp7]0a11;P; ZO)ZI7W)) (12)

of Ilcr between prover and verifier to contain all public inputs and exchanged messages during
ezxecuting protocols CF.Fold and CF.Prove in Ilcx.

Definition 7 (HVZK). CF is HVZK if, for pp < CF.Setup(1%), there exists a PPT simulator S
s.t., for any distinguisher A, any (lo, I, P; Zy, Z1, W) satisfying (pp, I;; Z;) € R Vi € {0,1} and
((pp7]07llap; ZO7Z1aW) € Rcond>7

|Pr [A(tr) = 1|tr « View(II¢=(pp, Lo, 11, P; Zo, 21, W))}
—Pr [.A(tr) = 1’tr — S(pp,IO,Il,P)H < negl(A).

5 A Generic CFS

We propose a generic CFS CFgyy, following the discussion in Sections @ and @ Section

presents the design of the instance-witness pairs for CFS following the form discussed in . In
Section 5.2 we define the relations for the pairs defined in Section [5.1} In Section [5.3] we construct
protocol Ilg.gne for folding two instance-witness pairs specified in Section w.r.t. relations in

Section 5.2

5.1 Form of Instance-Witness Pairs for Generic CFS

Following Section[2.4] we come up an instance-witness pair of the form [z] = ([x], [front], [rear], [x*], [s], [a])
in without mentioning the commitment keys (for committing witnesses) and indices (for folding
following HS). Recall that [x] and [x*] are rR1CS instance-witness pairs w.r.t. rR1CS structures

S = (A,B,C) and & = (A',B’,C’), respectively. In our design, the witness of [x] contains

d € Z vectors X.z1, . .., X.z4 respectively of lengths mq,...,mg and an error vector x.e of length

n. The witness of [x*] contains 3 vectors x*.z1, ..., x*.z3 respectively of length m/, m}, mj, and

an error vector x*.e’ of length n’. x* is of length 3 to capture the condition between x*.z; and

x*.zo with supporting witness x*.zs. Finally, s and a are of length s € Z,..

Let C be a homomorphic commitment scheme defined in Section Letd € Z,. Let ckq, ..., ckg,
cke, cki, ckj, ckj, cke’ and cks be commitment keys for committing messages over F of lengths
mi,...,mq, n, My, my, my, n’ and s, respectively. We define instance-witness pair [z]p, with pub-
lic parameter pp containing commitment keys generated from C. The formal design is as follows.

pp = (tck, tek’, cks ), (13)
z = (x, front, rear, x*, s, a ), (14)
[[Zﬂ pp = ([[X]]tck’ [[front]] ckf o [[rea r]] ckf» [[X*]]tck' ) [[S]] cks [[a]] cks ) (15>
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where tck = (cky, ..., ckq,cke) and tck’ = (ck], ..., cks, cke’) are tuple of keys for rR1CS instance-
witness pairs (see Section [3.2); front, rear, s, a are vectors over F; and x, x*, [x]sck, [x*]tck’ have the
following forms.

X = (xu, X.pub, X.Z1, ceey X.Zg, x.e ),

[x] ek = (xu, x.pub, [x.z1] ks s ey [x-Za]ck, [x.€Jee ),  (16)

xX* =  (xX*u, x*.pub, x*.z, oo, xXt.zg3, x*.e ),

[[X*]]tCk’ = (X*'ua X*'pUb7 Hx*'zl]]Cklla ) [[X*'Z:i]]cké? [[X*'e]]Cke' ) (17)
It can be seen that A,B,C € F™*™ and A/,B/,C’' € F""*™ where m = Mpup + Eie[d] m; and

/

m' =my, + 3 ic(5 My Where mpyp = [x.pub| and my,, = [x*.pub].

5.2 Defining Relations

We define the relations for the instance-witness pairs in to support our construction of CFS
CFegnr. Let pp be of the form . Let &, &’ be fixed in advance. We define the relations RS:©

gnr-inst?
in (I8), and RS, g, in (19), respectively, s.t.

— RS:S"  captures the constraints inside each [z]p of the form (L5).

gnr-inst

— Rgr_cond captures the condition when folding [zo]pp and [z1]pp into [z]pp where [zo]pp, [21]pp

and [z]pp are of the form (7).

R;ﬁnst = {[[Z]]pp (18)

[[front]] ckly [[rearﬂ cki HSH cks; [[a]] cks € Rcom
Atk € RS A [ e € RS '

rrlcs rrlcs

We now define the condition relation Rg,r_cond with associated set Wegnr-aux defined to be the set con-

taining all auxiliary witnesses in the forms of fixed-length vectors over F s.t. we can fold [zg]p, and

[z1]pp with auxiliary witness W € Wenr.aux. Parse [z;]pp = ([X:]tcek, [[fronti]]cké, [[reari]]ckfl, [xF Teek’ s [8i]ckss [@i]lcks)
as in for i € {0,1}. Relation RS’ is formally defined to be

gnr-cond

Ren {0, [z0]op: [21]p7 W) |W € Wenraux N A/ -coB’ - c=C - c} (19)

gnr-cond —

where p is an additional public input supporting the condition and vector ¢ = (p||rearq||/front; ||w).
Relation Rgm_cond specifies the condition in the form of a computation of R1CS equation w.r.t.

matrices A’, B’ and C’ in &'.

5.3 Protocol Ilfg.gor and Construction of CFS CFgp,

We formally describe the generic CFS CFgn = (CF.Setup, CF.Fold, CF.Prove). To this end, first
describe protocol Iog-gnr in Figure for folding [zo]pp and [z1]pp into [z]pp and then use Ifoig-gnr
to construct CF.Fold in Figure [6]

Overview of Igd.gnr- We describe in high level the protocol Hiid-gnr for folding [zo]pe and [z1]pp
into [z]pp, where [zo]pp, [Z1]pp and [z]pp are of the form . This high-level description follows
the discussion for folding two instance-witness pairs in Sections and The prover and verifier
proceed as follows.

— Obtain folded rR1CS instance-witness pair [x] by folding [xo]wk and [xi1]ick using Nova’s
folding with a challenge oy € F. This can be done by running protocol I1;1cs in Figure [3| w.r.t.
tck and 6.

— Set [front]c, = [fronto]e, and [rear]q = [reari]cq -

— Obtain the accumulated relaxed R1CS instance-witness pair [x*] for the condition by first
forming the rR1CS instance-witness pair [y[iw where y contains [rearo]ew, [fronti ], and

some auxiliary witness [w]a, s.t. [Y]iew € Rf?l'cs. Then, fold the three pairs [x§Jwex [X7]tex
and Y]/, into [x*Jiewr by first running protocol I, described in Figure 3] with challenge
ay € F to fold [x§]iew and [x% ]k into [y'Jeek- Then, fold [y Jiew and [yliew into [x*Jicr by
again running protocol Il,1.s with challenge oo € F.
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Hold-gnr (PP, 6, &, [Z0]lpp, [21]p, P; W) — [2]pp
Parse [zi]pp = ([XiJtek, [fronti]ec,, [rearsJac, , [xi ek, [Si]cks, [@illews) Vi € {0,1} where public parameter pp
is of the form (I3). We describe protocol [fd.gnr as follows.
1. Prover: Compute g + garb(S, [xo]ick, [X1]tek) and g1 < garb(&’, [x5]ekr, [Xi ) where garb is in
Section
2. Both parties run [g]cke <= Icom(cke; g), [W]ae, = Heom(cks; w) and [g1]ecker ¢ Icom(cke'; g1) where
Icom is defined in . Form the pair (for the condition)
[[y]]tck’ = (yuv y-pub, [[y'zl]]Ck,ly [[y'ZQ]]ck’27 [[y'zf’)]]ckg? [[y'eﬂcke/ )

= (17 p, [[rearoﬂck’la [[frontl]]ck’ ) Hwﬂckév [[On Hcke’ )
Notice that cky = cka and cky = ck; as designed in Section [5.1] and the commitment [0" ]4e can be
determined by verifier alone, as in Remark

3. Verifier: Sample a; g F and send a3 to prover.
Both parties run step [l in IT1cs (see Figure[3)) to
— fold [[xo0]tck, [x1]tck into [xJtck with a1 and [g]cke, and
— fold [x§]eers, [XI]ters into [y Jrewr with a1 and [g1]eke’-
Prover: Compute g2 <+ garb(&', [y Teek s [y]er )-
Both parties run [ga2]lcke’ < Heom(cke’; g2).

P

Verifier: Sample a2 g F and send a2 to prover.
Both parties run step {4]in ITpics to fold [y Jewr, [Y]eerr into [x*Jea with az, [g2] ke’
Finally, both parties compute the followings.

[[front]]ckl2 = [fronto]]ckrz, [8]eks := [So]lcks + [81]cks)

© XN oo

[rear]qq := [reari]oky,  [aleks := [@0]eks + 1 - [ar]eks + @ - ([S0]eks — [51]eks)-
The output of this protocol is [z]pp = ([X]eck, [front]ec, [rear]e , [x* ek, [S]eks, [a]eks)-

Fig. 5. Protocol Itid-gnr-

Generic CFS CFgnr

CF.Setup(1*) — pp: This algorithm works as follows.
1. Sample cki,...,ckq, cke, ck}, cks, ck, cke’, cks from C.Setup.
2. Form tuples tck := (cki,...,ckq,cke) and tck’ := (cki, ckj, ckj, cke’).
3. Return pp := (tck, tck’, cks).
CF.Fold(pp, [zo]pp[z1]pp, P; W) — [z]pp: Both parties run Ilfoiggn (see Figure by [z]ee
Hfold—gnr(pp7 6: 617 [[ZOHPW [[Zlﬂppv p; W) ,
CF.Prove(pp, [z]pp) — {0,1}: This is a proof/argument for [z]p, € RE'S

gnr-inst *

Fig. 6. Generic CFS CFgpr.

- Finau}’7 compute [[S]]cks = [[SO]]cks+[[Sl]]cks and [[a]]cks = [[aoﬂcks+a1'[[alﬂcks'i‘a%'([[sOﬂcks_[[Slﬂcks)
as instructed in Section 2.4

Formal Description of IIfy4.gn- Assuming pp, & = (A,B,C) € (F**™)3, &' = (A/,B/,C’) €
([F”lxm/)?’ are commonly determined by prover and verifier. Protocol Ifog.gnr in Figure [5] is for
folding [zo]pp and [z1]pp into [z]pp, With public input p € my,, and secret vector w € Wegnr-aux for
the condition.

CFS CFgpnr. The construction of CFS CFgnr can be constructed from this protocol Ilgig-gnr straight-
forwardly. Let & = (A,B,C), & = (A’,B’,C’) be described as above. Let C be a homomorphic

commitment scheme. We describe the generic CFS C‘anf[RS17r—6ir:st7 Rgen/r_cond} = (CF.Setup, CF.Fold, CF.Prove)
in Figure@ (with security in Theorem employing Is4-gnr as a building block. In the description,
we do not strictly follow the syntax defined in Definition [3] due to abusing notations. However,
recall from Section it is understood that the witnesses Zy, Z; of provers are (zg, 29), (z1,21),
respectively, and the instances I, I; are zg,z; which are contained in [z]pp and [z1]pp, respec-

tively. Here z and z are the randomness and commitment of z respectively, as defined in Section

B1

Theorem 1 (Security of CFgy,). If CF.Prove is an (HV)ZKAoK and C is a secure homomorphic
commiatment scheme, then CF gn, is correct with correctness error cerrps(pp), HVZK and knowledge-
sound with soundness error O(1/|F|+ serrps(pp) + negl(A)) where cerrpe(pp) and serrpe(pp) respec-
tively are completeness and soundness error of CF.Prove.
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Proof (Sketch). Completeness is straightforward. HVZK is implied from the hiding property of C
and HVZK from the employed protocol realizing CF.Prove. Knowledge soundness of CF gy, follows
the knowledge soundness of CF.Prove and the binding of C. The full security proof is presented in

Appendix a
Efficiency. Recall the notations in Definition [2| The efficiency is as follows.

— Size of Public Instance in [z]pp in [15]). O(mpw + Diefa €(ma) +c(n) +mpy, + 301 c(mf) +
c(n') 4+ c(s)).

— Communication Cost of CF.Fold. O(c(n) + c(n’)).

— Prover Time of CF.Fold. O(n +tp®(n) + mpub + >4 tp" (m;) +tp"(n) +n' +tpc(n) +m/,, +
Dicr tP"(mi) + tph ().

— Verifier Time of CF.Fold. O(tv®(n)+mpub+3 ;4 tvh (mi)—l—tvh(n)—|—tvc(n')+m;ub+zie[3] v (ml)+
tvh(n')).

— Prover and Verifier Time of CF.Prove. This depends on the employed ZKAoK.

See Appendix for a detailed discussion of efficiency.

6 RAMenPaSTA: Parallelizable Scalable Transparent Arguments of
Knowledge for RAM Programs

We construct RAMenPaSTA, a parallelizable and generic argument of knowledge for RAM pro-
grams. Let pp be the tuple of commitment keys, described in (I3). Recall that F’' = {Fi}jem is
an instruction set of T' instructions describable by the PLONK structures Fl, . = {plkst}};c[r)-
Given an output valg,; and commitment tuple [vali,]ci to secret input vali, with commitment key
cki, prover proceeds an interactive argument with verifier for the statement that valy,; is the output
of an N-step execution of the RAM program RAM with instruction set F', i.e., RAM(val;) = valoys.
(See Section [2.6] and Appendix for the description of RAM programs.) This statement is for-
malized by Riam in .

Riam= {(cki, Fleruets [Valin] ki, valout) | [valin]cki € Reom ARAM(val;y) = valout} . (20)

In Section [6.1] we first reduce the constraints for proving a RAM program into those suitable
for us to apply the generic CFS (Section . The adaptation to this generic CFS is presented
in Section by following the discussion from Section Finally, in Section we describe
RAMenPaSTA.

6.1 Reducing Constraints

We first recall the components mentioned in Section Let N,T,M € Z,. An N-step RAM pro-
gram has an instruction set F' = {F}} ;7] representable by the PLONK structures {plkst;- Yierr)-
To prove the correct execution of a RAM program, as specified in ([7)), we need the following
components for each i € [N].

pc;, val;, plkst;, auxplk;, pc;, macs;, macs; (21)

JE— - . . i
where pc; = pc,;_;, val; = val;_1, macs; = (/;, time;,val;, mop,;) and macs; = (¢,,time}, val;, mop!,).

With v, § EF sampled in advance, the correctness of the RAM program, as in , with soundness
error O(N - nyi/ |F|) due to the use of PLONK’s arithmetization with random -+, d discussed in

Section by proving

Crnem (i, macs;_1, macs,_,, macs;, macs}) = 1 Vi € [2, N,

Tuple Permutation: (macs;);c[n] is a permutation of (macs;);c|ny,
Tuple Lookup: {(p¢;|plkst;)}icny S {(Jllplkst))} ey,
Cglf(plksti,ﬂi, (pc;||macs;), auxplk;) = 1 Vi € [N]

(22)
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where Cpem and Cg,f , parameterized by 7, § & [F, are public arithmetic circuits for memory checking
and instruction execution, respectively. The detailed discussions of these two circuits are deferred

to Appendices and

We now discuss the handling of constraints in .
Tuple Permutation in . Recall the technique discussed in Section to prove tuple argu-

ment. We use challenges 7,w & Fto compute, for all i € [N],
miv; = (7 + (macs;, (W*)kejo,3))) " and miv; = (7 + (macs;, (W*)kejo,3))) ™" (23)

with probability for division by zero bounded by O(N/ |F|). Then, we can prove this tuple lookup
argument by proving that Zie[N] miv; = Zie[N] miv;. The argument has soundness error O(4

N/|F|) = O(N/|F|) (see in Appendix [B.4)

Tuple Lookup in Slmllarly, we use the technique discussed in Section n to prove this
tuple lookup argument Let Nplk = |p|kstj| for any j € [T]. Then, we prove this tuple lookup
argument by proving the existence of (mul;);ec;7) € F such that, for x, EF sampled in advance,
> iev) PKivy =3y plkivj where

plkiv, = (x + ((BC; [Iplkst,), (V*)kefony)) Vi € [N],

plkivi = mul; - (x + ((jllplkst}), (V") refon))) " Vi € [T]-
This reduced argument implies the tuple lookup argument with probabﬂity for division by zero
bounded by O((N +T)/|F|) and soundness error O(npk - (N +T)/ |F|) (see (48) in Appendix[B.4).

Putting All Together. Let ~,d, 7, w, x, ¥ & F and (muly);erm € F be prepared in advance. Let

plkiv = mul; - (x + ((j [l plkst}), (wk)ke 0mp)) " for j € [T]. With those above discussions for tuple
permutatlon and tuple lookup in , we enhance components in ([21]) to additionally contain miv;,
miv; and plkiv; for i € [N]. Hence, for each i € [N], the components 1nclude

(24)

pc;, val;, plkst;, auxplk;, pc;, macs;, macs;, miv;, miv;, plkiv, (25)

as of (21 enhanced

where pc; = pc;_;, val; = val;_1, macs; = (£;,time;,val;, mop;) and macs, = (¢, time], val}, mop’).
Then, system is reduced, with some negligible completeness error, to the combination of ,
(27) and below. See Lemma [2| for the soundness of this reduction.

Cimem (i, macs;_1, macs;_,, macs;, macs;) = 1 Vi € [2, N|, (26)
miv; = (7 4 (macs;, (wk)ke[0,3]>)_1 Vi € [N],
miv; = (7 + (macs, (wk)ke[0,3}>)’1 Vi € [N],
plkivi = (X :«ai”plkﬂi)’ (wk)kE[O,nmk]»il Vie [N]v
C"Y,f(plkst. val;, (pc;||macs;), auxplk;) = 1 Vi € [N],

Z miv; = Z miv’, Z plkiv, = Z plklv (28)

1€[N] €[N 1€[N] JET)

(27)

Lemma 2. Let 7,0, T,w, X, ¥ & F and (mul; )]E[T] e F be prepared mn advance Let pIklv =

mul; - (x + ((7llplkst}), (V") kefo,ng)) " for j € [T]. Then, (i) (22 Zmpl%es ©6), 27) and @Y) with
pmbabzhty 1-— O((N+T)/ IF|) due to division by zero; (i) And ([26), [27) and ([28) together imply
with soundness error at most O(npk - (N +T)/ |[FD

The proof of Lemma [2]is deferred to Appendix

Remark 8. The purpose of splitting into , and rather than making them a single
system of constraints is to distinguish them as follows. (26)) is for the condition between two
consecutive instance-witness pairs. is for constraints those inside a single instance-witness
pair. And, is for proving tuple permutation and tuple lookup as discussed in Section
Hence, splitting them into three separate (system of) equations is convenient for us to design
instance-witness pairs for folding in the following Section
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6.2 Partitioning Components and Adapting to Generic CFS

We first discuss how to put those components in , in Section into instance-witness pairs
suitable for applying generic CFS in Section Then, we specify the necessary relations for
folding, as required in Section [5.2

Partition components in (25)), into z;; of length m;, Vi € [N],Vj € [5], below.

z;1 = (pc;||val;||macs;||macs;) € F™,  z;5 = (pc;||macs;||macs;,) € F™2, (20)
z;3 = plkst; € F™3, 7,4 = aux; € F™,  z;5 = (miv;||miv}||plkiv,) € F™

where aux; (containing auxplk;) is the auxiliary input supporting the verification of system
w.r.t. A, B, C € F"*™ defined in the following Definition

Definition 8. Forn € Z, andm = 1+Zj6[5] mj, A,B,C € F*"*™ with~v,d,T,w, x, ¥ hardwired,
are defined s.t., for all z;; € F™* ... z;5 € F™3,

A (U|zill. .- ||zis) o B - (U|zir]l .. - ||zis) = C - (L|zar]| - .- [|i5)
iff holds and the suffizes of z;1 and z;2, w.r.t. macs; and macs;, are equal.

Remark 9. We note that, for i € [N], A, B, C, z;4 and z;5 are determined only after v, d, 7, w, x, ¥
are known. This is due to constraints in .

Condition for Two Consecutive Instance-Witness Pairs. For i € [2, N], according to our
partition of components in , we define matrices A’,B’, C’ to enforce the condition between
z(i—1)2 and z;; as in the following Definition @

Definition 9. A’,B’, C’ are defined in advance s.t., Vi € [2, N], exist w; s.t.
A" (L) |z—1)2llzallwi) o B - (1) |Z-1)2llzin|wi) = C" - (1, 1) | Z(—1)2|Zi1 [|Ws)

iff (i) PC; in 241 is equal to pc;_y in z_1y2; (1) val in z;1 is equal to val;_y in macs;_1 in z;_1)2;

and (i) Cpem (i, macs;_1, macs,_,, macs;, macs;) = 1 (as of (26])) macs;—1 and macs,_; are in
Z(i—1)2, and macs; and macs; are in z;.
!’ ’

We assume that A’, B’ C’ € F™ *™ where, for m;ub =2, m} = ma, mh =my and mfs = |w,,

n' is some integer in Zy and m’ = my,, + 3 M. Here, setting my = mg and my = my is due

to |z(i,1)2| =mgy and |z;1| = m.

In other words, z;; in step i is designed to capture some constraints with z; 1), in the previous
step ¢ — 1. This includes the correct use of pc;_; and val;_; from the previous step ¢ — 1 to
determine the computations in the current step i (see Section and Appendix and the
memory constraint in .

Capturing Tuple Permutation and Tuple Lookup. From the partition in , we see that
z;5 = (miv;[|miv;|[plkiv;). Since we need to take the sums 37, ¢y Mivi, D5cpny Miv; and 5, pny PIkiV;
as specified in . Notice that, we do not need to consider the {plkst;- }iepr) since these can be
computed publicly from the public set {plkst; }jepr) and random challenges x, 9.

Putting All Together. Let

6 =(A,B,C)and & = (A',B’,C’) (30)

specified above. Let HS be defined in Definition [I} We adapt the above discussion into the generic
CFS CFgnr described in Section Recall the form of instance-witness pairs in (I5)). For i € [N],
we design [z(;_1;]pp to be

([[X(iq)iﬂtckv [[ffont(iq)iﬂckp [[rear(ifl)i]]ckw [[X?i_m]]tck’, [[S(ifl)i]]cksa [[a(ifl)i]]ckg,)
whose components are as follows. The rR1CS instance-witness pair [x(;_1);]twck is the tuple
whose [0™]cke is committed as in Remark

(X(i—1)i-U, X(i—l)i-pUba [[X(i—l)i~zl]]ck1 Yo [[X(i—l)i-ZSHcksa [[X(i—l)i-e]]cke)

— (1,1, [2uens - - [7i5]eee, [07ere) 3D
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Notice that we set d in Section [5.1/ to be d = 5. The rR1CS instance-witness pair [[X?i_l)iﬂtck’, as

a condltlon accumulator, is set randomly s.t. [[X(z mﬂtck € Rgnr cond (see ) with & defined in
. Since this accumulator is used for folding the instance-witness pairs for the conditions at the
leaf nodes, as there is no related condition, we simply set it to be random.

[front(;_1)iJck, and [rear;;_1y;]ck, respectively are [z;1]ck, and [Zs2]ck,. Recall that, from Sec-
tion tck’ = (cki, cky, ck, cke’). As we use front(;_1); and rear(;_1); for capturing the condition,
we hence enforce ck} = ckg and ckj = ck.

Finally, we set [s¢;_1)ilcks := [Zi5]cks and [ag_1):Jcks t0 be [0*]ck, (committed as in Remar
Since, as explained above, z;5 contains only 3 F-elements. Therefore, we enforce cks (in Section [5.1))
to be cks = cks = 3.

We now construct RAMenPaSTA (Section considering CFgnr (Section as a building
block with the setting of {[z(;—1)i]pp}icn], at the leaf nodes of HS.

6.3 Description of RAMenPaSTA

We describe RAMenPaSTA, as IIrp (c.f. Figure[7), for relation Ryam (c.f. (20)). We first need to
prove the constraints specified in Lemma [2| clarified as follows.

Initial Setting. Due to Remark @ {2ij}ieN].jea,5) are determined only after ,d, 7, w, x,¢ are
known. Parse z1; = (pc,||vali||macs;|macs}) and zx2 = (pcy||macsy ||macsly ). Let pc; = pcy = 1
be the initial program counter, val; = valg = val;, and valy = vale,. Moreover, &' = (A’,B’,C’)
can be determined without knowing ~, d, 7,w, x, % (see Definition E[)

When +,0,7,w,x,% are known, prover can compute {z;;}ic[n],jc[4,5]- Moreover, both par-
ties can commonly determine & = (A, B, C) following Deﬁnition Hence, at this stage, both
parties can determine necessary components as specified in Section to fold with public in-
puts (Pi)iefz, N] = (1,4)iep2,N)- In the end, we need to run CF.Prove which is a ZKAoK for

does not suffice for proving relation Ryam. In fact, RS .6’

[[ZONHPP € Rgnr inst* HOWGVQI‘ R gnr-inst

gnr |nst
does not imply those for related input and output (i.e., the values val and val in zgx are vali, and
valout, respectively) tuple permutation and tuple lookup.

Capturing Rgm mst With Enhanced Constraints. To capture the mentioned constraints, we
must prove » ey Mivi = >,y miv; and Diev Pkivy = ey plkiv} (see ([28)). After folding
following HS, the ﬁnal instance-witness pair Z()N contams SoN = Zie[N] S(i—1); as explained in
Section By parsing sonx = (plkiv|/miv||miv’), we need to prove miv = de[T] pIkiv’ and miv =
miv’ where plkiv; = mul;- (x +((jllplkst}), (V%) kefo,n)) " for j € [T] (see Lemma' Moreover, we
also need to prove the correct commitment of input vali,, i.e., [valip]Jcki € Reom and the consistency
between the input val;, and output valy,, of the RAM program. Observing that frontgy and reargy
respectively are equal to fronty; (in z11) and rearys (in zy2) due to the folding strategy specified
in Sections and Hence, we need to additionally prove that input in frontyy and output in
reargy respectively match val;, and valy,:. Thus, we have the relation

[[Zﬂpp S RC & A Hvalinﬂcki € Reom

H AW gnr-inst
(Epa’lc?’ (Ck;T;])JG[T]’ APC = 1 Aval = vali, A val = valoy
! Valin[lcki; Valout, :
RRor = (i )y, | A[mtlilekm, & Reom ¥ € [T]) . (32)
mJ ) A mu
[2]o0) APIKIV=D e (1) 3Gt e )
Amiv=miv’

where (i) cki and {ckm;} 7] are for committing vali, and {mul;} (7, respectively; (i) [z]pp =
([xJtek; [front] ek, [rear]cky s [X* Jeck’s [8]eks s [@]lcks )s of the form , and s = (plkiv||miv||miv’) where

commitment key setting is discussed below; (iii) pp = (tck, tck’, cks), tck = (cky,...,cks,cke) and
tck’ = (cK}, ckh, ckf, cke’) where ck} = cka, cky = ck; and cks = cks = 3 as explained in Section [6.1}
and (iv) front = (pc||vall|...) and rear = (pc|jmacs|macs’) s.t. macs = (¢,time,val, mop) as in

memory consistency in Section

Hence, proving [zon]pp € RRP orf 111 implies not only [zon]pp € R;remst but also the
constraints in relation R,y in due to Lemma RAMenPaSTA is described in Figure I as
IIrp with security in Theorem [2) I
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IIrp (pp, cki, (ckm;) je (7], Faructs [Valin]cki, Valout; (2i)ic(n,jeq3), (muly)jeiry) — {0,1}
With the parameters m1,...,ms, n, my,...,ms, n’ and
pp = (tck, tck’, cks) = ((cki, ... ,cks,cke), (cki, ..., ck), cke’))
s.t. cki = cka, cky = ck; and cks = cks = 3 (see Section , IIrp runs as follows.
1. Both parties run protocols, from ITcom (see Remark [4)).
[Zij]ck; < Heom(ckj; zij) Vi € [N],Vj € [3],

[0"eke < eom(cke; 07), [0" Jexer < Ieom(cke’s 0™),

[[03]]ck5 — Hcom(Ck5703)7 [[mUIj]]ckmj «— Ucom(Ckmj; mulj) V] S [T}
where committing to 0™, 0™, 0® by cke, cke’, ckes, respectively can be done locally and independently
by each party according to Remark m

2. Verifier: v, 8, 7,w, X, ¥ & F and send ~,0,T,w, X, ¥ to prover.
Each party determines & = (A,B,C),&’ = (A’,B’,C’) from v, 6, 7,w, X, ¥.
4. Prover:
— Determine (zi4, Zis5)icn] from (zi1, Zi2, 2i3)ie[n) and 7, 6, 7, w, X, .
— Find arbitrary p’ € F™ and {Zi}icpy) s.t. 2; € F™ and A’ - ¢’ oB’ - ¢’ = C - ¢’ where ¢/ =
(]|} [|2|z5).-
5. Both parties run [[z;ﬂckg_ < Ileom(ck}; 25) V5 € [3].
6. For each i € [N], both parties form tuple [z(;_1);]pp, of the form (I5)), by setting
[front(i—1yiJek, = [Zi1]eky, [reari—1yileks = [Zi2]cks,
IxG—nyileek == (1,1, [Zi1]ekys - - -5 [Zi5]eks s [0" Teke)s
[[Xz(i—l)iﬂtck/ = (17 p/7 [[Z/l]]ck’l PR [[Zg]]cké7 [[On/HCke’)7
[S(i—1)ileks = [Zislekss  [Agi—1)illeks = [0*Tcks
where [x(i—1)i]tck and [x{;_1y;Jwew are of the forms and (17), respectively.
7. Both parties fold {[z¢;—1):]}ic(n] into [zon]pp following the topological order of HS s.t., when folding
[zi;]pp and [z;r]pp into [zirJpp (Where (1, 7), (4,7), (I,7) € HS),
[zi]pp <= CF.Fold(pp, [z1;]pp, [ZjrJpp, (1,5 +1); W)
where (1,j4) is the additional public input required as in Definition @ This step can be done in
parallel, e.g., following the strategy in Section [2:3]
8. Finally, run CF.Prove as a ZKAoK (or ZKPoK) IIrp.p for showing

(pp, cki, (ckm;) jerry, [Valinad, Valoue, ([mul;[ckm, ) e (71, [Z0n Top) € Rigpis-

@

Fig. 7. RAMenPaSTA as protocol IIgp.

Theorem 2 (Security of Ilgp). If C is a homomorphic commitment scheme and IIrp-p is an

HVZKAoK for relation RSF’,_G;f then Ilgp is an HVZKAoK for Riam in with completeness error
O(N+T)/|F|+ cerrprf(pp)g and soundness error O (npi - (N + T')/|F| + serrrp_pit (pp) + negl(N))
where cerrps(pp) and serrrp.ps(Pp) are respectively completeness and soundness error of IIrp-pr
and negl(\) is the negligible probability for cheating prover to break the binding of C.

The security of IIgp follows from the security of the underlying commitment scheme, CFS
CFgnr and HVZKAOK. For knowledge soundness, we can extract the witnesses of Ilrp, satisfying
requirements of Lemma [2] implying the satisfaction of and . The full proof of Theorem
is deferred to Appendix [D-2]

Efficiency. To analyze efficiency, we first analyze as follows.

— We first consider the components in (29). For i € [N], [pg;| = |pc;| = O(1), |val;| = |val;| =

O(1), |macs|;, = |macs;| = O(1), |plkst;| = npik, |aux;| = O(npik) since it contains witness for
PLONK’s arithmetization, which is bounded by npi, and other constraints related to O(1)-size
components.

— A, B and C have O(npk) non-zero entries (Remark [11]in Appendix [B.3).
— A’, B’ and C’ have O(log |F|) non-zero entries (Remark [10]in Appendix [B.2).
— w; in Definition |§| has size of O(log|F|) (Remark [10]in Appendix [B.2)).

Recall the notations in Definition [2] The efficiency of ITgp is as follows.

— Public Input Size. O(1) for commitment in [vali]cki and size of valgy.
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— Communication Cost. O(T + N - (c(npi) + c(log |F|)) + p) where we assume c(c) = O(1) for
any constant ¢ and p is the proof size of CF.Prove. This cost is from the commitments to
{mul;};erry, the N — 1 times of running CF.Fold (step@ and the proof size p of CF.Prove.

— Prover Time. O(T + N - (ngi + log |F| + tp¢(npi) + tp¢(log |F|) + tp" (npi) + tp" (log |F|)) + tpP)
where tp¢(c) = tp"(c) = O(1) for any constant ¢ and tpP is the prover time for CF.Prove. The
analysis of prover time is as from above, for communication cost and CF.Fold in Section[5.3] The
factor O(npik + log |F|) is because of garb (c.f. Section w.r.t. A, B, C of O(npik) non-zero
entries and A’, B’, C’ of O(log |F|) non-zero entries.

— Verifier Time. O(T + N - (tv¢(npik) + tv(log |F|) + tv" (npi) + tv" (log |F|)) + tvP) where tv¢(c) =
tv'(c) = O(1) for any constant ¢ and tvP is the verifier time for CF.Prove. This is analyzed as
from above.

When parallelizing with N threads employing the strategy in Section we can achieve the
following efficiency for IIrp.

Public Input Size. O(1).

— Communication Cost. O(T + N - (c(npi) + c(log |F|)) + p) in total.

— Prover Time. O(T/N+log N-(npk+1og |F|+tpS(np)+tpc(log |F|)+tp" (npi)+tp" (log |F|))+tpP).
Verifier Time. O(T/N +log N - (tv(npi) + tv(log |F|) + tv" (npi) + tv"(log [F)) + tvP).

Instantiating with compressed X-protocol from |[AC20|, we achieve the following efficiency for two
settings, namely, (i) sequential and (ii) parallel with N threads.

— Public Input Size. O(1) for both settings.

— Communication Cost. O(T+ N +log npi+1og log |F|) in total for both settings. For the parallel
setting with N threads, the communication cost for each thread can be O(T/N + log N +
log npik + loglog |F|).

— Prover Time. O(T + N - (npi + log |F|)) for (i) and O(T/N + log N - (npi + log|F|)) for (ii).

— Verifier Time. O(T + N + npic + log |F|) for (i) and O(T/N + log N + npik + log |F|) for (ii).

We achieve the above efficiency because the employed Pedersen commitment [Ped92] is O(1) and
homomorphically processing commitments (for any vector of any length) takes O(1) time. The
prover also needs to homomorphically evaluate the witnesses behind the commitments. See Ap-
pendix for more details.

7 Instantiation

We provide potential instantiation of RAMenPaSTA presented in Figure [7] from compressed Y-
protocol theory [AC20] in Appendix

7.1 Instantiation from Compressed ¥-Protocol Theory

Recall that, in [AC20], they construct a succinct ZKAoK for circuit satisfiability [AC20, Section 6]
by applying Lagrange interpolation to transform the witness of computation, through an affine
transformation, into a single check of multiplication of two finite field elements. Their construction
employs the Pedersen commitment scheme [Ped92| (recalled in Appendix as a building block.
Moreover, the Pedersen commitment scheme is doubly homomorphic [BMM™21| (homomorphic not
only in commitment, message, and randomness, but also in commitment key), perfectly hiding and
computationally binding, and succinct ZKAoK of [AC20] (recalled in Appendix for circuit
satisfiability meets required properties in Theorem [2] Therefore, it is expected that RAMenPaSTA
in Figure|[7|can be instantiated by Pedersen commitment scheme to achieve a sub—linearﬂ statistical
ZKAoK for RAM programs.

Nevertheless, applying ZKAoK for circuit satisfiability in [AC20] is not direct. In fact, for
proving C(x) = 0 given the public circuit C, the authors transform the witness of the computation
C(x) into a witness vector w € F* for some positive integer w € Z,. Then, they commit to w
to obtain a commitment ¢ € G for some group G. Notice that to commit such a vector w, they

® The proof size is linear only in N, and hence sub-linear in N - W.
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employ a grand commitment key ck = (g1,...,60u) € GY' for some w’ > w such that each entry
of ck is sampled independently and uniformly from G. Nevertheless, commitments in RRGﬁ:rf may

be computed from the same keys, e.g., ck] = cky (namely, the same key used for committing both

X.Zo in and x*.z; in ) as specified in Section Hence, we cannot perform the proof for

Rg’rﬁést at once because some keys, e.g., ck} and cky satisfying ck] = cko, are not independently

generated.
=~/
To overcome the issue, we can split constraints in relation R%ﬁ’ﬂ into L split-relations of

RRG};irf, for some constant L € Z,, such that

— w.r.t. the same statement and witness, Rgp’i;f is satisfied iff all split-relations are satisfied, and
— any two commitments involving constraints of the same split-relation do not correspond to the
same commitment key.

Then, we devise a sufficiently long commitment key ck € G, for some w' € Z., that contains
commitment keys of each split-relation. To commit components of any split-relation, we simply use
entries of ck that are related to those components. Other unrelated entries of ck are used to commit
to 0 to become 1 € G. Moreover, the verifier can compute commitments w.r.t. those split-relations
and grand commitment key ck by simply manipulating the commitments to components of each
split-relation.

Now we need to construct a proof/argument that simultaneously proves all L split-relations.
However, each split-relation has a specific affine transform to check the multiplication of two single
field elements. Therefore, the prover and verifier proceed all L parallel proofs/arguments, for those
L-split-relations, independently in 2i+ 1 rounds, where p = O(logw’), in a way that the transcript
of proof/argument for the i-th split-relation is represented by the sequence (agi), bgi), ceey aff), bﬁ), afj}rl
where aﬁ”, e ,aﬁil are prover’s messages while bgl), ceey bff) € [ are verifier’s challenges. Notice
that, to simplify the proof of knowledge soundness and reduce the communication cost, we can
enforce bgl) == bEL)7 for all ¢ € [u], since those L proofs/arguments are independent with the
same commitment key ck.

A Transformation into L Split-Relations for Constant L. Above we claimed that L is

constant. Here, we provide a proof for this fact. We first take out all constraints in relation RRGP’_EZ:f

in as follows:

s,6
[[Z]]PP € Rgnr—inst’
Hvalin]]cki € Reom

pc = 1 A val = vali, A val = valgy
([mul]ekm; € Reom Vj € [T7)

mulj

PIKIV = 3 jem) r{GToRee) (0 rcp )
miv = miv’

where

— pp = (tck, tck’) = ((cky, . . ., cks, cke), (ck], . . ., ckj, cke’));

— z = (x, front, rear,x*, s, a);

~ [2lop = (Il [ffontleks [rearlea, [x* D [l [aleks) as in ()

— PG, val, pc, macs, macs’ are obtained by parsing front = (pc||val|| ...) and rear = (pc||macs||macs’)
(see (32));

— vali, and valgy are input and output of a RAM program,;

— 7,6, T,w, X, are challenges specified in Lemma,

values miv, miv’ and plkiv are obtained by parsing vector s = (miv||miv’||plkiv).

Moreover, from (18)), [z]pp € RS s equivalent to

gnr-inst

[[frontﬂcklv [[rear]]cky [[Sﬂcksv [[a]]ck5 € Reom,
[[XHtCk € /R’Slcs’
[[X*]]tck' € ,R’slcs'
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Recall, from Section that tck = (cky, ..., cks,cke) and tck’ = (ckj,cky,cky, cke’) where cki =
ckoy and ckj, = cky. Notice that cki, ckmy, ..., ckmr, cky,...,cks, cky and cke’ are generated inde-
pendently. We now split the above constraints into the following sets of constraints:

— Constraint Set 1. [x]iek € RS} involving commitment keys cky, ..., cks and cke;

— Constraint Set 2. [x* i € RS, involving commitment keys cky, ckq, cky and cke';

— Constraint Set 3.

[valin]eki € Reom,

[mul;Jckm; € Reom Vj € [T,
[front]ck, € Reom,

[rear]ck, € Reom,

[S]eks € Reom,

pc = 1 Aval;, = front A valy,: = rear,

. . np| —1
plkiv =" ¢y mul; - (x + ((Fllptkst)), (¥%)20))
miv = miv’ A macs* = macs’

where 37 mul; - (x + ((jllplkst), (z/Jk)ZikO»_l can be computed in advance, and

front = (pc|val|...), rear = (pc|macs||macs’),s = (plkiv||miv|/miv’),
involving commitment keys cki, ckmy, ..., ckmy, cky, cks and cks; (Notice that by Deﬁnition@
the suffixes of front and rear w.r.t. (macs||macs’) are the same due to [x*ec € Ryycs- We hence
simply write front = (pc||val||...) and only use (macs||macs’) from rear.)

— Constraint Set 4. [a]cks € Reom involving cks.

Thus, with L = 4, we can split R%i;f into 4 split-relations w.r.t. those above constraints.
Efficiency. Notice that proving the above constraints can result in proof size O(log nyi+loglog |F|) =
O(log npik) since npk dominates in the lengths of involved vectors and log |F| involves those vec-
tors for proving memory consistency (see Remark . The prover time and verifier time are both
O(npik + log |F|). See Appendix for the proof size and running time.

Instantiating ITrp (Figure with compressed X-protocol from [AC20], we achieve the following
efficiency for two settings, namely, (i) sequential and (ii) parallel with N threads:

Public Input Size. O(1) for both settings. For the parallel setting with N threads, the commu-
nication cost for each thread can be O(T/N + log N + log npi + loglog |F|).

Communication Cost. O(T + N + log npi + loglog |F|) in total for both settings.

— Prover Time. O(T + N - (npi + log |F|)) for (i) and O(T/N + log N - (npi + log|F|)) for (ii).
Verifier Time. O(T + N + npik + log |F|) for (i) and O(T/N +log N + npi + log |F|) for (ii).

We achieve the above efficiency because the employed Pedersen commitment [Ped92] is O(1) and
homomorphically processing commitments (for any vector of any length) takes O(1) time. Note
that the prover still needs to homomorphically evaluate the witnesses behind the commitments.
See Appendix [7-1] for more details.
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A Related Work (Extended)

We provide a more detailed comparison of our work and several related works from Section [I.2]
Distributed ZKP. Recall that, by employing an existing distributed ZKP protocol in the liter-
ature on input a RAM program execution trace and viewing each prover as a thread, we could
trivially get a somewhat parallelizable ZKP protocol for RAM programs. Hence, it would be neces-
sary to compare our result with other distributed ZKP protocols regarding efficiency and minimal
assumption required. To the best of our knowledge, there are only 3 existing distributed ZKP proto-
cols, namely DIZK [WZC™18|, deVirgo |[XZC™22] and Pianist |[LXZ724] by proposing distributed
versions of an existing SNARK construction [Grol6}/ZXZS20,/GWC19|.

We now compare the efficiency and minimal assumptions of our work and theirs. For commu-

nication complexity, if a succinct commitment scheme like Pedersen is used, then our communi-
cation cost is O(N), while DIZK’s cost is O(|W| - N) and deVirgo, Pianist’s cost are O(N). For
proving time, their total proving time is equal to the cost of a single prover, which ranges from
O(|W|log |W]) to O(|W|log?® |W|), while ours is O(|W|log N). For verification time, all of them
incur O(1) verification time, while ours depends on the ZKAoK instantiation. Hence, their con-
structions could be more efficient than ours when N > |W|. However, to achieve such efficiency,
DIZK and Pianist have to rely on Groth16 and PLONK, respectively, which require non-standard
assumptions for security such as AGM and trusted setup, while deVirgo uses sumcheck argument
and thus, could only rely on SNARKSs for sumcheck-type constraints like Virgo. This makes all these
constructions have only limited choice for ZKP instantiations. On the other hand, our construction
requires the relatively standard and minimal assumption, it only requires the existence of a
homomorphic commitment scheme and can be instantiated from any ZKP protocol with that
requirement. Finally, while these protocols claim that they could achieve zero knowledge, there is
no detailed method so far in each construction nor a formal proof for this.
Dora. Dora [GHAK23| also leverages the folding scheme to propose a ZKP for RAM programs.
However, as of ours, their construction does not follow the IVC approach to achieve succinct proof
size but instead designs an interactive proof system that aims to achieve linear communication
cost and prover time like [FKL'21,[YH24]. In addition, their construction also requires minimal
assumption since only a homomorphic commitment scheme is needed, making it compatible with
many ZKP paradigms. Due to these similarities, it would be straightforward to compare their
approach against us. Unlike our construction based on CF, Dora proposed ZK-bag, a novel primitive
that allows the prover to insert (send)/retrieve items to/from the bag such that

— The retrieved items do not reveal when it has been sent.
— The prover cannot retrieve items not in the bag.
— The prover can convince the verifier that the bag is empty.

Using ZK-bag, handling memory consistency in Dora is straightforward as follows. Initially, the
prover inserts all the tuples ([¢], [val]) of every memory cells to the ZK-bag. In each step, sup-
pose we need to read/write the value val’ from/to address ¢, the prover retrieves the current tuple
([€], [val]) from the ZK-bag and “remove” it, then insert the tuple ([¢], [val']) into the bag. Fi-
nally, the prover proves that the bag is empty, implying that the inserted and “removed” tuples
are permutations of each other. For handling the correctness of instructions, suppose there are T
instructions, and each instance-witness pair of a single computation step has the form of an R1CS
instance-witness pair. The prover initializes T' accumulators ([2/])7_,, which represents T instruc-
tions. In each step, if the instruction Fj is executed, then the value z;- will first be retrieved from
the bag, then updated by folding with the R1CS instance-witness pair of the current step, and
finally be sent to the bag again. Finally, the prover and verifier engage in a ZKAoK for checking
the validity of [2/]Z_,, which implies the correctness of the whole execution process. However, in
this way, Dora’s construction does not support generating proofs in parallel. Indeed, in each step,
the prover has to “remove” the instance-witness pair of the current step from the ZK-bag and then
insert a new one into it. These operations can only be performed sequentially during the whole N
steps, and we are unaware of any method to parallize it.

A Note on SPARK. SPARK [EFKP20] is also a parralizable succinct argument for RAM pro-
gram. However, the construction is not zero-knowledge because the construction requires revealing
the hash digest of the memory in intermediate steps and then later using a SNARK to prove the
correctness of the hash. For the hash function to be modeled as a circuit and proved by a SNARK,
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it must be a standard hash function, not modeled as a random oracle. Since the hash function is
not known to be hiding, SPARK is not believed to be zero-knowledge. Also, SPARK’s paralliza-
tion method differs from ours: SPARK’s method is to have k threads, and divides a N-step RAM
program into k sub-programs, where the i-th thread executes the i-th sub-program and prove the
correctness of it. The computation time of SPARK is WN/k + O(log(W N)), as analyzed by the
authors (since one of the threads has to run WN/k computation steps). On the other hand, our
construction runs the program sequentially and records the witness, then uses the threads to pro-
vide the proof in parallel using the binary tree-like folding method, which requires O(T' 4+ W log N)
proof generation time in parallel.

B Preliminaries (Extended)

We recall the necessary preliminaries in complement to Section [3]

B.1 RAM Program

We model a RAM program as a combination of the Non-Uniform Incremental Computation [KS22]
and RAM Program [FKL™21]. This model of computation contains a memory mem, a program
counter pc and an instruction set F’ of cardinality T' described as follows.

— The memory mem can be viewed as a sequence of M elements, i.e., mem = (mem;);c[as). For
each i € [M], mem; belongs to the set F U {L} where L is understood to be an uninitialized
value which cannot be read by the instructions. At the beginning, every mem; is set to be L.

— The instruction set F' is a set of T' instructions containing F1, ..., Fr. There exists a program
counter pc € [T that determines the next instruction Fpc to be executed. Initially, pc is set to
be 1 and the RAM program receives as input a value val. For each step of the RAM program,
it determines the instruction F,. and runs Fpc on input val. Fjc then returns a new tuple
(pc’,val’,£,val’, mop) containing a new program counter pc’, new value val’, an index ¢ € [M],
new value val’ and a memory access operation mop € {WRITE, READ}. Then, it updates the
state of the system as follows:

e Set val := val’ and pc := pc’. Here, pc is set to be the new value pc’ to determine the
instruction in the next step.

e If mop = WRITE, set mem, := val’ and val := val’. Otherwise, if mop = READ, set
val := mem;y.

B.2 Memory Consistency Check

We recall the technique for checking memory consistency in [BCGT18ZGK ™18 FKL™21|. Roughly
speaking, let N € Z, for each i € [N], the i-th memory access is represented by a tuple

macs; = (¢;, time;, val;, mop,) € F*,

where /; is the index of the accessed memory cell memy,, time; is the time logged for this access,
val; is the access value and mop; is either READ or WRITE

A sequence of memory access (macs; )y is valid if, for each memory cell, over time, the first
access is of type WRITE and the value val achieved from any READ access must be equal to the
previous value read from or written to the same cell. To capture the above condition, [FKL™21]
show that there exists a sequence (macs;);c[n] 8-t

— (macs;);e[n is a permutation of (macs;);en-

— (macs;);¢[n] is well-sorted (sorted via address and time-log). In addition, (macs;);c[n] must
satisfies the below conditions:

If ¢; = ¢}, and mop} = 0 then val; = val;,; and,

The first access to each memory cell must be equal to WRITE.

Let us explain the meaning of the third constraint. Because (macs;);c|y) is sorted by address, we
can easily check that: If £ = ¢, = ¢/, then time] is the latest previous time we have accessed
mem, and therefore it must holds that val; = val; , if we read from mem; at time time; 41 (i.e.,
mop; = 0). This is also sufficient to capture the consistency of reading values from the memory at
any time. Now, to verify the second, third, and fourth constraints, we observe that:
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— Verifying the well-sorted property of the sequence (macs;)ie[ ~] requires checking (6;71 < é;) \Y
((€i_y =€) A (time;_; < time;)) Vi € [2,N]. This implies that (macs]);c[n is sorted via ad-
dress first, then time-log.

— Verifying the consistency of reading between two steps can be captured by checking that
(0, #0)V (val,_; = val}) vV (mop, = 0) Vi € [2, N]..

— We also require all the first access of the cell must be equal to WRITE. This can be done by
checking (¢;_, = ¢;)V (mop;, =0) Vi € [2, N], and (macs,_1 =0)V (i—1>1)Vie[2,N].

— We also need to check the validity of the address and operations. This can be done by checking
1<4;<MAmop, € {0,1} Vi € [N] and time;_; < time; V i € [2, N].

— Finally, we need the original sequence (macs;);c[n] represents the process of accessing the
memory during the course of time. This can be done by checking time;,_; < time; for all
i €[2,N].

In summary, to prove memory consistency, it suffices to compute a sequence (macsé)iem] where

macs, = (¢, time, val;, mop!), and show that

(macsg)ie[N] is a permutation of (macs;); ¢y (33)
and
1<4; <M Amop,; € {0,1} Vi € [N],
time;_1 < time; Vi € [2, N,
(U_y <)V ((li_y =10) A (timej_; < time))) Vi€ [2,N], (34)
(macs;_1=1)v(@Ei—1>1) Vi € [2, N],
(€, = ) (mop, = 1) vie [2N),
(¢ #0)V (val,_; = val}) vV (mop, = 1) Vi € [2, N].

We note that the first line of has index ¢ € [N] while, in the remaining lines, i € [2, N].
Our purpose is to use this system to guarantee the condition between memory accesses at steps
1 — 1 and 4. Therefore, we transform this condition into

1<4; <M Amop,; € {0,1} Vi € [2, N],
1<4;_1<MAmop,_, €{0,1} Vi € [2, N],
time;_; < time; Vi € [2, N],
(U <)V ((li_y =14) A (timej_; < time})) Vi€ [2,N], (35)
(macs;_1=1)v(Ei—1>1) Vi € [2, N],
(i, = £) v (mop, = 1) vie [2 N,
(¢, #0)V (val,_; = val}) v (mop, = 1) Vi € [2, N]

s.t. the first line in is equivalently split into the first two lines in ([35)).
In summary, there is a circuit Cpem defined as follows. On inputs 4, macs;_1, macs,_;, macs;
and macs},
Cimem (i, macs;_1, macs;_,, macs;, macs;) € {0, 1},

for all i € [2, N, s.t., Cpem returns 1 iff the constraints of are satisfied. Here, we need index i
in the parameters of Cem since we need to check whether ¢—1 > i as in the 4-th line of system .
Thus, and Crem together capture the memory consistency of sequence (macs;);e[n-

Remark 10. In our construction of RAMenPaSTA, we realize Cmem as R1CS matrices A’, B’ and
C’ (see Definition [J] excluding those for checking equality). It is well-known that the size of R1CS
matrices only depends on the multiplication gates of the circuit. Hence, we count the number of
multiplication gates in Cpem as follows.

In , handling the three final constraints requires O(1) multiplication gates. Finally, handling
the first four constraints requires proving that a < b for two values a,b < F. It is well-known that
such handling @ < b when a,b € F requires O(log |F|) multiplication gates (e.g., see [NTWZ19,
Theorem 2]). Therefore, handling the first four constraints requires O(log |F|) multiplication gates.
Thus, we conclude that the circuit Cpem has O(log |F|) multiplication gates. Consequently, we can
see that A’, B/, and C’ have O(log|F|) rows while each row has a constant number of non-zero
entries.
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B.3 PLONK’s Arithmetization

We recall PLONK’s arithmetization [GWC19] for representing a circuit in the form of gate con-
straints and copy constraints. Let C be an arithmetic circuit representing the computation of a
function F': F™ — F" that maps an input vector x = (1,..., %y, ) € F™ to an output vector
v =1, Yn,) € F™*. Each gate in C is of the following four types:

Addition. An addition gate takes as inputs a,b € F and returns a + b € F.

— Addition with Constant d. This gate takes as input a € F and return a +d € F.
Multiplication. This gate takes as inputs a,b € F and returns a - b € F.
Multiplication with Constant d. This gate takes as input a € F and returns a - d € F.

We denote by ngate as the total number of gates in C. Hence, by indexing each gate of C to be
a number in [ngate|, we denote by a;,b;,¢; to be the values on the left, right, and output wires,
respectively, of the i-th gate. For addition and multiplication with constant, we assume that b;
can be any value in F since it does not affect the computation following the structure of circuit

C. Moreover, the i-th gate is associated with the selectors s, s;ight7s;““',s§°“5t s.t. the relation
between a;, b; and ¢; is captured by the equation
sty ST b 5™ (g b)) + 5™ — ¢ = 0. (36)

Each equation in the form of (36) is a gate constraint. Hence, we define a witness satisfying circuit
C to be
Wolk = (15« s Trgys Yls -+ > Yrigues Qs -+ + 5 Qs D15+ + 5 Oy C1s -+ 5 Cgee)

37
= (wl, . ,wnwit) € [Frwi ( )

where nyit = Nin + Nout + 3Ngate and ¢y, is value of output wire.

In addition, we would require constraints to ensure that the wires are connected. For ex-
ample, in some circuits, we would require that the output of the first wire is equal to the left
input of the second wire, which can be captured by the constraint ¢; = a3. We name these
constraints copy constraint. To guarantee the connection between wires, namely, copy constraint,
there exists a public permutation ¢ : [nwit] — [nwit] based on C s.t. the copy constraint is sat-
isfied iff ((1,w1),..., (Rwit, Wn,,)) is a permutation of ((¢(1),w1),..., (@(Nwit), Wn,,)). According

to [GWC19|, for value v, § & F, if

[T+ +w) = [Tor + o) -5+ w) 39

holds, then it would imply that ((1,w1),. .., (Nwit, Wn,, )) is a permutation of ((p(1),w1), ..., (©(Nwit); Wn,,))

with probability at least 1 — T[E‘“ by Schwartz-Zippel lemma |Zip79.[Sch80].

In summary, the structure of circuit C can be compactly represented by the PLONK structure

__ (Jeft _right _mul _const left right _mul const
plkSt - (81 81 »S1 581 Yt Sﬂgate’ Ngate? “ Ngate? ~ Ngate ’ (39)

90(1)a ceey @(nwit)) c Frwk

where
Npik = 4Ngate + Nwit = Nin + Nout + TNgate- (40)

We assume that npx = O(ngate) because nwix = 4ngate + Nin + Nout With nin and neye are at most
O(ngate)-
From and , by sampling v, § & [, if the system

Slieft ca; + S;ight . bi + S;nu| . (ai . bi) + Sgonst — = 0 Vie [ngate]’ (41)
[ (v + -0 +wi) = [T (v + (i) - 6+ wy)

is satisfied, we see that wy is a valid witness of C w.r.t. the compact PLONK structure plkst

with probability at least 1 — "L[“Fvilt. Notice that can be represented under the form of an R1CS

constraint system with public matrices determined based on « and §. The witness vector for this
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RICS constraint system contains both PLONK structure plkst and witness vector wp specified
above.

Let plkst be the PLONK structure of a function F'. Notice that the witness wyy in (37) contains
3 components: (i) input x to and (ii) output y from F, and (iii) middle values known as supporting
witness w. Hence, a valid witness wpyk (for proving F(x) = y) can be parsed as wpk = (x[|y[|w).
Then, system implies the existence of a circuit Cgl’f o Freetmwie 5 {01}, parameterized by

~,0 & F, s.t.

— if wpik is a valid witness for plkst, then C;’l’lf(plkst,x,y,w) =1.

— if wyk is not a valid witness corresponding for plkst, then Cgl’lf(plkst,x,y,w) returns 1 with

probability at most O(npi/ |F|), namely, the soundness error.

Remark 11. In our construction of RAMenPaSTA, we realize Cpix as R1CS matrices A, B and
C (see Definition . It is well-known that the size of these R1CS matrices only depends on the
multiplication gates of the circuit. As of Remark we count the number of multiplication gates
in Cglf as follows.

Each gate constraint requires 4 multiplication gates (see the first row of ) Hence, handling
the gate constraints requires 4ng,te multiplication gates. Finally, the two products in the second
row of can be decomposed into 3n,,;; multiplication gates. Hence, the number of multiplication
gates in Cglf is equal to 4ngate + 3nwit = O(npik) Where npik = 4ngate + Nwit = Nin + Nout + TNgate aS

defined in .

B.4 Logarithmic Derivative Supporting Permutation and Lookup Arguments

Permutations. We recall the following lemma from |[Hab22] for supporting checking permutation
arguments.

Lemma 3 (Consequence of Lemma 3 of [Hab22]). Let n be a positive integer. Let (a;)_,
and (b;)7—, be sequence over a field F with characteristic p > n. Then (a;)l_, and (b;)}—, are

permutation of each other iff
1 1
= 42
Z X +a; Z X + b (42)

in the rational function field F(X).

Permutations of Sequences of Tuples. We adapt the above lemma to support permutations
of sequences of tuples in the following sense. We say that a = (a;)?; € (F®)" is a permutation of
b = (b;)?, € (F?)™ for some positive integers s and n iff there exists some ¢ € S,,, where S,, is a
symmetric group over [n], satisfying a; = b,(;) for all i € [n]. We have the following Lemma

Lemma 4 (Permutations of Sequences of Tuples). Given sequencesa = (a;)1_;,b = (b;)I; €
(F*)™ where s and n are positive integers. Then, a is a permutation of of b iff

n 1 n 1
2 X (D)~ 2 X1 (b (PO “3)

P k=0 i=1 k=0
in the rational function field F(X,Y) where X and Y are variables over .

Proof. If (a;)j; is a permutation of (b;)”_; then trivially holds.

We consider the other direction. Let af, ..., al, be distinct vectors satisfying {a}}¥ , = {a;}1,
for some positive integer u < n and consider mul; = 37, (a} = a;), for all i € [u]. Similarly, let
{bl}v_, = {b;}?; for some positive integer v < n and consider mul;, = > =1 (b} = by), for all
i € [v]. It suffices to prove the following:

{” - (44)

Jo € Sy st aj =b ;) Amul; = mull, ;) Vi € [u]

where S,, is the symmetric group over [u].
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For a vector v € F*, define f(Y) = (v, (Y*)i_{). Let

FXY) = ZX+fa7 ZXJrfb

B muli _ mUlj
_;Xvaa;(Y) ;X‘Ffb;(y).

We can see that holds iff f(X,Y) =0 € F(X,Y). Since we assume that holds, we have
f(X,Y) = 0. We define

v

9(X.Y) ¥) - TTOC+ far (V) - T + Fior (1)),

i=1 =1

Then it holds that g(X,Y) =0 € F(X,Y). We see that the explicit form of g(X,Y") can be written
to be

v

Y):Zm“'i' [T &+fa) [+ fo (V)

j€[u] s.t. j#i j=1
= muli [[X+fa () [ X+ S (V)
=1 i=1 JE[V] s.t. jAL

For each k € [u] by replacing X by —fa (V), we see that

9(—fa, V), Y)=mulg - [ (—fa, (V) + far (V H ) + fur (V).
j€lu] sit. j#k i=1
Since we assumed that g(X,Y) =0, muly # 0 and aj, ..., a; are pairwise distinct, thus fu (Y) #
fay (V) in F(X,Y) for any j # k and thus

mul - [ (S (V) + far (V) #0.
JE[u] s.t. j#£k
Hence, it can be seen that H}):l(_fa; (Y)+ Jor (Y)) =0 € F(X,Y) for each k € [u]. This means
that each aj,(Y") is equal to b}, (Y) for some h € [v] and each value k gives a distinct value h. Hence,
u < 0.
Similarly, by replacing X with b} (Y") for each k € [v], we see that each b} (Y) is equal to aj}, (Y")
for some h € [u], each value k gives a distinct value h as well. Hence, v < u.

Therefore, for two equalities happen, we must have u = v and there exists a permutation o € S,
s.t. &y = by, forall &k € [u].

Finally, we need to prove that mul; = mula(l) for all i € [u]. We see that f(X,Y’) can now be
written as

mul; mul()
fXY) = Z X1 ()

We define B
J(X,Y) V) T+ far (Y
=1

Since we assumed that f(X,Y) = 0, it implies that ¢’(X,Y) = 0 € F[X,Y]. For each k € [u], by
letting X = —fa, (Y)), we see that

9 (—fa (V),Y) = (muly —mulyy) - [ (= fay (V) + far (V).
J€lu] s.t. j#k

Since we have assumed that aj # aj for all i,j € [u] satisfying i # j thus fa (V) # fa;(Y),
consequently we must have
mulk = mUl o(k)"

Hence, it holds that (a;)!_, is indeed a permutation of (b;)?,, as desired, according to ([d4). O
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Testing Permutations of Sequences of Tuples. If a and b are not permutation of each other,
then by sampling (7, w) & FxFand setting X =7 and Y = w, then holds with probability

at most ( 1)(2 1)
s — n — s.n
errperm (F, 5,1 ::(’)(). 45

according the following Lemma,
Lemma 5 (Tuple Permutation Error Probability). Given sequences a = (a;)7, € (F*)"

and b = (b;)_, € (F*)™ where s and n are positive integers. For a vector v € F*, define fy(Y) =
(v, (Yk)i;(1)>. Assume that

ZX+fa 7ézwa()

Then,

Pr[frw) =0fr £ £ p &) < Y

where
n

1 - 1
f(va):;m_;m'

Proof. Define

n n

9(X,Y) = FXY) [TX + fa, V) TTX + fio, (V)

i=1 i=1

=S I &+fa v HX+fb

i=1 j€[n] s.t. j#£i

S IIE+f,07)- I X+ fe, (V).
i=1 j=1 JE€N] s.t. j#i

Notice that each term (X + fa, (Y)) and (X + fp,(Y')) has degree at most s — 1 for all ¢ € [n], hence
9(X,Y) has of total degree at most (s — 1)(2n — 1). We see that if f(X,Y) # 0 iff g(X,Y) #£ 0.

Notice that there are some bad pair (7,w) such that f(7,w) cannot be computable, i.e., 7+
fa;(w) = 0 for some j € [n]. However, in such cases, g(7,w) is still computable since there is no
denominator in g(X,Y) € F(X,Y). We see that, for any (7,w) € F x F, if f(7,w) is computable
and f(7,w) =0, then g(7,w) = 0. We deduce that

Pr {f(va):O‘Tﬁ[F/\wi[F]

SPY[ (7, w) :O‘Tﬁﬂ:/\wiﬂf]
|{T€[F/\w€[F|gTw —0}|

FI?
(s=1)(2n-1) |[F‘
< “F||[F—|2 (Schwartz—Zippel lemma [Zip79}[Sch80])
_(s-1En-1)
|F|
as desired. 0

Lookup. We recall the following lemma from [Hab22] for supporting lookup arguments.

Lemma 6 (Lemma 5 of [Hab22] and Lemma 4 of [BC23|). Let n and t be positive integers.
Let (a;)™_; and (b;)!_, be sequence over a field F with characteristic p > max(n,t). Then, {a;}"_; C
{bi}izy iff there exists (muly)i_; over F satisfying

- 1 i mu
Z:XJrai :ZX
=1 Jj=1

(46)
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in the rational function field F(X).

Remark 12. In Lemmal6] it suffices to choose a random 7 € F and check if both sides are equal for
X = ~. By multiplying [}, (X + a;) H; 1 (X +b;) and subtracting the two sides, we see that the
check of Lemma |§| is reduced into proving that a certain polynomial p(X) of degree d=n+1t¢ —1
is equal to zero. By Schwartz-Zippel lemma [Zip79}/Sch80], if p(X) is not equal to zero, then the
probability that p(y) = 0 is at most %, which is negligible. We can argue the same way for Lemma

Tuple Lookup. We may encounter a tuple lookup argument in our construction. Specifically, let
s,n,t be positive integers. Given list a = (a;);_, and b = (bj);:1 where a; € F* for all i € [n] and
b; € F* for all j € [t], we would like to establish necessary and sufficient conditions to guarantee
that every a; is equal to some b; in b. We adapt the above lemma, namely, Lemma @, to achieve
the following Lemma [7}

Lemma 7. Given sequences a = (a;)j; € (F*)" and b = (b;)'_, € (F*)" where s,n and t are

positive integers. Then, {a;}i—; C {b;},_, iff there exists muly, ..., mul; € F satisfying
= 1 mul;
I\ - (47)
; X + {a;, (YF);Z1) le X + (b, (YF);Z0)

in the rational function field F(X,Y) where X and Y are variables over .

Proof. Tf {a;}7_; C {b;}’_,, then it can be seen that trivially holds.

Now, we consider the other direction. Assume that aj,... be distinct vectors satisfying
{al}™, = {a;}}_, for some positive mteger m < n.

For a vector v € F*, define f,(Y) = (v, (Y*);Z{). By defining mul} = ZJ 1(al = aj), for all

i € [m], we see that
ZX+fa ZX+fal )

Hence, it is sufficient for us to prove that
zm: mul; _ Z mul;
2 X (V) & X fo, (V)

which implies {a;}?; C {bj}é':l

) TYL

Define
= mul; : mul;
) = Y X )~ 22X o)
and .
9(X,Y) V)X A+ fa, ) JT(X + fo, (V).
i=1 j=1

We can see the followings are equivalent:

— (47)) is satisfied,
— f(X,Y)=0€F(X,Y) and
- g9(X,Y)=0€e F(X,Y).

Notice that the explicit form of g(X,Y") can be written to be

vy=> mui- I (X fa, ) [T+ fi, (¥
— e

JE[m] s.t. j#i

—Zmul HX+fa;(Y))- [T X+ fo, )

jElt] s.b. j#i
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Notice that the total degree of g(X,Y") is at most n +¢ — 1. Assume that ¢(X,Y) =0 € F(X,Y).
Then, we see that, for each k € [m], by replacing X by —fa/ (Y'), we see that

g(_fa;c(Y%Y)
:Zmulg- H (_fak( +fa H fak )+ fo, (Y))

J€lm] s.t. j#i j=1
fzmm 1‘[ w () fa (V) - HH /#.(—fa;c(Ynfbj(Y))

=muly [ fau )+ LY H —far (Y) + fo, (V).

jelm] s.t. j#k

Since we assumed that g(X,Y) =0, mul), # 0 and a}, ..., a, are distinct, we see that

mulj, - [[(=fay, (V) + far (V) # 0,
Jj#k

Hence, it can be seen that Hé‘:l(_fa; (Y) + fo,(Y)) = 0. Therefore, H§:1(X + fb,(Y)) contains
a factor X + fa (Y') which implies aj, € {b;}’_;, and this holds for all k& € [m)]. O
Testing Tuple Lookup. If sequences a and b do not satisfy Lemma |7} i.e., exists a; € {b; }3’:1’
by sampling v & F and X EF \ {<bi7 (¢k)z;é> !_,, and setting X = y and Y = ¢, we can see
that holds with probability at most

erfiookup (F, 8,1, 1) = (s = 1)(G:r t-1) =0 (S(G:rrt)) . (48)

according to the following Lemma [§]

Lemma 8 (Tuple Lookup Error Probability). Given sequences a = (a;)’, € (F*)" and
b = (b;)i_; € (F*)" where s,n and t are positive integers. For a vector v € F*, define f,(Y) =
(v,(Y*):Z}). Assume that

ZX+fa1 7’éz)ufb( Y)

for some muly, ..., mul; € F. Then,

(s—1)(n+t—1)

Pr [f(x,w:()‘wﬁ[m\xﬁr] <

|F|
where ,
i 1 mulj
SN = o) X o)

Proof. Define

9(X.Y) = fXY) [T+ far V) [T(X + fio, (V)

i=1 =1
-y (X + fa, V) - (X + fo,(Y))
=1 j€[n] s.t. j#i j=1
t n
S LX) [T X f, (V)
i=1 j=1 JE[t] s.t. j#i
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of total degree at most (s —1)(n+t—1). We see that if f(X,Y) = 0, it must hold that g(X,Y) =0
as well. Similarly to Lemma [5| since the degree of g(X,Y") is at most n + ¢ — 1, we deduce that

Pr [f(x#b) =0‘w<3[FAX<i[F]

<Pr [g(x,w)zo‘wi[mxﬁr]

s—1)(n4t—-1 2
g

IF|”
_(s=1(n+t-1)
I

< (Schwartz—Zippel lemma |Zip79.[Sch80])

as desired. O

Remark 13. Notice that, there are some bad x such that f(x, ) cannot be computable, i.e., x +
fa; (¥) = 0 for some j € [n]. For such challenges, the prover could never produce a valid witness
leading to completeness error, and in fact, it reveals partial information of a;, since fa,(¥) = —x.
Fortunately, such bad challenges happen with probability at most ¢/|F|. Hence we also conclude
that the tuple lookup argument above has completeness error O(t/|F|).

B.5 Schwartz-Zippel Lemma

We recall the Schwartz-Zippel lemma [Zip79,|Sch80] in the following Lemma @

Lemma 9 (Schwartz-Zippel Lemma). Let F be a field and multivariate polynomial f € F[ X1, Xo, . ..

be non-zero and of total degree d. Let S be a finite subset of F and suppose |S| > d, then it holds
that

Pr [f(x17x27~"7xn) = 0‘(I1,x2,...,xn) & S”} < 58

B.6 Commitment Scheme (Extended)

This appendix is an extension of Section [3.1] We recall the syntax of commitment schemes, denoted
by C, in Definition[I0} Additionally, we require C in our construction to be additively homomorphic.

Definition 10 (Syntax of Commitment Scheme). A commitment scheme C is a tuple of
algorithms C = (C.Setup, C.Commit, C.Verify) defined as follows:

C.Setup(1*) — ck: On input 1*, output a commitment key ck and determine randomness distribu-
tion Rek.

C.Commit(ck, M, R) — C: On input key ck, message M and randomness R sampled from some
randommness distribution Re, output commitment C'.

C.Verify(ck, M, R,C) — {0,1}: On input commitment key ck, message M, randomness R and com-
mitment C, output a bit b € {0,1}.

C should satisfy perfect correctness (Definition and two additional security properties,
namely binding and hiding, formally defined in Definitions [12] and respectively.
Security of Commitment Schemes. Let C be a commitment scheme with syntax in Defini-
tion We now define the completeness, binding and hiding of C in the following Definitions

and [I3] respectively.

Definition 11 (Perfect Correctness of C). C satisfies correctness if for all message M, ran-
domness R, it holds that

ck + C.Setup(1?)

C + C.Commit(ck, M, R)| — L

Pr |C.Verify(ck, M,R,C) =1
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Definition 12 (Binding of C). C is binding if for all (PPT) adversaries A, it holds that

M, # Mo
Pr | AC.Verify(ck, My, Ry,C) =1
AC.Verify(ck, Mo, R1,C) =1

ck + C.Setup(1?)

(M, Ry, My, By, C) < A(ck)| = e8!V

If A is PPT, we say that C is computationally binding. Otherwise, if A is computationally un-
bounded, we say that C is statistically binding.

Definition 13 (Hiding of C). A commitment scheme satisfies hiding if for any messages M and
M', then the two following distributions are close:

RER
C |1t Rk ] and { C’
C + C.Commit(ck, M, R)

If the above two distributions are computationally close, we say that C is computationally hiding.
Otherwise, if they are statistically close, we say that C is statistically hiding.

Homomorphic Commitment Schemes. A commitment scheme C, with syntax defined in Def-
inition is said to be homomorphic if

¢’ + C.Commit(ck, M', R')

R & Ry }

C.Commit(ck, M1, Ry) + C.Commit(ck, Mz, Ry)
= C.Commit(ck, M1 + Mg, R1 + RQ)

Remark 14. By using notation in Remark 4] for two commitment tuples, e.g., [co]ck and [c1]ck-
If either [co]ek & Reom OF [€1]ck & Reom, then, in many situations in this paper, we may face the
form [c]ek = [co]ek + @ - [c1]ck for some a chosen uniformly from F. Due to the binding property
of commitment schemes, the probability that [c]« € Reom is negligible.

An Instantiation of Homomorphic Commitment Schemes. Let n € Z,. Below, we describe
the Pedersen commitment scheme [Ped92|, a secure and homomorphic commitment for committing
to length-n vectors. As a remark, just for this instantiation, the addition “+” is a group operation
between group elements in G while multiplication “” is an action between a scalar and a group
element in G.

C.Setup(1*) — ck: Sample g1,...,gn,h & G and return ck = (g1,--+,9n,h).
C.Commit(ck,x = (x1,...,2,)) — (C, R): Sample R uniformly and output C = R-h+Y | z;-g;.
C.Verify(ck,x = (21,...,2,), R,C) — {0,1}: Output 1if C = R-h+ >, z; - g; and 0 otherwise.

B.7 Special Soundness

We recall the special soundness property for multi-round protocols [ACK21]. We first recall the
special soundness property for 3-move protocols in Definition then we recall the generalization
for multi-round protocols in Definition

Definition 14 ((k;n)-Special Soundness). Let k,n € N. Let CH be a set such that |CH| = n.
Let IT be public-coin 3-move protocol for a relation R with challenge set CH. Then II is (k;n)-
special sound if there exists a PPT extractor £, such that, given an instance Z and k accepting
transcripts (a, c;, z;)¥_, with the same first message a and pairwise distinct challenges ¢; € CH,
extractor € can output a witness W such that (Z,W) € R.

To generalize the above property for multi-round protocols, we recall the notion of the tree of
transcripts [ACK21] in Deﬁnition Then, we state the special soundness property for multi-round
protocols in Definition

Definition 15 (Tree of Transcripts). Let IT be a public-coin (2pu+1)-move protocol. A (ky,. .., k,)-
tree of transcript is a set of transcripts arranged in the following tree format: Fach node corresponds
to a message of prover and each edge corresponds to a challenge of V. For each i < u, each node
of depth i has exactly k; children, corresponding to k; pairwise distinct challenges of V. Every
transcript corresponds to exactly one path from the root to a leaf of the tree.
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Definition 16 ((ki,...,ku;n1,...,n,)-Special Soundness). Let ki,...,k,, and ni,...,n, be
positive integers in Z . Let CHy, CHy, ..., CH,, be sets such that |CH;| = n; for each 1 <1 < pi. Let
IT be a public-coin (2pu+ 1)-move protocol for a relation R where the i-th challenge is sampled from
CH;. Then IT satisfies (ki,...,ku;n,...,n,)-special soundness if there exists a PPT algorithm &,
such that, given an instance z and a (ki,...,k,)-tree of accepted transcripts, outputs a witness W
such that (Z,W) € R.

B.8 Folding Scheme

We recall the definition and security properties of folding schemes of [KST22| in Definitions
and [20] respectively.

Definition 17 (Syntax of Folding Scheme). Let PP, Z, and Z be the sets of public param-
eters, instances, and witnesses, respectively. Let R C PP x T x Z be an NP relation. A fold-
ing scheme FS for relation R, is a tuple FS[R] = (FS.Setup, FS.Fold, FS.Verify) of algorithms
FS.Setup, FS.Fold, FS.Verify, run as follows:

FS.Setup(lA) — pp: Run public parameter generator, on input a security parameter 1>‘, it returns
a public parameter pp.

FS.Fold(pp, Io, I1; Zo,Z1) — (I; Z): This algorithm is run by prover. On inputs public parameter
pp and instance-witness pairs (Iy, Zo), (I1,Z1) € T X Z, it returns an instance-witness pair
(I,Z)eIx2Z.

FS.Verify(pp, Iy, I1) — I: This algorithm is run by verifier. On inputs public parameter pp and
instances Iy, [y € I, it returns an instance Z € I.

Defining Transcript. For common public inputs pp, Iy, I1, we denote
(I, 2) + 1lxs(pp, (1o, 115 Zo, Z1))

the output of prover and verifier when prover executes FS.Fold with inputs pp, Iy, I1, Zo, Z1 while
verifier executes FS.Verify with inputs pp, Iy, I1. Define the public transcript

tr < View(IIxs(pp, (lo, I1; Zo, Z1))

to contains all the inputs, outputs, and public messages between the prover and verifier when
executing Il rs.

Definition 18 (Perfect Correctness of FS). Let pp < FS.Setup(1*). Then for any {(pp, I;; Zi)}Yietoy €
R, it holds that

Pr((pp,I; Z) € R|(I, Z) < Hrs(pp, (Io, I1; Zo,Z1))] = 1.

Definition 19 (Knowledge Soundness of FS). FS is said to satisfy knowledge soundness if
for any positive integer N, any (PPT) algorithm A, there exists a PPT extractor £, it holds that
Pr[E5=ound()\) = 1] < negl(A\) where E5=°“"d(\) is described in Figure @ Note that in this definition
(which is also the FS definition of [KST22], the extractor is given the private randomness p of the
prover, while in our CFS definition, no such p is given to it. A folding scheme FS is statistically
(respectively, computationally) knowledge-sound if A is computationally unbounded (respectively,
bounded). FS has soundness error € if A can break knowledge soundness with probability at most
€.

Definition 20 (HVZK of FS). FS is HVZK if there exists a PPT simulator S s.t., for any
distinguisher A, any valid instance-witness pairs (Zy, Wo), (Z1, W1), it holds that

}Pr [A(tr) = 1|pp < FS.Setup(1?), tr < View(ITrs(pp, Io, I1; Zy, Zl))]
—Pr [.A(tr) = 1‘pp < FS.Setup(1?), tr + S(pp,]o,ll)H < negl(\)
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pp FS.Setup(l)‘).

({o, I1, p) < A(pp).

(I,2) < Hrs(pp, ({0, I1; Zo, Z1))

(Zo, Z1) + E™ (pp, Zo, Z1, p).

bo = ((pp,I,Z) € R)

b1 = ((pp, Lo, Zo) ¢ R) V ((pp, I1, Z1) ¢ R)
Return bg A by.

Fig. 8. Experiment E5*d()).

B.9 Interactive Folding Protocol for Folding rR1CS Instance-Witness Pairs
(Extended)

Explanation of Equations in Section [3.2} We now explain in detail the equations in Section[3:2}
First, (11)) is fully written to be

A-Zo0B-7

=A-zyoB -z +a(A -z,0B-z]+A-z]0B %))
+a*(A -z, oB-z))

= (xou-C-z{+xp.€) +a(A-zyoB- -z} + A -z] 0Bz
+a?(xq.u-C -2z} +xp.€)

= (xou+a-xg.u) - C-(z;+r-2z))
—a-x3.u-C-zy —a-xpu-C-z} +xp.e
+a(A-z)oB-z) +A-zioB-z))+a’ x;.e

=xu-C- -7z +xe
and the error x.e, as show in (3.2)), can be written in details to be
a(—=x1.u-C-zy —xp.u-C- 7)) +xp.€

+a(A-z,oB-z) +A-ZjoB-z)) +a’ -x;.e

:x().e+a2-x1.e
+a(A-zygoB -z +A-z]oB -z —x;.u-C-z)—xpu-C-z}).

garbage term

Proof of Lemma (1} Here, we provide a proof of Lemma [I| We recall Lemma [1| for readability
purpose as following Lemma

Lemma 10 (Recall of Lemma . Let C be a homomorphic commitment scheme. Assume that
I 0 Fz‘gure@ are rewinded thrice (from step , with the same [g]cwe and distinct {Oé(i)}ie[g],

to produce {[xV]};cp), respectively. If we have the valid witnesses s.t. [xV]ek € RSy Vi € [3],
then we can extract witnesses to construct ([x;Jeck)ic0,1} 5t [Xiltek € Ri1es Vi € {0,1}.

As a remark, this lemma satisfies (3;|F|)-special soundness defined in Appdx.
Before going to the proof, we first recall the notations. Recall in Section for a vector x, we

can parse

X = (x.u,Xx.pub, x.21, ..., X.2¢4, X.€) (49)

where x.u and x.pub are scalars and x.zq, ..., x.z4, X.e are vectors. Also, for a tuple commitment
key tck = (cky, ..., ckq, cke), from @7 we can parse [X[ick as

[xJtek = (x-u, x.pub, [X.Z1]ckys - - - » [X-Za]cky [X-€]cke)

According to Remark [ we additionally parse

[x.zi]ek, = (cki, x.Z;; x.24,%.2;) Vi € [d] and [x.€]cke = (cke, x.&; x.€,X.8)
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where x.z; and x.z; are the commitment and randomness, respectively, to vector x.z; for all i € [d].
We denote by
X = (x.u, X.pub, x.71, ..., X.Zg, X.€) (50)

to contains all public information and commitments,
X = (X.21,...,X.24,X.8) (51)

to contain all associated randomness to the component vectors of x employed for the commitments,
such that we can write [xJick = (tck, X; x, X). Finally, recall in (L0)), x is a valid pair of rR1CS if it
satisfies the relation

. x.u € FAx.pub e FA(xz; € F™ Vi€ [d]) Axe€F"
Rt = 4 [XJeek | A[X-Zi] ek, € Reom Vi € [d] A [x.€]cke € Reom
ANA -z oB-z =xu-C- -2 +x.e

where z’ = (x.pub||x.z}]| ... |x.z})) and o is the entry-wise multiplication.

Proof (Proof of Lemmall] (recalled in Lemmal10})). First, consider the system

x( pub = xg.pub + oV - x1.pub Vi € [2],
xV.z; = x0.z; + ¥ - x1.2; Vi € [2],V) € [d],
xW.e=xpe+a? g+ (o) x;e Viel3], (52)
x.2; = x0.2; + oV - x1.3; Vi € [2],Vj € [d],
3]

xWe=xp.e+a? g+ (a?)?.x;.&6 Vie 3.

As each a(?, for i € [3], has powers at most 3 in system and we have 3 distinct challenges
{Oé(i)}ie[g], hence, we can solve system . By solving , we can extract x;.pub, x;.z; and x;.Z;
for all i € [2] and all j € [d]. Hence, we can extract xo and x; of the form ({9, Xo and %; of
the form , vector g and randomness g and thus form the pairs [xo]iwck = (tck, Xo; X0, X0) and
[x1Jeek = (tck, X1; x1,%1).

It suffices to prove that the extracted vectors xg, x; above are valid, i.e., they satisfy [xoJiek €
RE . and [x1]iek € RS- We proceed as follows.

First, let us prove that [x;.z;]ck;, [Xi-€]cke € Reom Vi € {0,1},V;j € [d]. From the statement of
this lemma, notice that we have [[x(i).zjﬂckj € Reond for all i € [3] and j € [d]. In addition, according
to Il1cs in Figure [3] and due to the homomorphism and binding properties of the commitment
scheme, for each i € [2], it implies that

Xo.ij + a(i) : Xl.ij = C.Commit(xo.zj, XQ.%j) + Oé(Z) . C.Commit(xl.zj, Xl.ij)
= C.Commit(xg.z; + o - x1.2;,%0.2; + o'V - x;.2;) = C.Commit(x.z;, xV 2;)
Since the equation above holds for three distinct {(X(i)}ie[g], we must have x;.z; = C.Commit(x;.z;, X;.2;)
for all j € {0,1}, or equivalently, [x;.z;Jc; € Reom Vi € {0,1},Vj € [d]. In fact, by binding prop-
erty of C, if prover does not have [xy.z;]ck, € Reom for some i’ € {0,1},5 € [d], then the case that
all [x).2;] € Reom Vi € [3] hold is with negligible probability according to Remark
Similarly, by considering x(*).& = xg.6+a®.-g+ (a(i))2~x1.é, we must have [x;.€]cke € Reom Vi €
{0,1} and [g]cke € Reom-
Finally, we need to prove that A -z, oB -2z, = x;.u- C - z; + x;.e for all i € {0,1} where
z, = (x;.publ|x;.z1|| ... ||x;-24). Note that, since
C.Commit(x®.z;, x® 2;) = x® z; = x0.2; + a® - x;.3;
= C.Commit(xo.zj, Xo.ij) + 04(3) . C.Commit(xl.zj, Xl.ij)
= C.Commit(xg.zj + o® - x1.2;,%x0.2; + a® - x;.2;)

and
x(?’).pub = Xg.pub + a® - X1.pub.
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Hence, we must have x(3) Zj = X0.Zj +a® -X1.2; with overwhelming probability due to the binding

property of commitment scheme. Thus we have that
20 =z + o . 2, vie[3].

In addition, since, for each i € [3], [xV]iek € RS} and the following equations hold, due to the
statement of this lemma:

3]
2/ =z +a . 2} Vi € [3]
xD = xpu+a® - x.u Vi € [3]
x.e=xp.e+a? g+ (a)?. x.e Vi € [3].

From the system above, by replacing 2V, x(9) and x®.e with 2} + o - 2, xp.u + 'V - x;.u
and xg.e + o) - g + (oz(i))2 - X1.e, respectively, in the first equation of the system, then expanding
everything and considering that the first equation holds for three distinct values a(®) for all i € (3],
it holds that A -z, o B -z} = x;.u- C -z} + x;.e for all i € {0,1} and hence [x;]ick € R for all

i € {0,1} as desired. |

Efficiency of I1,1.s (Extended). Recall notations in Definition [2| Efficiency of ITy1cs in Figure
as follows:

— Size of [x[tek- O(mpub + ;14 €(mi) + c(n)) which is straightforward from the design in ©).

— Communication Cost of Ilcs. c(n) which is because both prover and verifier run Iom to
obtain [g]cke-

— Prover Time of Ilics. O(n + tp(n) + mpus + D e (g tp"(m;) + tp"(n)) analyzed as follows.
O(n) is due to the computation of garb (defined in Section [3.2). tp(n) is for committing to g
from Ilcom. O(Mpub+ e tp"(m;) +tph(n)) is for homomorphically evaluating after receiving
challenge a.

— Verifier Time of Ilics. O(tve(n) + mpub + D _5cq) tvh(m;) + tvP(n)) analyzed as follows. tv¢(n)
is for committing to g from ITeom. O(mpub + Zie[d] tv"(m;) + tv'(n)) is for homomorphically
evaluating after sending challenge a.

B.10 Honest-Verifier Zero-Knowledge Argument/Proof of Knowledge

We recall the syntax of honest-verifier zero-knowledge arguments/proofs of knowledge (ZKAoKs/ZKPoKs)
in Definition [2I] and their security properties in Definitions and

Definition 21 (Syntax of Honest-Verifier ZKAoK/ZKPoK). Let Z and Z denote the in-
stance and witness set, respectively. Let R CZ x Z be a relation. A ZKAoK for R is a tuple

ZK = (ZK.Setup, ZK.Prove)

consists of the algorithm ZK.Setup and interactive protocol ZK.Prove, working as follows:

ZK.Setup(1*) — pp : On input a security parameter 1*, this PPT algorithm returns a public pa-
rameter pp.

ZK.Prove(pp,I; Z) — {0,1} This is an interactive protocol between prover and verifier, where
prover holds an instance-witness pair (I,Z) € T x Z and verifier holds an instance Z € Z,
such that prover tries to convince verifier that he knows W € Z satisfying (Z,W) € R. At
the end of the interaction, the verifier outputs a bit b € {0,1} for deciding whether to accept
(b=1) or reject (b=0).

Security of Honest-Verifier ZKAoK/ZKPoK. Let ZK be a system whose syntax is defined
in Definition We now recall the completeness, knowledge soundness, and (honest-verifier) zero-
knowledge for ZK in the following Definitions and respectively.

Definition 22 (Completeness of ZK). ZK satisfies completeness if for any (I; Z) € R it holds

that
pp <+ ZK.Setup(1*)

b < ZK.Prove(pp, I; Z) =1

Pr [b:l‘

46



Definition 23 (Knowledge Soundness of ZK). ZK satisfies knowledge soundness if for any
(PPT) adversary A, there ezists a PPT extractor € with rewindable oracle access to A such that

pp < ZK.Setup(1*),
_ (pp, I) < A(pp),
Pr b_l/\(I’Z)¢RZ<—SA(pp,Z), < negl(X)
b < ZK.Prove(pp, I; Z)

We write £4(pp, I) to indicate £ (having oracle access to A) and A, playing the roles of verifier
and prover, respectively, to run CF.Prove on common inputs (pp,I). In addition, £ can rewind A
to any previous state and run other instances of CF.Prove with different randomness. Finally, if
all instances of ZK.Prove return 1 after interacting with A4 with rewinding, £ can return the valid
witnesses W satisfying (I, Z) € R. We call this system an argument of knowledge (AoK) if A
is PPT. Otherwise, if A is of unbounded computation, we call this system a proof of knowledge
(PoK).

Definition 24 (Statistical Honest-Verifier Zero-Knowledge of ZK). ZK satisfies statistical
(honest-verifier) zero-knowledge if there exists a PPT simulator S such that for any (I,Z) € R
and for any (PPT) adversary A, then the two following distributions are indistinguishable from
the view of A:

{tr|tr < View(ZK.Prove(pp,I; Z))} and {tr*

tr* < S(pp, 1)} .

where tr < View(ZK.Prove(pp,I; Z)) denotes the public transcript, which contains all the public
inputs and exchanged messages between the prover and verifier during the execution of ZK.Prove.
We say that ZK is computationally zero-knowledge if A is PPT. Otherwise, if A is of unbounded
computation, ZIC is statistically zero-knowledge.

B.11 Lagrange Interpolation
We recall the Lagrange interpolation theorem in the following Theorem

Theorem 3 (Lagrange Interpolation). Let F be a field. Given a set X = {xg,21,...,Zm} of
m~+1 pairwise distinct values in F, then for any set Y = {yo,y1,...,ym} C F, there exists an unique
polynomial f(X) € F[X] of degree at most m satisfying f(x;) = y; for all i € [0,m]. Moreover, the
exact formula of f(X) is given by

X — o
where {£o(X), 01(X), ..., €m(X)} is the Lagrange basis of X, given by the formula ¢;(X) = H 7%
jelom) T
s.t. j#i

B.12 Basic Circuit Satisfiability From Compressed X-Protocol Theory

We recall the technique for handling basic circuit satisfiability from compressed X-protocol theory
(Section 6 in [AC20], adapted from [CDP12]) to ensure statistical (honest-verifier) zero-knowledge.

Let n € Z4. Assume that C(x) = 0 for some x = (21,...,2,) € F"” and C is some arithmetic
circuit of m multiplication gates. Let wq, ..., w,, be the outputs of those m multiplication gates.
Moreover, let u; € F and v; € F, for all ¢ € [m], be the left and right inputs to each multiplication
gate such that u; - v; = w;.

Assume that ¢ = |F| is a prime and there is an isomorphism from Z, to F. Hence, when saying
that 0,...,m € [F, these values are understood to be the output of the mentioned isomorphism from
inputs 0,...,m € Z,. By sampling ug, vo & F, applying Lagrange interpolation we can achieve
polynomials f,,(X), fu(X) € F[X] of degrees at most m such that

fu(i) = u; and f, (i) = v;
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for all ¢ € [0,m] C F. Specifically, we have a Lagrange basis {{o(X),...,4n(X)} C F[X] of
polynomials in F[X] of degree m such that

Fu(X) = ui - i(X) and f,(X) = v Li(X).
i=0 i=0
By setting f(X) := fu(X) - fu(X) and setting wq := g - vp, we see that f(X) is of degree 2m
and w; = f(i) = fu(i) - fu(7) for all ¢ € [0,m]. Define wp,41 := f(m+1),..., wam, := f(2m). We
have a Lagrange basis {£((X), ..., ¢5,,(X)} C F[X] of polynomials in F[X] of degree 2m such that

2m
FX) = wi - £(X).
i=0

Thus, we can test whether u; - v; = w; for all ¢ € [m] by testing whether f,(X)- f,(X) = f(X).
This can be done by sampling ¢ & F and check whether fu(Q) - fo(Q) = f({), by revealing
fu(Q), f»(¢) and f(¢), with error probability at most % according to Schwartz-Zippel lemma
[Zip79,/Sch80] (see Appendix [B.5).

However, when conducting the proof, if ¢ is among [m], the values u¢ = f,(¢),v¢e = f,({) and
we = f(¢) must be revealed compromising zero-knowledge or witness indistinguishability of the
proof. Moreover, if ¢ € F \ [m], the values u;, v; and w;, for all i € [m], are secured. In fact, since
ug and vg are uniformed sampled from F, we know that

Ju(€) = uo - £o(C) + Zuz 4i(C) and £, (¢) = vo - £o(C) + Zvi i (Q)-
i=1 1=1

and ¢o(¢) # 0. Hence, f,(¢) and f,(¢) are uniform in F. Thus, by sampling ¢ & F \ [m], revealing
Ju(€), fu(¢) and f(() for checking f,,(¢) - f»(¢) = f(¢) does not compromise u;,v; and w;, for all

i€ [m].

Strategy for Making the Proofs/Arguments. To proceed the proofs, [AC20] indicates that
g = f(z1,. .., Tn, U0, Vo, Wo, - - -, Wapy) and
v = (1, ... T, U, Vo, Wos - - -, Warm),

for all ¢ € [m], where fl(f)() and fv(z)() are pre-determined affine functions. Hence, for a given
challenge ¢, the values f,(¢) and f,({) are obtained by affine mappings from

(xla ..., Up, Vo, Wo, - - - aw2m7<)'

Since [AC20] supports protocols for nullity checks of affine maps, we hence can deduce the design
of interactive proofs/arguments for basic circuit satisfiability.

Efficiency. According to |AC20], the proof size of the above discussion in O(logm) assuming
m > n while prover time and verifier time are both O(m).

C Generic CFS CFg, (Extended)

We provide a proof of Theorem|[I]in Appendix[C.I} In Appendix[C.2] we provide a detailed efficiency
analysis of CFgp, in Figure 5}

C.1 Proof of Theorem (Il

We first recall Theorem [} in the following Theorem

Theorem 4 (Recall of Theorem [1). If CF.Prove is an (HV)ZKAoK and C is a secure ho-
momorphic commitment scheme, then CFgn, is correct with correctness error cerrps(pp), HVZK
and knowledge-sound with soundness error O(1/|F| + serrys(pp) + negl(\)) where cerrys(pp) and
serrp(pp) respectively are completeness and soundness error of CF.Prove.
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Before going to the proof, let us define the notations that will be used in the proof. First, recall
that Section for a witness vector
z = (x, front, rear, x*, s, a)

having the form of , we can parse

[z]pp = ([xDeck; [front]ci, . [rear]cx , [x* Jeck, [S]es, [@]cks)
where, for x and X* of the form , and for x and x* of the form 7
[XJtek = (tck, x; x,X), [ Jeerr = (tck’, 5*5 x*, &%),
[front]e, = (ck’g,ﬁgn/t; front,fro/?t), [rear]e = (cki, rear; rear,rear),
[s]leks = (cks,5; s,3), [a]lcks = (cks, a; a, a).

We denote z to define its public instance part that contains all the public information and
commitments of the components in z, i.e.,

—

7z = (x, front, rear, X*, 5, 3), (53)

and Z to define the corresponding randomness used for committing the components in z, i.e.,

—

z = (X, front, rear, X*, §,a). (54)

The notation [z]p is the same as (15]).
The proof of Theorem [1] (recalled in Theorem [4]) is as follows.

Proof (Proof of Theorem . The proof follows Lemmas and 14| for correctness, knowledge
soundness and HVZK, respectively. g

Correctness of CFgn. Correctness follows the following Lemma

Lemma 11 (Correctness of CFgn ). CFgnr is correct with correctness error cerrps(pp) if C is

. ) . SR
a homomorphic and perfectly correct commitment scheme and CF.Prove, for relation Rgm_inst, 18
complete with completeness error cerrye(pp) for relation R;’F_Gi’nst.

Proof. The proof is straightforward. O

Knowledge Soundness of CFg,,. We first analyze the extraction in each folding by Iltod-gnr
according to Lemma Then, we formalize Lemma [I3| the knowledge soundness of CFgn by
extracting following a binary-tree-like HS and employing Lemma [12] as a building block. Details
are as follows.

Lemma 12 ((3,3;|F|,|F|)-Special Soundness of ITtid.gnr). Assume that C, w.r.t. relation Reom,

is homomorphic and binding. Assume that, on inputs p € F™wb, w € F*s [zo]pp and [z1]lpp of the
forms

[[Ziﬂpp = ([[Xiﬂtck7 [[frontiﬂck’ 5 [[reariﬂck’ 5 [[Xﬂ]tck’a [[siﬂcks; [[ai]]cks) Vi e {07 1}7
2 1
protocol Ioig-gnr in Figure@ are rewinded 9 times following a (3, 3)-tree of transcripts, w.r.t. chal-

lenges {O‘gil)}ileB] and {O‘g17i2)}i16[3],i26[3]; into

[27 )y = ([x") sk, [front]ci, [rearfei , [(x*) ™% [ecier, [S]ekss [27 Jeks),

in the following sense (imitating the folding process of Itoig-gnr in Figure @

= [Yltew = (1, p, [rearo] ek, , [fronti]es,, [Wlek, , [[O"/]]Cke/) (step@ in Figure @)
— {agil)}ile[g] are distinct and, for each i1 € [3], by running step of I1cs,
o [xoJtek and [x1]sex are folded into [x()]ie w.r.t. a§i1), and
o [x¢Jiew and [xi]haw are folded into [[y’(il)]]tck/ w.r.t. agil).
(The above process is similar to step 4| in Figure @)
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— For each iy € [3], {a;il’w)}ize[g] are distinct, and for each iy € [3], by running step of Ii1cs,
o [y ] and [ylsae are folded into [(x*)@i2)] w.r.t. al*™).
(The above process is similar to step @ in Figure @)
- ﬂfront]]ck/ = [fronto]ewy, [rear]c; = [reari]ewr; [Sleks = [So]eks+[S1]cks, and [a) ] ks = [a0]eks +
al [[al]]ckS (o (“) “([s0]lcks — [$1]cks) (step@ mn Figure@

Finally, assume that we have all witnesses and randomness of all [z(1%2)],,, for all iy € [3] and
all iy € [3], such that [z(12)],, € RS:S

gnrinst- Then, we can extract zy,z1 and w such that

[[ZOHPW [[Zlﬂpp € 7?’gnr inst and (p7 [ZOHPFH [Zlﬂppv ) € Rgnr cond

where relations RS'S _ and Rgnr cond OT€ defined in and , respectively.

gnr-inst

Proof. We split the proof into two steps: (i) extracting all Witnesses of [z;]pp Vi € {0,1} and (ii)
showing the existence of w such that ([zo]pp, [21]pp; W) € RS
follows.

Extracting All Witnesses and Randomness of [z;],, Vi € {0,1}. We proceed as follows:

gnr-cond- These steps are proceeded as

— Estracting Witnesses and Randomness of [front]c, and [rear]qc . Since we have all witnesses

and randomness of all [z("72)],, for all i € [3] and all i5 € [3], we know (from the statement of
this lemma) that [front]qy = ﬂfronto]]ck/ and [rear]q = [rear]c . Therefore, we also achieve
all witnesses and randomness of [[frontﬂck/ and [[rearﬂck/ accordlng to Remark @

As in the statement of this lemma, for all 41 € [3] and iz € [3],

[2(%2)],, € RS = ([front] ek, , [rear]ck, € Reom)

gnr-inst

according to . Hence, we deduce that [front]ec,, [rearfa € Reom-
— Extracting Witnesses and Randomness of [XoJiek and [x1]tck- As there are 3 distinct challenges

{agil)}ile[g], and, for each i; € [3], [xoJtek and [xi]iek are folded into [x(1)] w.r.t. agil).

Moreover, we also have witnesses and randomness of [201%2)] p, for all 4y € [3] and all iy €
3], containing those of [x(")]., for all 4; € [3]. We hence can apply Lemma [1| (recalled in
Lemma to extract witnesses and randomness of [xg]ick and [x1 k-
As in the statement of this lemma, for all 4; € [3] and i3 € [3],

[[Z(irﬂé)]] ’R’Smrﬁ?nst == [[X Htck c Rrrlcs

Hence, by Lemmal[1} we deduce that [xoJck, [X1]ick € RSjce-
— Eaxtracting Witnesses and Randomness of [Y]iew's [X§Jtew and [x3]tex. For all i3 € [3], since

there are 3 distinct challenges {agl’h)}he[g], and, for each iy € [3], [y ]ie and [y]eae are

folded into [(x*)(+%2)] w.r.t. aéil’”). Moreover, we also have all witnesses and randomness of all
{[2"2)]pp i, e[3),ine)3) containing those of {[(x*)#2)]}; (314,35 For each i1 € [3], we hence
can apply Lemma [1| (recalled in Lemma , we can extract all witnesses and randomness of
[y ) e and [y]eckr- Moreover, from the statement of thie lemma, for all ¢; € [3], [x}]tex and
[x7]teks are folded into [y’ 1)]] o W.r.t. a( . Since {oz1 1) }ire[s) are distinct, we again apply
Lemma, I to extract all witnesses and randomness of [x§]ek and [X7Jick’-

As in the statement of this lemma, for all 4 € [3] and iy € [3],

2 o € R = [6) 2 ]hae € R

gnr-inst

By Lemma l [[M(u)]]t k and [y]iew satisfy [[y’(“)]]tck’ [Y]tew € Rrrlcs Again, by Lemma
[xgTeckr s [XT]eekr € Rrrlcs as desired.
— FExtracting Witnesses and Randomnesses of [ag]cks, [a1]cks, [So]cks — [81]eks- For each iy € [3],

[[a( 1)]] ks = [[aOHcks + 041 [[alﬂcks (agil))z . ([[SO]]cks - [[Sl]]cks)
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has a1 ) of degree 3. Moreover, we have distinct {Oz1 }116[3] and all witnesses and randomness
of [2"2)]; c(31.1,e3) containing those of {[al)]cs}i ez Therefore, we can extract all wit-
nesses and randomnesses of [ag]cks, [a1]cks and [s']cks = [So]lcks — [S1]cks by solving the system

of equations w.r.t. all {a1 )}116[3]
As in the statement of this lemma, for all 4 € [3] and iy € [3],

[Z(i17i2)]]PP € ,R’Swel’nst = [[( ) ﬂ ks € RCOm
— [[a()]]ckm [[al]]cksa [[S ﬂcks € Reom-

— Extracting Witnesses and Randomness of [So]lcks and [$1]cks- We have [8]cks = [So]cks + [S1]cks
in the problem statement, and [s']cks = [So]cks — [S1]cks- Moreover, we also have all witnesses
and randomness of [s]cks and [[s']cs. Therefore, by solving equations, we can obtain all witnesses
and randomness of [[So]cks and [$1]cks-

As in the statement of this lemma, for all iy € [3] and i € [3],

[[Z(il’iz)ﬂ RG e — [[Sﬂcks = [[SOﬂcks + [[Sl]]cks € Reom-

gnr-inst

Since [s']cks = [So]cks — [$1]lcks € Reom as proved above, hence the extracted [so]cks, [$1]cks €
7?’Corﬂ'

Thus, we already achieve all witnesses and randomness of [z;],, for all ¢ € {0,1}. By collecting
those extracted witnesses and randomness, we achieve

[[Ziﬂ pp = ([[Xiﬂtck, [[fronti]]ck’ ) [[reari]]ck’ ) [[Xfﬂtcku [[Si]]ckSa [[ai]]cks) € RGn,e.’nst
2 1 g

Existence of w s.t. ([zo]lpp, [21]pp:P; W) € Rgm cond- Notice that, from the statement of this

lemma, [y]ia = (1, P, [rearo]e;, [frontsJawy, [W]ex,, [0™ "Jeker)- Since we have all witnesses and ran-
domness of [y[cx’-

As proved above, [y € RS
and

By the binding property of C, it implies that y.u = 1, y.e = 0"

rrlcs
A/~C/OB/-C/=C/~C/

Where ¢’ = (p||rearg||front; ||w). Hence, it holds that the witness w in y satisfies ([zo]pp, [21]pp, P; W)
RE O

gnr-cond*

Lemma 13 (Knowledge Soundness of CFgp ). CFgnr is knowledge-sound if C is an additively

homomorphic and binding commitment scheme, protocol CF.Prove of CFgnr, for relation R;Fmst,
is knowledge-sound. Moreover, CFgne has soundness error

) (|[F| + serrp(pp) + neg'@))

where serrp(pp) is the soundness error of CF.Prove, w.r.t. relation R;fnst

Proof. The proof is straightforward with Lemma [I2] as a building block. Recall from Definition [f]
that Ilcr,, is the combined protocol that sequentially runs CF.Fold (folding) and then CF.Prove
(proving) where CF.Fold and CF.Prove are protocols of CFgn,.

As from Lemma by rewinding CF.Fold 9 times following a (3, 3)-tree of transcripts. For each
of such rewindings, we additionally run CF.Prove. Since CF.Prove is knowledge-sound, we can run
the extractor of CF.Prove to extract the satisfying witnesses (corresponding to the folded instance)
for each rewinding. Finally, having enough transcript from the (3, 3)-tree pf acceptance transcripts,
we can use Lemma [12[to extract the witnesses corresponding to the to-be-folded instances (before
running CF.Fold). Thus, we conclude that CFgn, is knowledge-sound.

Soundness Error. As we see from Lemma we need a (3, 3)-tree of accepted transcripts in
order to successfully extract. Each transcript corresponds to a challenge (agll)7 aé“’”))
imply that the soundness error is at most

e () =0 (m).

o1

. Hence, we



Hence, we conclude that the soundness error of Ilcr,, is

1
(@] <[F| + serrpe(A) + negl()\))
where serrp£(A) is the soundness error of CF.Prove and negl()) is some negligible probability for
the cheating prover to break the binding property of the underlying commitment scheme. a

HVZK of CFgn. HVZK follows the following Lemma
Lemma 14 (HVZK of CFgn). CFS CFgnr is HVZK if C is an additively homomorphic and

hiding commitment scheme and CF.Prove, for relation R;ﬁ;st, is HVZK.

Proof. Assume that we consider folding [zo]pp and [z1]pp into [z]. Let zg, z; and Z respectively
are the commitments (of the form (53))) in [zo]pp, [21]pp and [2]. Let zg,z; and z respectively are
the randomness (of the form (54)) in [zo]pp, [21]pp and [2].

Let tr be the transcript

tr View(Hc]:gm(pp, [[ZO]]ppa [[Zl]]ppa p; W))

as defined in w.r.t. CFS CFgnr. Notice that tr contains the transcript of the execution of
CF.Fold, the final instance z, and the transcript of CF.Prove. Hence, we can write

tr = (trfo|d||i||trprf)

where treq is the transcript of the execution of CF.Fold and tryf is the transcript of CF.Prove when
z is achieved after running CF.Fold.

Assume that Sprove is the simulator for CF.Prove since CF.Prove is a ZKAoK (or ZKAPoK). To
show that CFgpn, satisfies HVZK, we construct a simulator S which outputs a simulated transcript
tr* indistinguishable from tr. Before explicitly constructing S, we make some observations as follows.
First, by calling Sprove 01 inputs (pp, z), we obtain transcript try¢. Then, we can form

tr' = (trfo|d\|i||tr;)rf) .

By HVZK of CF.Prove, we see that tr and tr’ are indistinguishable, i.e., the prefixes or tr and tr’
w.r.t. (treoial|z) are identical while the suffixes tryf and tr) ¢ are indistinguishable.
We now show how to construct

tr = (trigallz"[ltre),
namely, the simulated transcript by simulating not only CF.Prove, but also CF.Fold. Then, we will
show that tr’ and tr* are indistinguishable. Consequently, tr and tr* are indistinguishable implying
HVZK of CFgnr.
Constructing S for CFg,. We show a construction of simulator S for CFgp,. Notice that, for each
folding, prover needs to send (g,w, g1), namely, commitments in [g]cke, [[W]]Ckgd and [g1]cke’ as in
Figure 5] before receiving challenge oy, and gz, namely, commitment in [ga]ckes in Figure 5| before
receiving asp. Therefore, the simulator simply commits to zero vectors with randomness sampled
appropriately, namely, following the correct distribution of randomness sampling, to obtain those
dummy commitments g, w,g; and gs. By the hiding property of C, these dummy commitments are
indistinguishable from the real ones in the real transcripts. Hence, when simulating, simulator &
of CFgnr only computes dummy commitments and sends them to the verifier to obtain (tr4(|z*).
Then, it calls simulator Sprove, on input (pp,z*), of CF.Prove to get the simulated transcript tro
Finally, form the simulated transcript tr* = (trg,4[|Z*[|try)-

We now analyze how tr* is indistinguishable from tr’. We first notice that (trf4||z*) and (trsid||Z)
are indistinguishable according to the hiding property of commitment scheme C. Then, (pp, Zz*) is
passed to Sprove for producing simulated proof.

Finally, we show that tr:;,rf is indistinguishable from try¢. Indeed, if Sprove is unable to produce
try¢ indistinguishable from tr;)rf, then there exists a distinguisher A that can distinguish between
tr¢ and try ¢ with non-negligible probability. We assume that A output 0 if the input is tr|; and
1 otherwise. Now we can construct a distinguisher A’ to distinguish (trf 4|1z*) and (trfoa||Z) as
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follows: A’, on input tr (which is either (trf||z*) or (trfod||z)), employs Sprove to produce and
forward try¢ to A. Then A’ determines tr as (treiql/z) if LA outputs 0. Otherwise, A determines tr
as (tr,4/|z*). One can see that, by using A, this distinguisher A" can correctly distinguish (trf,4]|z*)
and (trfiq]|Zz) with non-negligible probability as well, contradicting the hiding property of C. Hence,
tr} ¢ and tr ¢ are indistinguishable as well.

Therefore, tr* and tr’ are indistinguishable implying indistinguishability between tr* and tr.
Thus, HVZK is guaranteed. O

Remark 15. A variant of Lemma is witness indistinguishability of CFg which can be for-

malized that CFgn, is (statistically) witness-indistinguishable if C is an additively homomorphic
and (statistically) hiding commitment scheme and CF.Prove, for relation RS]’,_GI,:S“ is (statistically)
witness-indistinguishable.

The proof of the above fact is straightforward since the two transcripts corresponding to the
two witnesses mainly contain commitments and the final proof which ensures witness indistin-
guishability by the hiding property of commitments and witness indistinguishability of the final

proof.

C.2 Efficiency of CFg, (Extended)
Recall the notations in Definition @ The efficiency of CFgn, is as follows:

— Size of Public Instance in [z]pp in (15]). O(mpw + Diefa €(ma) +c(n) +mpy, + 37501 c(myp) +
c(n’) + c(s)) which is obvious from the design in Section

— Communication Cost of CF.Fold. O(c(n)+c(n')) analyzed as follows. Notice that both parties
need to run three rR1CS foldings in which they need to obtain [g]cke, [€1]cker and [ga]cke’
where |g| =n and |g1| = |ga| = n'.

— Prover Time of CF.Fold. O(n +tp®(n) + mpub + 34 tp"(m;) +tpM(n) +n/ +tpc(n’) + Mipup +
Dicl) tp"(m}) +tp"(n’)) analyzed as follows. As from above, the prover needs to perform three
foldings, which can be implied from the analysis of efficiency from Section |3.2

— Verifier Time of CF.Fold. O(tve(n)+mpub+3 ;¢4 tvh (mi)—l—tvh(n)—i—tvc(n’)—&—m;ub—i—zie[g] tvh (mf)+
tvh(n')) which, as form above, follows the analysis of efficiency from Section

— Prover and Verifier Time of CF.Prove. This depends on the employed ZKAoK.

D RAMenPaSTA (Extended)

In Appendix we provide proof of Lemma [2] In Appendix we provide the proof of Theo-
rem

D.1 Proof of Lemma [2]

We first recall Lemma [2]in the following Lemma

Lemma 15 (Recall of Lemma . Let ~,6,T,w, X, 9 EF and (muly);err € F be prepared in
advance. Let plkiv; = mul; - (x + ((jllplkst}), (") keo,nng)) " for j € [T]. Then,

— (22) implies (26)), and with probability 1 — O((N +T)/ |F|) due to division by zero.
— And (26), and together imply with soundness error at most O(ng-(N+T)/ |F]).

Proof (Proof of Lemma @ (recalled in Lemma [15])). We divide the proof into the following two
cases:

The Case “(22) = (26), (27), (28)”: This holds with probability 1 — O((N + T)/ |F|) due to
the potential division by zero where, from Section

- holds with probability for division by zero bounded by O(N/ |F|), and
- holds with probability for division by zero bounded by O((N + T')/ |F|).
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Hence, by union bound, the total probability for division by zero is bounded by O((N + T)/ |F]).
The Case “, , == ”: Indeed, it is trivial that and imply that
Cimem (i, macs;_1, macs;_,, macs;, macs;) = 1 Vi € [2, N]
Cgl’f(plksti,rmi, (pc;||macs;), auxplk;) = 1 Vi € [N]

with probability 1, meaning that the soundness error of these conditions is 0.
Next, since we have that

{mivi = (7 + (macs;, (W) pepo,3))) "t Vi € [N], (55)

miv; = (7 + (macs, (wk)ke[mg]))*l Vi € [N]
By substituting into , it holds that

Z (1 + (macs;, (WF)kep,3) " = Z (1 4 (macs;, (W*)rep,3)) " (56)

i€[N] 1€E[N]

By Lemma (5)) (see Appendix [B.4)), with randomly chosen 7,w € F, since holds, we have

> (X + (macsi, (VF)rea) ™ = Y (X + (macs), (YF)ieps) ™

i€[N] i€[N]

in F(X,Y) with probability at least 1 — O(N/|F|) as each tuple has constant size equal to 4. By
Lemma (see Appendix7 this also implies that (macs;);e[n is a permutation of (macs;);cn
with probability at least 1 — O(N/ |F|). Therefore, the soundness error of the tuple permutation
condition from is at most O(N/ |F|).

By , we also have that

plkivi = (X + <(ﬁi”p|k5ti)’ (wk)ké[o,nmk]»il Vie [N]v (57)
plkiv; = mul, - (x + ((jllpIkst}), (¥ )iefomp)) " Vi € [T]
Again, by substituting into , it holds that
Z (X + <(ﬁz”p|kstz)7 (1/’ )kE 0 np|k] Z muI JHP'kSt ) Wk)ke[o,nmk]»il (58)
i€[N] JE[T]
For some muly,...,muly € F. Similarly, by Lemmas |7| and |8 we see that (pc;||plkst;)ie(n] €

(7llplkst}) ez with probability at least 1 — O(ngic - (N 4 T)/ |F|). Therefore, the soundness error
of the tuple lookup condition from is at most O(npi - (N +T')/ |F|).
Finally, the above arguments imply that holds with soundness error at most

O(N/ |F]) + O(ngi - (N +T)/ [F[) = O(npi - (N +T)/ |F[)

as desired. O

D.2 Proof of Theorem [2]
For readability, we recall Theorem [2| in the following Theorem

Theorem 5 (Recall of Theorem [2)). If C is secure homomorphic commitment scheme and

HRrp_rs is an HVZKAoK for relation RSF;_G;;f then Ilgp is an HVZKAoK for relation Riam in
with completeness error O((N + T/ |F| + cerrpe(pp)) and soundness error

O (npi - (N +T)/|F| + serrrp_pi (pp) + negl(N))

where cerrps(pp) and serrrp_p(Pp) are respectively completeness and soundness error of Irp-pr
and negl(\) is the negligible probability for cheating prover to break the binding of the underlying
commitment scheme.
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Proof (Proof of Theorem @ (Recalled in Theorem @) ). The proof follows Lemmas and
Specifically, Lemmas and are for correctness, knowledge soundness and HVZK of Ilgp,
respectively. Together, they imply the proof of Theorem a

Correctness of IIgp. Correctness follows Lemma

Lemma 16 (Completeness of IIgp). If C is perfectly correct and IIrp.p, for relation R%i;f’ 18
complete with completeness error cerrrp.pes(pp), then Irp is complete with probability 1 — O((N +

T)/||F| + cerrRP-prf(pp))'

Proof. Notice that CF.Fold is correct with correctness error 0. However, Lemma [2] indicates that
the proof for both permutation lookup and tuple lookup incurs a total completeness error O((N +
T)/|F|). Hence, in total, completeness error of IIgp is bounded by O((N + T)/|F| + cerrrp-prs (PP))-

O

Knowledge Soundness of IIgp. Knowledge soundness follows Lemma[I7 below. Before discussing
the idea for the proof of Lemma we recall the hierarchical structure HS (see Definition [[)). We
first classify the nodes in HS by depths according to the following Definition 25} Then, we prove
knowledge soundness of IIgrp by Lemma

Definition 25 (Depths in Hierarchical Structures). Let N € Z, and HS be defined as in
Definition [l We denote the depth of each node by a function depth : HS — Z as follows:

— The root node (0,N) has depth 0, i.e., depth(0, N) = 0.
— For any pair of nodes (1,j) and (j,r) satisfying (1,7), (4,r), (I,r) € HS (i.e., (I,7) is the direct
parent node of (1,7) and (j4,7) in HS), we denote by depth(l, j) = depth(j,r) = depth(l,r) + 1.

The height H of HS is the mazimum depth of nodes in HS, i.e.,
H = max {depth(l,7) | (,r) € HS} .

Remark 16. Notice that IIgp in Figure [7] folds N instance-witness pairs, in step [7] following a
hierarchical HS. Let H be the height of HS. By classifying the instance-witness pairs by depths as
in Definition we see that, for a depth d € [H], the process that folds all instance-witness pairs
at depth-d to the above depths, i.e., d — 1 to 0, and then prove [zon]pp € Rs,gi;f, is a ZKAoK
(or ZKPoK), denoted by I1,, of instance-witness pairs at depth d such that (i) all instance-witness

pairs satisfy RSS (see ) and, (ii) for each folding at depth d, the condition for such a folding

gnr-inst

also satisfy RgGm_cond (see (19)).

Lemma 17 (Knowledge Soundness of IIgp). If C is an additively homomorphic and binding
and Irp_pi, for relation R%irf} is knowledge-sound, then Ilgp is knowledge-sound. Moreover, Ilrp

has soundness error
o (np|k . (N+T)

il + serrrp_pf (PP) + neg'@\))

where serrrp.pre(PP) is the soundness error of Ilrp.os and negl(X) is the negligible probability for
cheating prover to break the binding of the underlying commitment scheme.

Proof. The proof is split into three smaller parts as follows. Firstly, we provide a strategy for the
extractor to extract all witnesses corresponding to instance-witness pairs at all nodes of HS. Sec-
ondly, from those extracted, we extract components for RAM programs that follow the specification
of Lemma [2] Third and eventually, we analyze the soundness error of IIgp.

Rewinding Strategy. According to Remark since for each depth d € [0, H], there exists
a ZKAoK (or ZKPoK) for all relations and folding conditions at depth d, it seems that we can
directly apply Lemma[I3] for extraction. However, at depth d, there may be more than one folding
(involving more than two instance-witness pairs). Therefore, directly applying Lemma may not
be applicable. Below, we present another way of extracting w.r.t. HS.

The idea for extraction is as follows. Since ITrp in Figurelﬂfolds instance-witness pairs {[z(;_1):]pp fic[n]

(see step [7) following the topological order of a hierarchical structure HS (see Deﬁnition, we
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can construct the extractor for IIrp to extract the witnesses corresponding to nodes of HS depth-
by-depth from the top to bottom. In particular, let H be the height of HS. We construct the
extractors {€q}acjo, ) such that, for d € [0, H], & extracts the witnesses of instance-witnesses
pairs {[zi,]pp} (1,r)eHs depth(i,r)<d at depth-d nodes of HS. In other words, & is the extractor for
ZKAoK (or ZKPoK) I14. The extractions of {£4}4e[o,m) are recursively constructed as follows.

(i) Extractor & . At depth 0, there is only the root node (0, N). The witness corresponding to
[zon]pp is extractable by extractor of CF.Prove (since CF.Prove is knowledge-sound). Here, & is
the extractor of CF.Prove. Recalled that CF.Prove of IIrp is realized by Ilrp_ for satisfaction of

relation RSF;_G;;f (see Figure .
(i1) Extractor 4 for d € [H]. We now construct extractor £; that employs €41 as a sub-rountine.
Assume that there are 2 - K; instance-witness pairs

{[zir]op } 1,7y eHs, depth (i,r)=d

at depth-d nodes such that we can partition into Ky pairs of these instance-witnesses pairs as
follows. For each pair of these instance-witnesses pairs, when running CF.Fold, we obtain a new
instance-witness pair at depth d — 1 of HS. Since IIrp employs CF.Fold from CFgne as a black box
for folding, according to Lemma with a (3, 3)-tree of acceptance transcripts for each of these
pairs of instance-witness pairs, we can extract its corresponding witness. Hence, we construct the
extractor £, as follows. This extractor first samples i.i.d. Ky (3, 3)-tree of challenges. For k € [K],
we denote by T(4F) = (agd’k7i1),aéd7k’i1’i2))ihi2€[3] to be the k-th (3,3)-tree of challenges. Then,
we instruct &; to rewind 9 as follows. For each (i1,42) € [3] x [3], £ works as follows:

— For all k € [Ky4], &4 communicates with prover to fold the k-th pair of instance-witness pairs at
depth-d nodes by running CF.Fold (realized by protocol ITtid-gnr in Figure with ; and s (in
ITtoid-gnr) Tespectively are replaced by agd’k’”) and aéd’k’“’”). Hence, all folded instance-witness
pairs are at depth-(d — 1) nodes of HS.

— Run &4_1 to extract witnesses for those instance-witness pairs at depth-(d — 1) nodes.

Hence, by such a rewinding strategy, we obtain K, (3, 3)-tree of accepted transcripts. By Lemma
it is sufficient for extracting witnesses of instance-witness pairs and those for the conditions when
folding at depth-d nodes.

Eventually, we see that £ extracts all witnesses and conditions for folding following hierarchical
structure HS. We are now ready to discuss in detail the extraction of the entire execution trace of
RAM programs from RAMenPaSTA.

Extracting the Execution Trace of RAM Program. Since IIrp_ps is knowledge-sound, it

. . 6,6’
is also a knowledge-sound proof for relation Rgnr_inst

specified in . By using &y, we can extract z,., for all (I,r) € HS s.t. [z,]pp € RS:E

gnr-inst*

By IIrp.p for relation Rgﬁi;f (see (32)), it also holds that [zon]pe € Rgﬁést since satisfaction
6,6

of RSP’i;f implies satisfaction of Ry 75 . Moreover, according to step (7| in Figure EI, all of the
conditions between to-be-folded instance-witness pairs also hold, i.e.,

/\ (([[leﬂpm [[ZjTﬂppv (Lj+1); wi) € Ran/r—cond)
l,j,r s.t.
(L,3),(d,m)€HS

because it is implied by relation ITrp_pf as

lmplylng ([[Z(ifl)iﬂppv Hzi(iJrl)ﬂpp: (171 + 1)7 WH—I) € Ran/r—cond for all 7 € [N - 1]

We also can extract (mul;);epr) and randomness (M) (7] by the extractor of ITrp_prs for relation
Rg}’,i;f such that
(ckmj, mj; mulj,m;) € Reom j € [T].

(i) Extracting Components for Single Computation Steps. Recall that, from Remark we can

parse & = (A,B,C) and A,B and C are public matrices that can be publicly determined
5,6
gnr-inst?

from challenges v, d, 7,w, X, 1. Since [z_1)i]pp € R it captures the fact that
[x(i—1)iltek € Rf?ks
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where [X(;_1);]tck is a component in [z(;_1);]pp according to the form . Hence, for each i €
[N], by following Section we can define u; = x(;_1);-u, Z; = (X(—1);-Pub||x(i—1);-Z1]| . . . [|X(—1)i-25)
and e; = X(;_1);-€ such that

A-z,0B-z;,=u;-C-z; +e;.

According to protocol Ilgp in Figure it holds that x(;_1);.pub = 1 and x(;_1);.€ = C.Commitq (0", 0),
i.e., X(j—1);-€ is commitment in [x(;_1);.€]cke, since these public values are computed by verifier.

By the binding property of commitment scheme C, it should hold that x(;_1);.e = 0". Hence,

we see that

A-z,oB-z,=C-z (59)

where z; = (1([x(i—1)i-Z1] - - - [[X(i1)i-25). By following in Section we parse

X(i—1)i-21 = (P¢;||val;|[macs;||macs}),
X(i—1)i-22 = (pc;||macs; ||macs;),
X(i—1)i-z3 = plkst;,

X(i—1)i-Z4 = aux;, and

X(i—1)i-25 = (miv;||mivi][plkiv;)

Here, the fact that both x(;_1);.z1 and x(;_1);-z2 contain the same (macs;||macs;) is due to
Definition [§] Hence, we have

74 = (1, [l macs | macs] e, [ macs, [ macs! )
plkst,||aux;||miv; ||miv;||plkiv,)

for all ¢ € [N]. By Definition [8] we hence deduce that holds.

Since A, B, C realize the testing of hidden evaluation of hidden circuits by employing PLONK’s
arithmetization w.r.t. plkst;, for all ¢ € [N], by employing challenges v and §, according to
N(nplkl;lélngate) < N"ﬂ”':llmk
union bound over the N computation steps, where ngae is the number of gates in circuit
corresponding to plkst; for i € [N].

Extracting Witnesses for Conditions. Parse &' = (A’,B’,C’), where A’, B’, C’ are public ma-
trices defined in Definition @ For each i € [2, N], recall that our extracted witnesses Z(i—1)i
and auxiliary witnesses w; satisfy

Appendix the error probability for this test is at most , by using

([[Z(i72)(i71)ﬂpp7 [[Z(ifl)i]]l)m (1’ i); Wl) € Rgr—condv

it holds that
A’ -c;oB -¢c;=C'-¢;

where ¢; = ((1,1)||rear(;_g)i—1)l/front;_1);|[w;). However, since rear;;_o);—1) = X(i—2)(i—1)-Z2
and front(i,l)i = X(i*l)i'ih where Ij(;a/l'(i,g)(i,l)7 X(i*Q)(i*l)'iQa front(i,l)i, X(ifl)i-il are com-

mitments in [rear;_2)i—1)]ckss [X(i—2)(i—1)-Z2]cks» [front—1yillexss [X(i—1)i-Z1]ek,, respectively,
according to the settings

[[front(i,l)i]]ckl = [[Zil]]ckla
[[rear(i,l)i]]ck2 = [[ZiQ]]ck27
[[x(i—l)i]]tck = (17 ]-7 [[Zilﬂcku LR [[Zi5]]Ck57 [[On]]‘:ke)

as in step [6] of IIgp. By the binding property of C, it holds that
ci = (1][(1,4)llpc;_ [Imacs;_1 [[macs;_, |p<; || val;||macs; | macs}).

By Definition EI, we hence deduce that p¢; = pc;_;, val; = val;_; and holds.
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(iii) Constraints for Tuple Permutation and Tuple Lookup. For all I, j,r € HSgq (where HSgyq is
defined in Definition , our extracted witnesses satisfy s;. = s;; + s;, according to the proof

of Lemma we deduce that
Z S(i—1)i = SON-

1€[N]

According to step [6]in Figure[7] since verifier has computed S;_1); = X(;—1)i-2Z5, by the binding
property of C, it holds that
S(i—1); = (mivg||miv} | plkiv,).

By parsing soy = (miv||miv’||plkiv), we see that
Die(n) Mivi = miv,
Zie[zv] miv;
>_ie(n Plkiv; = plkiv.

|
3
.

Since ITrp.prt for relation R%i;f (see (32)) guarantees that

mul;
plkiv = _ J and miv = miv/,
jez[;] X+ <(]‘|p|k5t;)a (wk)ke[o,npm])

we hence see that
. . N -1
{Zie[N] plkiv, = Zje[T] mul; - (x + <(j||p|kst;), (z/;k)k:'k0>) , and
Die[n) MV = X ic(n miv;.
By the fact that [front;_1)iJck, = [Zi1]ek, = [X(i—1)i-Z1]ck, (step (6)) in Figure@ and Defini-
tion [8] we know that

9

miv; = (7 + (macs;, (wk)ke[o,3]>)_1 Vie|
miv;, = (7 + (macs, (wk)ke[0,3]>)71 Vi e |

==

and 1
plkiv, = (x + ((pe,a[Iplkst,), (65)77%,))
Notice that the above systems imply that is satisfied.

From and above, , and are satisfied. By Lemma [2 they all imply
that is satisfied with soundness error O(np - (N +T')/|F|). Hence, we have already proved
the correct execution of RAM programs. Next, we prove the correct input and output of the RAM
program.

Correct Input and Output. Parse

frontgn = (pc||val||macs||macs’) and reargn = (pc||macs||macs’).

Notice that relation RRG,si;f (see ) enforces pc = 1,val = val;,, val = valo,: and [valiy]cki € Reom,
by the binding property of C. By the knowledge soundness of ITrp.pr (for relation RRGﬁi;f), we can
extract val;,, and we are guaranteed that those for input and output of the N-step RAM program
are correct.

Analysis of Soundness Error. Recall that implies the correct execution of N instructions
with soundness error O(N - nyi/ |F|) (see Section [2.6)and Appendix [B.3). By Lemma 2} (27),
and (28)) imply that is satisfied with soundness error O(npi - (N + T')/ |F|). Hence, in total,
, (26) and , with guaranteed correct input and output for RAM program, imply satisfaction
of Rram with total soundness error

O(npi - (N +T)/|F]). (61)
However, since we prove , and by IIgp with underlying folding scheme, we need to
analyze another layer of soundness error. Recall that we split HS into H + 1 depths (from 0 to H)
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according to Definition Here, as discussed above, for d € [N], there are 2 - K; nodes in depth
d, while depth 0 has exactly one root node. As from above, we can extract witnesses of depth-d
nodes, for d € [N], by those from depth-(d — 1) nodes in the spirit of Ky (3,3)-tree of accepted
transcripts, incurring soundness error KU%A for all K, foldings. Define P, as the soundness error
for the validity of those instance-witness pairs at depth-d nodes. Then, we can see that

Py = serrrp-p (PP),

Ky 4
Pi=Py 1+ (1—Pyq)- CTT + negl())
Kyi-4
<P+ ?T + negl())

K;-4
< serrrp-pr (PP) + Z 5 7 negl(\)
i€[d]

where negl()) can be seen as the ability to break the binding of the underlying commitment scheme.
It can be seen that Pp is the soundness error of IIgp which is bounded by

K;-4 N
serrrp-prf (PP) + Z —F +negl(\) = O <serer_prf(pp) + m + negl(A))
1€[H]
by the observation that 3¢ Ki = O(N).
Combining with soundness error O(ngi - (N +T)/ |F|) in (61]), we see that the total soundness
error, from folding following HS and from those implying , is

. np|k~(N—|—T)
‘O( ]

+ serrrp_prf(PP) + negl()\)) .

We thus conclude the proof. O

HVZK of IIgp. HVZK of IIgp follows Lemma [T

Lemma 18 (HVZK of Iigp). IfC is an additively homomorphic and hiding commitment scheme
and Ilrp_ys, for relation RggS, is HVZK, then Igp is HVZK.

Proof. We prove recursively as follows. According to Remark for any d € [0, H|, the process
of (i) folding all instance-witness pairs from depths d to 0 of HS and (ii) proving by ITrp.p is a
ZKAoK (or ZKPoK) II, for those instance-witness pairs and conditions of foldings at depth d. By
this observation, we can prove HVZK by induction as follows:

— At depth 0, since Iy, which is also IIgrp.pr, is a ZKAoK (or ZKPoK). Hence, HVZK at depth
0 is guaranteed.

— For d € [H], assume by inductive hypothesis that IT;_; is HVZK. Then, we can show that
11, is also HVZK. We can apply a similar proving strategy from the proof of Lemma The
difference from the proof of Lemma[14]is that we consider folding K4 pairs of instance-witness
pairs at depth-d nodes of HS rather than a single folding as in Lemma

We thus conclude the proof. a
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