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ABSTRACT

Recent developments in neural architecture search (NAS) emphasize the significance
of considering robust architectures against malicious data. However, there is a
notable absence of benchmark evaluations and theoretical guarantees for searching
these robust architectures, especially when adversarial training is considered. In
this work, we aim to address these two challenges, making twofold contributions.
First, we release a comprehensive data set that encompasses both clean accuracy and
robust accuracy for a vast array of adversarially trained networks from the NAS-
Bench-201 search space on image datasets. Then, leveraging the neural tangent
kernel (NTK) tool from deep learning theory, we establish a generalization theory
for searching architecture in terms of clean accuracy and robust accuracy under
multi-objective adversarial training. We firmly believe that our benchmark and
theoretical insights will significantly benefit the NAS community through reliable
reproducibility, efficient assessment, and theoretical foundation, particularly in the
pursuit of robust architectures. [T

1 INTRODUCTION

The success of deep learning can be partly attributed to the expert-designed architectures, e.g.,
ResNet (He et al., 2016)), Vision Transformer (Dosovitskiy et al., [2021), and GPT (Brown et al.,
2020), which spurred research in the field of Neural Architecture Search (NAS) (Baker et al.,[2017
Zoph & Le, [2017;Suganuma et al.} 2017; Real et al.,2019; Liu et al.,|2019). The target of NAS is
to automate the process of discovering powerful network architectures from a search space using
well-designed algorithms. This automated approach holds the promise of unveiling highly effec-
tive architectures with promising performance that might have been overlooked in manually crafted
designs (Zela et al.,|[2020;|Wang et al.| 2021} Ye et al.,|2022).

Nevertheless, merely pursuing architectures with high clean accuracy, as the primary target of NAS,
is insufficient due to the vulnerability of neural networks to adversarial attacks, where even small
perturbations can have a detrimental impact on performance (Szegedy et al.,2013). Consequently,
there is a growing interest in exploring robust architectures through the lens of NAS (Guo et al.|
2020; Mok et al.,[2021;Hosseini et al.,2021;Huang et al.,2022)). These approaches aim to discover
architectures that exhibit both high performance and robustness under existing adversarial training
strategies (Goodfellow et al.,|2015;Madry et al., 2018)).

When studying the topic of robust neural architecture search, we find that there are some remaining
challenges unsolved both empirically and theoretically. From a practical point of view, the accuracy of
architecture found by NAS algorithms can be directly evaluated using existing benchmarks through
a look-up approach, which significantly facilitates the evolution of the NAS community (Ying et al.,

*Partially done at LIONS, EPFL.
TPartially done at AWS Lablets.
'Our project page is available atht tps: //tt2408 .github.io/nasrobbench201hpl


https://tt2408.github.io/nasrobbench201hp

Published as a conference paper at ICLR 2024

2019;Duan et al.,|2021;Dong & Yang| 2020;|Hirose et al.,[2021;|Zela et al.,2022; |Bansal et al.| 2022}
Jung et al.,|2023)). However, these benchmarks are constructed under standard training, leaving the
adversarially trained benchmark missing. This requirement is urgent within the NAS community
because 1) it would accelerate and standardize the process of delivering robust NAS algorithms (Guo
et al.}[2020; Mok et al., 202 1)), since our benchmark can be used as a look-up table; 2) the ranking of
robust architectures shows some inconsistency based on whether adversarial training is involved, as
we show in Tablem Therefore, one main target of this work is to build a NAS benchmark tailored for
adversarial training, which would be beneficial to reliable reproducibility and efficient assessment.

Beyond the need for a benchmark, the theoretical guarantees for architectures obtained through NAS
under adversarial training remain elusive. Prior literature (Oymak et al., [2021} |Zhu et al.| 2022a)
establishes the generalization guarantee of the searched architecture under standard training based on
neural tangent kernel (NTK) (Jacot et al.L[2018)). However, when involving adversarial training, it is
unclear how to derive NTK under the multi-objective objective with standard training and adversarial
training. Which NTK(s) can be employed to connect and further impact clean accuracy and robust
accuracy? These questions pose an intriguing theoretical challenge to the community as well.

Based on our discussions above, we summarize the contributions and insights as follows:

* Werelease the firstadversarially trained NAS benchmark called NAS-RobBench-201. This benchmark
evaluates the robust performance of architectures within the commonly used NAS-Bench-201 (Dong
& Yang}[2020) search space in NAS community, which includes 6,466 unrepeated network archi-
tectures. 107k GPU hours are required to build the benchmark on three datasets (CIFAR-10/100,
ImageNet-16-120) under adversarial training. The entire results of all architectures are included
in the supplementary material and will be public to foster the development of NAS algorithms for
robust architecture.

* We provide a comprehensive assessment of the benchmark, e.g., the performance of different NAS
algorithms, the analysis of selected nodes from top architectures, and the correlation between clean
accuracy and robust accuracy. We also test the correlation between various NTK metrics and
accuracies, which demonstrates the utility of NTK(s) for architecture search.

* We consider a general theoretical analysis framework for the searched architecture under a multi-
objective setting, including standard training and adversarial training, from a broad search space, cf.
Theorem[I] Our framework allows for fully-connected neural networks (FCNNs) and convolutional
neural networks (CNNs) with activation function search, skip connection search, and filter size search
(in CNNs). Our results indicate that clean accuracy is determined by a joint NTK that includes partly
aclean NTK and a robust NTK while the robust accuracy is always influenced by a joint NTK with
the robust NTK and its “twice” perturbed versionﬂ For a complete theoretical analysis, we provide
the estimation of the lower bound of the minimum eigenvalue of such joint NTK, which significantly
affects the (robust) generalization performance with guarantees.

By addressing these empirical and theoretical challenges, our benchmark comprehensively evaluates
robust architectures under adversarial training for practitioners. Simultaneously, our theory provides
a solid foundation for designing robust NAS algorithms. Overall, this work aims to contribute to
the advancement of NAS, particularly in the realm of robust architecture search, as well as broader
architecture design.

2 RELATED WORK

In this section, we present a brief summary of the related literature, while a comprehensive overview
and discussion of our contributions with respect to prior work are deferred to Appendix B}

Adversarial example and defense. Since the seminal work of|Szegedy et al.|(2013)) illustrated that
neural networks are vulnerable to inputs with small perturbations, several approaches have emerged to
defend against such attacks (Goodfellow et al., |2015;|Madry et al., 2018} | Xu et al., 2018 |Xie et al.,
2019;|Zhang et al.,2019; Xiao et al.,|2020). Adversarial training (Goodfellow et al.,|2015; Madry et al.|
2018)) is one of the most effective defense mechanisms that minimizes the empirical training loss based

*We call “clean NTK” the standard NTK w.r.t clean input while “robust NTK” refers to the NTK with adversarial
input. The “twice” perturbed version refers to the input where adversarial noise is added twice.
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Figure 1: Visualization of the NAS-Bench-201 search space. Top left: A neural cell with 4 nodes and 6
edges. Top right: 5 predefined operations that can be selected as the edge in the cell. Bottom: Macro
structure of each candidate architecture in the benchmark.

on the adversarial data, which is obtained by solving a maximum problem. |Goodfellow et al.|(2015)
use Fast Gradient Sign Method (FGSM), a one-step method, to generate the adversarial data. However,
FGSM relies on the linearization of loss around data points and the resulting model is still vulnerable to
other more sophisticated adversaries. Multi-step methods are subsequently proposed to further improve
the robustness, e.g., multi-step FGSM (Kurakin et al., 2018)), multi-step PGD (Madry et al.,|2018]). To
mitigate the effect of hyper-parameters in PGD and the overestimation of robustness (Athalye et al.,
2018), |Croce & Hein|(2020b) propose two variants of parameter-free PGD attack, namely, APGDcg
and APGDpy r, where CE stands for cross-entropy loss and DLR indicates difference of logits ratio
(DLR) loss. Both APGDcg and APGDp;r attacks dynamically adapt the step-size of PGD based
on the loss at each step. Furthermore, to enhance the diversity of robust evaluation, |Croce & Hein
(2020b)) introduce Auto-attack, which is the integration of APGDcg, APGDp r, Adaptive Boundary
Attack (FAB) (Croce & Hein, [2020a), and black-box Square Attack (Andriushchenko et al.,[2020).

Other methods of generating adversarial examples include L-BFGS (Szegedy et al.,[2013)), C&W
attack (Carlini & Wagner, 2017).

NAS and benchmarks. Over the years, significant strides have been made towards developing NAS
algorithms from various perspectives, e.g., differentiable search with weight sharing (Liu et al., 2019;
Zela et al., [2020; |Ye et al., 2022), NTK-based methods (Chen et al., 20215 | Xu et al., 2021} [Mok
et al.| 2022; |Zhu et al.l [2022a). Most recent work on NAS for robust architecture belongs to the
first category (Guo et al., 2020; Mok et al.,[2021). Along with the evolution of NAS algorithms, the
development of NAS benchmarks is also important for an efficient and fair comparison. Regarding
clean accuracy, several tabular benchmarks, e.g., NAS-Bench-101 (Ying et al., 2019), TransNAS-
Bench-101 (Duan et al.,|2021), NAS-Bench-201 (Dong & Yang,2020) and NAS-Bench-301 (Zelaetal.,
2022)) have been proposed that include the performance under standard training on image classification
tasks. More recently, Jung et al.|(2023)) extend NAS-Bench-201 towards robustness by evaluating the
performance in NAS-Bench-201 space in terms of various attacks. However, all of these benchmarks
are under standard training, which motivates us to release the first NAS benchmark that contains the
performance under adversarial training.

NTK. Originally proposed by [Jacot et al.| (2018)), NTK connects the training dynamics of over-
parameterized neural networks to kernel regression. In theory, NTK provides a tractable analysis for
several phenomena in deep learning. For example, the generalization guarantee of over-parameterized
FCNN under standard training has been established in|Cao & Gu|(2019); Zhu et al.|(2022a)). In this
work, we extend the scope of NTK-based generalization guarantee to multi-objective training, which
covers the case of both standard training and adversarial training.

3 NAS-ROBBENCH-201

In this section, we first describe the construction of the benchmark, including details on search space,
datasets, training setup, and evaluation metrics. Next, we present a comprehensive statistical analysis
of the built benchmark. More details can be found in the supplementary.
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Figure 2: Boxplots for both clean and robust accuracy of all 6466 non-isomorphic architectures in the
considered search space. Red line indicates the accuracy of a random guess.
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Figure 3: (a) Distribution of accuracy on CIFAR-10. The peak in the distribution of clean accuracy is
much more notable than that of FGSM and PGD. (b) The architecture ranking on CIFAR-10 sorted
by robust metric and clean metric correlate well for lower ranking (see larger x-axis) but there still
exists a difference for higher ranking. Both (a) and (b) motivate the NAS for robust architecture in
terms of robust accuracy instead of clean accuracy. (c) Architecture ranking of average robust accuracy
on 3 datasets, sorted by the average robust accuracy on CIFAR-10. The architectures present similar
performance across different datasets, which motivates transferable NAS under adversarial training.

Table 1: Spearman coefficient between various accuracies on CIFAR-10 on NAS-RobBench-201 and
the benchmark of Jung et al.|(2023). Specifically, the first three columns/rows (without *) indicate
the clean, PGD (8/255), and FGSM (8/255) accuracies in NAS-RobBench-201, while the last three
columns/rows (with *) indicate the corresponding accuracies in Jung et al.|(2023).

H H Clean PGD FGSM ‘ Clean* PGD* FGSM* H

Clean 1.000 0985 0989 | 0977 0.313 0.898
PGD 0.985 1.000 0.998 | 0970 0382  0.937
FGSM || 0989 0.998 1.000 | 0974 0.371 0.931
Clean* || 0.977 0.970 0.974 1.000 0322 0.891
PGD* 0.313 0.382 0.371 0.322  1.000  0.487
FGSM* || 0.898 0.937 0.931 0.891  0.487 1.000

3.1 BENCHMARK CONSTRUCTION

Search space. We construct our benchmark based on a commonly-used cell-based search space
in the NAS community: NAS-Bench-201 (Dong & Yang, |2020), which consists of 6 edges and
5 operators as depicted in Figure [l Each edge can be selected from the following operator:
{3 x 3 Convolution, 1 x 1 Convolution, Zeroize, Skip connect, 1 x 1 Average pooling}, which results
in 55 = 15625 architectures while only 6466 architectures are non-isomorphic. Therefore, we only
train and evaluate 6466 architectures.

Dataset. We evaluate each network architecture on (a) CIFAR-10 (Krizhevsky et al.,[2009), (b) CIFAR-
100 (Krizhevsky et al., 2009)), and (c) ImageNet-16-120 (Chrabaszcz et al.,|2017). Both CIFAR-10
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Figure 4: The operators of each edge in the top-10 architectures (average robust accuracy) on NAS-
RobBench-201. The definition of edge number (#1 ~ #6) and operators are illustrated in Fi gure

and CIFAR-100 contain 60,000 RGB images of resolution 32 x 32, where 50,000 images are in the
training set and 10,000 images are in the test set. Each image in CIFAR-10 is annotated with 1 out
of the 10 categories while there are 100 categories in CIFAR-100. ImageNet-16-120 is a variant of
ImageNet that down-samples the images to resolution 16 x 16 and selects images within the classes
[1,120]. In total, there are 151,700 images in the training set and 6,000 images in the test set. Data
augmentation is applied for the training set. On CIFAR-10 and CIFAR-100, we apply a random crop
for the original patch with 4 pixels padding on the border, a random flip with a probability of 0.5, and
standard normalization. On ImageNet-16-120, we apply similar augmentations via random crop with 2
pixels padding. The data is normalized before the attack, following the setup in|Zhang et al.|(2019);
Rice et al.|(2020).

Training procedure. We adopt a standard adversarial training setup via mini-batch SGD with a
step-size of 0.05, momentum of 0.9, weight decay of 10—, and batch size of 256. We train each
network for 50 epochs where one-cycle step-size schedule with maximum step-size 0.1 (Smith &
Topin, [2019)), which is proposed for faster convergence. Each run is repeated for 3 different seeds.
Regarding the adversarial attack during training, we follow a common setting, i.e., 7 steps of projected
gradient descent (PGD) with step-size 2/255 and perturbation radius p=38/255 (Madry et al., 2018).
We apply the same setup for all of the aforementioned datasets. In total, we adversarially train and
evaluate 6466 x 3 x 3~ 58k architectures by a number of NVIDIA T4 Tensor Core GPUs. One seed for
one dataset consumes approximately 34 hours on 350 GPUs. Consequently, 3 datasets and 3 seeds take
around 34 X 350 x 3 x 3~ 107k GPU hours.

Evaluation metrics. We evaluate the clean accuracy and robust accuracy of each architecture after train-
ing. Specifically, we measure the robust accuracy based on fast gradient sign method (FGSM) (Goodfel{
low et al.,2015) and PGD attack with £, constraint attack with perturbation radius p € {3/255,8,/255}.
For PGD attack, we adopt 20 steps with step-size 2.5 x p/20. Additionally, we evaluate each architec-
ture under AutoAttack with perturbation radius p=8/255.

3.2 STATISTICS OF THE BENCHMARK

Overall preview of the benchmark. In Figure[2] we show the boxplots of the clean accuracy and robust
accuracy of all architectures in the search space, respectively. Notice that there exists a non-negligible
gap between the performance of different architectures, e.g., ranging from 40% ~ 70% accuracy under
FGSM attack on CIFAR-10. Therefore, designing the architecture holds immense significance given
the wide spectrum of achievable accuracy values. In Figure[3al we plot the distribution of the clean
accuracy and robust accuracy on CIFAR-10 in the proposed NAS-RobBench-201. We observe that the
distribution of FGSM accuracy and PGD accuracy is similar while the peak in the distribution of clean
accuracy is much more notable than that of FGSM and PGD. Overall, the architecture ranking sorted
by robust metric and clean metric correlate well, as shown in Figure[3b]

Effect of operators selection on robustness. To see the impact of operators in robust architecture
design, in Figure |4, we present the selected operators at each edge of the top-10 architectures in
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Table 2: Result of different NAS algorithms on the proposed NAS-RobBench-201. “Optimal” refers to
the architecture with the highest average robust accuracy among the benchmark. “Attack scheme” in
the first column indicates how the accuracy is measured during the searching phase of these baseline
methods.

FGSM PGD FGSM PGD

Attack scheme Method Clean (3/255) (3/255) (8/255) (8/255)
- \ Optimal \ 0.794  0.698 0.692 0.537 0.482
Regularized Evolution | 0.791 0.693 0.688 0.530 0.476
Clean Random Search 0.779 0.682 0.676 0.520 0.470
Local Search 0.796  0.697 0.692 0.533 0.478
Regularized Evolution | 0.790  0.693 0.688 0.532 0.478
FGSM (8/255) Random Search 0.774  0.679 0.674 0.521 0.471
Local Search 0.794  0.695 0.689 0.535 0.481
Regularized Evolution | 0.789 0.692 0.686 0.531 0.478
PGD (8/255) Random Search 0.771 0.676 0.671 0.520 0.471
Local Search 0.794  0.695 0.689 0.535 0.481

CIFAR-10 dataset. The top-10 criterion is the average robust accuracy, which is the mean of all robust
metrics mentioned in Section[3.1} Overall, these top architectures have similar operator selections at
each edge. We can see there exists a frequently selected operator for each edge. For instance, the 3 x 3
convolution operation appears to be the best choice for the majority of edges, except for edge 4, where
the skip-connection operation demonstrates its optimality.

Architecture ranking across different datasets. Figure[3c|depicts the architecture ranking based
on the average robust accuracy across CIFAR-10/100 and ImageNet-16. The result reveals a high
correlation across various datasets, thereby inspiring the exploration of searching on a smaller dataset
to find a robust architecture for larger datasets.

Comparison with the existing benchmark (Jung et al.,|2023). The closest benchmark to ours is
built by Jung et al.|(2023)), where the robust evaluation of each architecture under standard training is
given. In Table[I] we present the Spearman coefficient among different accuracies. The observation
underscores the significance of adversarial training within our benchmark. Specifically, it suggests that
employingJung et al.| (2023) to identify a resilient architecture may not guarantee its robustness under
adversarial training. Moreover, in Figure[§|of the appendix, we can see a notable difference between
these two benchmarks in terms of top architectures id and selected nodes.

NAS algorithms on the benchmark. Let us illustrate how to use the proposed NAS-RobBench-201
for NAS algorithms. As an example, we test several NAS algorithms on CIFAR-10. The search-based
NAS algorithms include regularized evolution (Real et al.| 2019)), local search (White et al., [2021)
and random search (Li & Talwalkar, [2020). We run each algorithm 100 times with 150 queries and
report the mean accuracy in Table[2] We can observe that by searching the robust metrics, e.g., FGSM
and PGD, these methods are able to find a more robust architecture than using clean accuracy metrics.
Additionally, local search performs better than other methods. Evaluation results on more NAS
approaches including differentiable search approaches (Liu et al.,[2019; Mok et al.,2021)) and train-free
approaches (Xu et al.,[2021; Zhu et al.} |2022a; Shu et al., [2022; [Mellor et al.,[2021)) are deferred to
Table[7]of the appendix.

4 ROBUST GENERALIZATION GUARANTEES UNDER NAS

Till now, we have built NAS-RobBench-201 to search robust architectures under adversarial training.
To expedite the search process, NTK-based NAS algorithms allow for a train-free style in which
neural architectures can be initially screened based on the minimum eigenvalue of NTK as well as its
variants, e.g.,|Chen et al.|(2021)); Xu et al.|(2021)); Mok et al.|(2022)); Zhu et al.|(2022a)). Admittedly, it’s
worth noting that these methods build upon early analysis on FCNNs under standard training within
the learning theory community (Du et al.|2019c¢;|Cao & Gu,[2019;|Lee et al.L[2019). Consequently,
our subsequent theoretical results aim to provide a solid groundwork for the development of NTK-
based robust NAS algorithms. Below, the problem setting is introduced in Section[d.1] The (robust)
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generalization guarantees of FCNNs as well as CNNs are present in Section[4.2] Detailed definitions
for the notations can be found in Appendix[A]

4.1 PROBLEM SETTING

We consider a search space suitable for residual FCNNs and residual CNNs. To be specific, the class of
L-layer (L > 3) residual FCNN with input 2 € R? and output f(z,W) € R is defined as follows:

1
fi=o1(Wiz), fl:ZUl(Wlfl—l)JFOél—lfl—l; 2<I<L-1,

Jo=(wr,fr-1), f(x,W)=fL,

where W7 e R™*4 W, cR™*™ | =2 ... L—1and w; € R™ are learnable weights under Gaussian
initialization i.e., VVZ(M Vo N (0,1/m), for L € [L]. This is the typical NTK initialization to ensure the
convergence of the NTK (Allen-Zhu et al., 2019;Zhu et al.,|2022a). We use W :=(W,...,wr) €W
to represent the collection of all weights. The binary parameter «y; € {0,1} determines whether a skip
connection is used and o;(-) represents an activation function in the /" layer. Similarly, we define
L-layer (L > 3) residual CNNs with input X € R¥*P_ where d denotes the input channels and p
represents the pixels, and output f(X,W') €R as follows:

ey

Fi=0(W:ixX), Fz:ZUz(Wz*qu)-FOthFl—h 2<I<L-1,
Fr=(W.,F;_,y), f(X,W)=Fr,

@

where W, e REXmxd W), cRExmxm [—9  [,—1, and Wy, € R™*? are learnable weights with m
channels and  filter size. We define the convolutional operator between X and W, as:

kK d
W1 X) 0D =33 Wit X d+u=55) for i e [m),j € [p],

u=1lv=1

where we use zero-padding, i.e., X (*") =0 forc< 1 orc>p.
Firstly, we introduce the following two standard assumptions to establish the theoretical result.
Assumption 1 (Normalization of inputs). We assume the input space of FCNN is: X C {x € R¢:
|||, =1}. Similarly, the input space of CNN is: X C{X eR™*P:|| X ||p=1}.
Assumption 2 (Lipschitz of activation functions). We assume there exist two positive constants Cj 1y,
and Chip, such that |0;(0)| < Cy Lip < Crip withl € [L] and for any z,2' €R:

|01(2) —01(2")| < CiLip|2 = 2| < CLip|z =],

where Ch iy, is the maximum value of the Lipschitz constants of all activation functions in the networks.

Remarks: @) The first assumption is standard in deep learning theory and attainable in practice as we
can always scale the input (Zhang et al.,[2020). b) The second assumption covers a range of commonly
used activation functions, e.g., ReLU, LeakyReLU, or sigmoid (Du et al.,[2019a).

Based on our description, the search space for the class of FCNNs and CNNs includes: a) Activation
function search: any activation function o; that satisfies Assumption[2] b) Skip connection search:
whether «; is zero or one. ¢) Convolutional filter size search: the value of .

Below we describe the adversarial training of FCNN while the corresponding one for CNN can be
defined in the same way by changing the input as X.

Definition 1 (p-Bounded adversary). An adversary A,: X xRxW — X is p-bounded for p > 0 if it
satisfies: A, (x,y,W) € B(zx,p). We denote by A? the worst-case p-bounded adversary given a loss

function ¢: Af (,y, W) :=argmax; g, ,((yf(Z,W)).

For notational simplicity, we simplify the above notations as A, (x,W') and A’ (x, W) by omitting the

label y. Without loss of generality, we restrict our input & as well as its perturbation set B (z,p) within
the surface of the unit ball S:={z €R?:||z||,=1} (Gaoetal.,2019).
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We employ the cross-entropy loss £(z) :=log[1+exp(—2z)] for training. We consider the following
multi-objective function involving with the standard training loss £°#* (W) under empirical risk
minimization and adversarial training loss £*°PUt (W) with adversary in Deﬁnition

N
min (1-5) Zm i, >]+ﬂ%26[yif<Ap<mi,W>,W>], 3)
=1

.= clean (W) ;= robust (W)

where the regularization parameter 3 € [0,1] is for a trade-off between the standard training and
adversarial training. The 8 = 0 case refers to the standard training and S = 1 corresponds to the
adversarial training. Based on our description, the neural network training by stochastic gradient
descent (SGD) with a step-size -y is shown in Algorithm[I]

4.2 GENERALIZATION BOUNDS

NTK plays an important role in understanding the generalization of neural networks (Jacot et al., 2018)).
Specifically, the NTK is defined as the inner product of the network Jacobian w.r.t the weights at

e L . 1] i
initialization with infinite width, i.e., k(x;,z;) =lim,, < 8{9(@’(‘(,‘(,) ) , of a(vme]c (V‘;) ) > To present the

generalization theory, let us denote the NTK matrix for clean accuracy as:
Ku:=(1-0K+5(1-5)(K,+K])+5K,, @

where K (+7) = k(wi,xj) is called the clean NTK, K'(i’j) =k(zi, Ay (x; W) is the cross NTK, and

IA(;()i"j) k(A (i, Wi, A% (@ , W) is the robust NTK, for any i,j € [N]. Similarly, denote the
NTK for robust accuracy as:

Kau:(1—ﬂ)2Kp+5(1—ﬁ)(K2p+K2Tp)+/32K2p7 (5)

where the robust NTK K, has been defined in Eq. , Ké;]) = k(A% (x;, W), &), and IA{Q(;’J) =
k(x;,x;), fori,j € [N], with &, = A;(A;",(mj,W[l ), W) under “twice” perturbation. Note that
the formulation of “twice” perturbation allows seeking a perturbed point outside the radius of p,
indicating stronger adversarial data is used. Such perturbation is essentially different from doubling
the step size under a single p. Interestingly, such a scheme has the benefit of avoiding catastrophic
overfitting (de Jorge et al.,[2022). Accordingly, we have the following theorem on generalization
bounds for clean/robust accuracy with the proof deferred to Appendix|[C]

Theorem 1 (Generalization bound of FCNN by NAS). Denote the expected clean 0-1 loss
as L§P(W) := Ey[1{yf(®,W)<0}], and expected robust 0-1 loss as LPPISY W) =
Ez,) [L{yf(Ay(x,W),W) <0}]. Consider the residual FCNNs in Eq. (1)) by activation function
search and skip connection search, under Assumpnonland Iwzth Clip. If one runs Algortthm.wzth

astep—szze’yZV\/mm{y (Kan) 'y,y ' ( an) 1y} /(1/CLipeC rmy/N) for small enough abso-

lute constant v and width m >m*, where m* depends on (N,L,Crip,Amin (Kan) 7)\min(R/all) ,B,0,0),
then for any p <1, with probability at least 1 — & over the randomness of WU, we obtain:

clean 2 L2 TKa IOg(l/(S)
Ew (£5°7"(W)) SO ”Tﬂ +0< N>,

(ﬁrobust( ))<(§ LzyTE;lly +O< log(l/(s))’

(©)
~ N N

where Amin () indicates the minimum eigenvalue of the NTK matrix, the expectation in the LHS is taken
over the uniform sample of W from {W[l] s, WIN Y, as illustrated in Algorithm

Remarks: @) By courant minimax principle (Golub & Van Loan, [1996), we can further have

yTKalfly < % and y K'aLll y < Cao & Gu/(2019); Zhu et al.|(2022b) prove

- Amm(Km)
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Algorithm 1: Multi-objective adversarial training with stochastic gradient descent

Input: data distribution D, adversary Ap, step size v, iteration N, initialized weight wil,
fori=1to N do

Sample (x;,y;) from D.

W =Wl . (1= 8)Vw £ (yi f (2, W) =7 BV w L (i f (A, (s, W) WD)
end for
Randomly choose W uniformly from { W1 . WM.
Output: W.

for FCNN under standard training that the standard generalization error is affected by only Apin (K).
As a comparison, our result exhibits that under multi-objective training, the generalization error is
controlled by a mixed kernel K,; with regularization factor 5. We can recover their result by taking
B=0,1i.e., standard training under the clean NTK. Taking 8 =1 falls in the case of adversarial training
with robust NTK. ¢) Our theory demonstrates that the clean accuracy is affected by both the clean NTK
and robust NTK, but the robust generalization bound is influenced by the robust NTK and its “twice”
perturbation version.

Here we extend our generalization bound to CNN with proof postponed to Appendix[E]

Corollary 1. Consider the residual CNN defined in Eq. (). If one applies Algorithm [I|

with a step-size v = v min{y" (Ku) 'y, y" (Ku) " y}/(y/CrappreC»Vemy/N) for
some small enough absolute constant v and the width m > m*, where m* depends on

(N,L,p, &, Crip, Amin (Kan), )\min(gau), B, p,0), then under Assumption andEI Sfor any p <1,
with probability at least 1 — 6, one has the generalization result as in Eq. (6).

Remarks: Notice that the filter size « affects the step-size and the required over-parameterization
condition. A larger filter size enables larger step-sizes to achieve a faster convergence rate, which aligns

with practical insights 2022).

4.3 CORRELATION BETWEEN NTK AND ACCURACY ON NAS-ROBBENCH-201

- 0.527 0.533 - 0.537 0.549
use adversarial data with PGD attack to

. 0.546 | 0.552 | 0.559 | 0.556
construct the kernel K, defined in Eq. (4)).

Then, to efficiently compute Ay in, we es-
timate it by its Frobenius norm as in 0.543 | 0.550 | 0.556 | 0.553
(2021), and we simply name it NTK-

In Figure [5] we plot the Spearman corre-
lation between different NTK scores and
various accuracy metrics. Specifically, we

0.568

9

score. Specifically, we focus on 5 distinct @ gs

. . . 598 541 .54 0.554 0.551 0.564
NTK variants, including clean NTK, robust § 4y 0.5 0548 2
NTKs with p € {3/255,8/255}, and the <
corresponding robust twice NTKs. Regard- 0.614 | 0.611 | 0.622
ing the robust twice NTK, we first perform
one PGD attack on the raw image data to
generate the adversarial data, and then we 0.604 | 0.610 | 0.608 | 0.619
perform the same attack on this adversarial
data again and use it to construct the NTK.

. . 0.599 0.605 0.602 0.615
Our findings reveal that robust NTKs ex- ----
hibit a notably stronger correlation when PGD, p PGD, p PGD,20  PGD.2p
compared to standard NTK under adversar- RN Lo N 8233

ial training. More interestingly, we observe  Figure 5: Spearman coefficient between NTK-scores and
that the correlation is increasing for met- various metrics. Labels with 2p in the x-axis indicate

rics with larger perturbation. Such findings  the scores w.r.t the robust twice NTK while labels with p
persist when examining NTKs with FGSM  indicates the score w.r.t the robust NTK.

attack, as we elaborate in Appendix[F|

o

0.62

0.60

0.58

0.56

0.54
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5 CONCLUSION

In this paper, to facilitate the research of the NAS community, we release NAS-RobBench-201 that
includes the robust evaluation result of 6466 architectures on 3 image datasets under adversarial training.
Furthermore, we study the robust generalization guarantee of both FCNN and CNN for NAS. Our
result reveals how various NTKs can affect the robustness of neural networks, which can motivate new
designs of robust NAS approaches. The first limitation is that our benchmark and theoretical results do
not explore the cutting-edge (vision) Transformers. Additionally, our NTK-based analysis studies the
neural network in the linear regime, which can not fully explain its success in practice (Allen-Zhu et al.,
2019} Yang & Hul[2021). Nevertheless, we believe both our benchmark and theoretical analysis can be
useful for practitioners in exploring robust architectures.
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On one hand, in the pursuit of facilitating innovation in robust neural architecture design, we build a
benchmark by using around 107k GPU hours. We acknowledge that such a substantial computational
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also in robustness towards malicious data. Therefore, we anticipate positive societal consequences
stemming from our research efforts.
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CONTENTS OF THE APPENDIX

The Appendix is organized as follows:
* In Appendix[A] we summarize the symbols and notation used in this paper.

* A comprehensive overview of related literatures can be found in Appendix[B.T] A detailed clarifica-
tion of the distinctions between our work and prior research is present in Appendix[B.2]

* In Appendix|C] we include the proof for the generalization bound of FCNNs.

* The proof for the lower bound on the minimum eigenvalue of the NTK is present in Appendix D}
* The extension of theoretical results to CNN can be found at Appendix[E]

* Further details on the experiment are developed in Appendix[F]

* Limitations and societal impact of this work are discussed in Appendix|G|and Appendix[H| respec-
tively.

A  SYMBOLS AND NOTATION

Vectors/matrices/tensors are symbolized by lowercase/uppercase/calligraphic boldface letters, e.g.,
w, W, W. Weuse ||-||r and ||- ||2 to represent the Frobenius norm and the spectral norm of a matrix,
respectively. The Euclidean norm of a vector is symbolized by || -||2. The superscript with brackets is
used to represent a particular element of a vector/matrix/tensor, e.g., w'?) is the i-th element of w. The
superscript with brackets symbolizes the variables at different training step, e.g., W, Regarding the
subscript, we denote by W the learnable weights at -th layer, @; the i-th input data. [L] is defined as a
shorthand of {1,2,...,L} for any positive integer L. We denote by X C R? and ) CR the input space
and the output space, respectively. The training data (;,y;) is drawn from a probability measure D on
X x Y. For an input « € X, we symbolize its p-neighborhood by

B(x,p):={zcX:|et—z|<pInX.
For any W €W, we define its 7-neighborhood as follows:
B(W . r):={W'eW:|W/-W,||p<7l€c[L]}.

We summarize the core symbols and notation in Table[3]

B COMPLETE RELATED WORK AND OUR CONTRIBUTION

B.1 COMPLETE RELATED WORK

Adversarial example and defense. Since the seminal work of (Szegedy et al.,|2013)) illustrated that
neural networks are vulnerable to inputs with small perturbations, several approaches have emerged to
defend against such attacks, e.g., adversarial training (Goodfellow et al.,2015;[Madry et al.|[2018]),
feature denoising (Xu et al., 2018} [ Xie et al., 2019), modifying network architecture (Xiao et al.,
2020), regularizing Lipschitz constant (Cisse et al.,[2017)) or input gradient (Ross & Doshi-Velez,
2018). Adversarial training is one of the most effective defense mechanisms that minimizes the
empirical training loss based on the adversarial data, which is obtained by solving a maximum problem.
Goodfellow et al.| (2015)) use Fast Gradient Sign Method (FGSM), a one-step method, to generate
the adversarial data. However, FGSM relies on the linearization of loss around data points and the
resulting model is still vulnerable to other more sophisticated adversaries. Multi-step methods are
subsequently proposed to further improve the robustness, e.g., multi-step FGSM (Kurakin et al.|[2018)),
multi-step PGD (Madry et al.l|2018). Other methods of generating adversarial examples include
L-BFGS (Szegedy et al.,2013), C&W attack (Carlini & Wagner,[2017).

NAS and benchmarks. Over the years, significant strides have been made towards develop-
ing NAS algorithms, which have been explored from various angles, e.g., differentiable search with
weight-sharing (Liu et al.,2019;[Zela et al.|[2020; Ye et al.,[2022), reinforcement learning (Baker et al.}
2017} Zoph & Lel [2017;Zoph et al., 2018)), evolutionary algorithm (Suganuma et al.,|2017; Real et al.,
2017;12019), NTK-based methods (Chen et al.,[2021} Xu et al., 2021; Mok et al., 2022;|Zhu et al.,
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Table 3: Core symbols and notations used in this paper.

Symbol Dimension(s) Definition
N(p,0) - Gaussian distribution with mean £ and variance o
- Shorthand of {1,2,...,L}
0,0,Qand © - Standard Bachmann—Landau order notation
Twl]| - Euclidean norms of vector w
||W\f2 - Spectral norms of matrix W
W ||s - Frobenius norms of matrix W
Amin (W), Amax (W) - Minimum and maximum eigenvalues of matrix W
Omin(W),0max(W) - Minimum and Maximum singular values of matrix W
w® - i-th element of vector w
w(9) - (4,7)-th element of matrix W
wit] - matrix W at time step ¢
N - Number of training data points
d - Dimension (channel) of the input in FCNN (CNN)
m - Width (Channel) of intermediate layers in FCNN (CNN)
P - Pixel of the input in CNN
K - Filter size in CNN
x; R? The ¢-th data point
Yi R The ¢-th target
Dx - Input data distribution
Dy - Target data distribution
Z10) - Element-wise activation function at I-th Tayer in FCNN
Wi, W, wr, Rmxd gmxm pm Learnable weights in FCNN, [ =2,...,L.—1
W .= (Wi,..,wr) Collection of all learnable weights in FCNN
D, Rmxm Diagonal matrix, D; =Diag(o;' (Wi fi—1)), for | € [L—1] in FCNN

2022a). Most recent work on NAS for robust architecture belongs to the first category. |Guo et al.|(2020)
first trains a huge network that contains every edge in the cell of the search space and then obtains a
specific robust architecture based on this trained network. Mok et al.|(2021) propose a robust NAS
method by imposing a regularized term in the DARTS objective to ensure a smoother loss landscape.
These algorithms are different from the NTK-based methods, where we can select a robust architecture
based on the NTK metrics without training a huge network.

Along with the evolution of NAS algorithms, the development of NAS benchmarks is also important
for an efficient and fair comparison. Regarding clean accuracy, several tabular benchmarks, e.g., NAS-
Bench-101 (Ying et al., 2019), TransNAS-Bench-101 (Duan et al., 2021), NAS-Bench-201 (Dong &
Yang|, 2020) and NAS-Bench-301 (Zela et al., 2022)), have been proposed that include the evaluation
performance of architectures under standard training on image classification tasks. More recently, Jung
et al.| (2023) extend the scope of the benchmark towards robustness by evaluating the performance of
the pre-trained architecture in NAS-Bench-201 in terms of various adversarial attacks. However, all of
these benchmarks are under standard training, which motivates us to release the first NAS benchmark
that contains the performance of each architecture under adversarial training.

Neural tangent kernel. Neural tangent kernel (NTK) was first proposed by Jacot et al.| (2018)
that connects the training dynamics of over-parameterized neural network, where the number of
parameters is greater than the number of training data, to kernel regression. In theory, NTK provides a
tractable analysis for several phenomena in deep learning, e.g., convergence (Allen-Zhu et al.,2019)),
generalization (Huang et al.,|2020)), and spectral bias (Cao et al.,[2019;|Choraria et al.,[2022). The study
on the NTK has been expanded to a range of neural networks including, fully-connected networks (Jacot
et al.,2018)), convolutional networks (Bietti & Mairal,[2019), and graph networks (Du et al.,2019b).
The analysis has also been extended from standard training to adversarial training. In particular, Gao
et al.|(2019) prove the convergence of FCNN with quadratic ReLU activation function, relying on the
NTK theory, which suggests that the weights of the network are close to their initialization (Jacot et al.
2018)). Zhang et al.[{(2020) provide a refined analysis for FCNN with ReL.U activation functions and
prove that polynomial width suffices instead of exponential width. More recently,[Wang et al.[(2022)
present a convergence analysis convergence of 2-layer FCNN under certified robust training. From
the generalization perspective, the guarantee of over-parameterized FCNN under standard training
has been established in|Cao & Gul(2019);|Zhu et al.|(2022a)). In this work, we extend the scope of
generalization guarantee of over-parameterized networks to multi-objective training, which covers
the case of both standard training and adversarial training. Meanwhile, [Huang et al.|(2021) studies
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the impact of network width and depth on the robustness of adversarially trained DNNs. From the
theoretical side,|Huang et al.|(2021)) is based on the Lipschitz constant for robustness evaluation while
our analysis builds a general framework for the generalization guarantees on both clean and robust
accuracy

NTK has brought insights into several practical applications. For example, in NAS, (Xu et al.,[2021}
Shu et al.|[2022} Zhu et al.,[2022a)) show that one can use NTK as a guideline to select architectures
without training. As akernel, NTK can be used in supervised learning and has demonstrated remarkable
performance over neural networks on small datasets (Arora et al., 2020). Lastly, NTK has also shown
its potential in virtual drug screening, image impainting (Radhakrishnan et al 2022), and MRI
reconstruction (Tancik et al.| [2020])).

Let us now provide further intuition on why training neural networks via gradient descent can be
connected to the NTK. Let us denote the loss as /(W) = %Zle (f(zn;W) —yn)?. By choosing

P . . . [#)
an infinitesimally small learning rate, one has the following gradient flow: d"gt =-VoWll). By
gwtt)
a

simple chain rule, we can observe that the network outputs admit the following dynamics:

t t T
KW (W) —y), where K1l = (3fg‘;‘(,[ ”) (af(W[ ”) €RV*N js the NTK at ¢ step. Hence,

oW
NTK can be used to characterize the training process of neural networks.

B.2 CONTRIBUTIONS AND RELATIONSHIP TO PRIOR WORK

In this section, we clarify the contribution of our work when compared to the prior work on robust NAS.
Specifically, our work makes contributions both theoretically and empirically.

From the theoretical side, our work differs from previous theoretical work (Zhu et al.| 2022a}/Cao &
Gul[2019) in the following aspects:

* Problem setting: |Cao & Gu/(2019) build the generalization bound of FCNN via NTK and (Zhu et al.}
2022a) extend this result under the activation function search and skip connection search. Instead, our
work studies the robust generalization bound of both FCNN/CNN under multi-objective adversarial
training. How to handle the multi-objective, clean/robust accuracy, more general architecture search
(CNN) is still unknown in prior theoretical work.

* Results: Differently from Zhu et al.| (2022a));|Cao & Gu|(2019) that are based on the sole NTK for
generalization guarantees, our result demonstrates that, under adversarial training, the generalization
performance (clean accuracy and robust accuracy) is affected by several NTKs. Concretely, the clean
accuracy is determined by one clean NTK and robust NTK; while robust accuracy is determined by
robust NTK and its “twice” perturbation version.

* The technical difficulties lie in a) how to build the proof framework under multi-objective training by
the well-designed joint of NTKs and b) how to tackle the coupling relationship among several NTKs
and derive the lower bound of the minimum eigenvalue of NTKs. Accordingly, our work builds the
generalization guarantees of the searched architecture under multi-objective adversarial training.
Our results demonstrate the effect of different search schemes, perturbation radius, and the balance
parameter, which doesn’t exist in previous literature.

From the application side, we release an adversarially trained benchmark on the NAS-bench201 search
space, which differs from previous benchmark in the following aspects:

* Motivation: As a comparison, existing benchmarks on the NAS-bench201 search space are built
on standard training (Dong & Yang| [2020; Jung et al.,|2023). Since robust NAS algorithms usually
include the evaluation results under adversarial training (Guo et al.|[2020; Mok et al.,[2021)), our bench-
mark facilitates a direct retrieval of these results for reliable reproducibility and efficient assessment.

* Statistical result: In Table[T] we present the rank correlation among different accuracies within our
proposed benchmark as well as the benchmark in (Jung et al.;,[2023)). The observation underscores the
significance of adversarial training within our benchmark. Specifically, it suggests that employing
Jung et al.| (2023)) to identify a resilient architecture may not guarantee its robustness under the
context of adversarial training. Additionally, in Figure[8] we can see a notable difference between
these two benchmarks in terms of top architectures id and selected nodes.
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* Lastly, we investigate the correlation between various NTK metrics and the robust accuracy of the
architecture in the benchmark. By integrating this result with our theoretical generalization bound,
we can inspire practitioners to craft more robust and potent algorithms.

C PROOF OF THE GENERALIZATION OF RESIDUAL FCNN

C.1 SOME AUXILIARY LEMMAS

Lemma 1 (Corollary 5.35 in|Vershynin|(2012)). Given a matrix W € R" %2 ywhere each element is
sampled independently from N'(0,1), for every ¢ >0, with probability at least 1 —2exp(—(?/2) one
has:

m_ﬁ_ggamin(w) Sa—max(W) §M+m+<,

where o max (W) and omin (W) represents the maximum singular value and the minimum singular
value of W, respectively.

Lemma 2 (Upper bound of spectral norms of initial weight). Given a weight matrix VVl[l] € RMm1xm2
where m1 > mo and each element is sampled independently from N (0, n%) then with probability at
least 1 —2exp(—my /2), one has:

1w, 2 <3.

Proof of Lemmal[2] Following Lemma w.p. at least 1 —2exp(—(?/2), one has:

Hmmugs\/mil(\/mi+m+o.

Setting ¢ = y/m1 and using the fact that m; >mso completes the proof. O

Lemma 3 (The order of the network output at initialization). Fix anyl € [1,L—1] and @, when the
width satisfies m = (N /), with probability at least 1 —2lexp(—m/2) — & over the randomness of

{Wim L_,, we have:
C’fmin S H fl (m,W[l] ) H2 S Ofmaxa

where Crpax and Cimax are some ©(1) constant.

Proof. The result can be obtained by simply applying Lemmal2|for the initial weights and Lemma C.1
inDu et al.|(2019a). O

The following lemma shows that the perturbation of & can be considered as an equivalent perturbation
of the weights.

Lemmad. Given any fixed input x € X, with probability at least 1 —2e~"™/? over random initialization,
forany & € X satisfying ||lx—||, < p, and any W € B(WUW 1), there exists W € B(W I r4-3p+
Tp) such that:

Dy(&,W)=D,(x,W), 1<I<L-1,
f(ii’,W)Zf(ﬂLﬁ/)

fi(@W)=fi(z,W), 1<I<L-1,
S _

Proof. Let us define:
o Wi(z—z)x'
W1:W1+¥
e

Obviously, Wfl satisfies Wflm = W &. Then setting WQ,...,WL equal to Ws,...,W, will make the
output of the following layers equal. Besides, by Lemma with probability 1 —2e~™/2, one has

HWlm H <3 and thus
2
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< Wi (@ =)l |l

HWl—Wl =[[Wilyl|2—=|,

[l

(T

|

F_ 13

which indicates that ’W/fWH < 3p+ pt w.p. Lastly, by triangle inequality, with probability
F

1—2¢~™/2 we have:
e A L R L e
which completes the proof. O

The following lemma shows that the network output does not change too much if the weights are close
to that in initialization.

Lemma 5. For W € B(W W ) with T < 3, if the width satisfies m = Q(N/5), with probability at
least 1 —2(L—1)exp(—m/2)—9, one has:

HfLA(«’B,W) _fL71<iL'>W[1])H2 <8R (Opip + Cmax ) T

Proof. To simplify the notation, in the following proof, the variable with ™~ is related to W/, and without
Tis related to WUl For the output of the first layer, we have:

Hfl—ﬁH?: Hal(wﬂ)—m(ww)uz <CuLip

Wi=Wi | i@, <7Cip.

For the I-th layer (1 €{2,3,...,L—1}), we have:

7=+,

1 - -1
HLgl(mfl—1)+al—1fl—1—Lal(vvlfl—l)_al—l.fl—l

2
1 — ~ . . .
< ZHUz(VVle—ﬂ—Uz(‘/szl—l)H2+OéZ—1Hfz-1-fz-1H2 (By triangle inequality)

< OLip

‘ﬁvflflq -Wifia H + Hfz_l —fi—1 H (By the Lipschitz continuity of o;)
2 2

_ C(Lip
L

| s [ [ o

< ( C(Lip

Wz(ﬁ_l—fz_1>+(vﬁ—wl)ﬁ_1“ +Hfl_1—fl_1H

||VVlH2+1)Hfl—1—fl—1H + LipT(Hfl—1—fl—1H +fl—1||2>

Cl Li
Gl s oo+
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Therefore, by the inequality recursively and Lemmas [2|and [3] with probability at least 1 — 2(L —
1)exp(—m/2)—4d, we have:

HfL—l_.fL—lH

Cri i
<[ zp(3+7' )+1] HfL 2= fr- 2” + LpTCfmaX7 (By Lemmas[2]and[3)

[CLlp

(By recursion)

R R

6CLlp L=2 6CLip iCLip
=~ ( 7 + 1) TCLip + Z [ 7 + ]-] I 7-Cvfmax

6Crip .\ —(6CLip/L+1)E=2 Cryyy
1 i max
( L +> Ot 1=6CLy /-1 L

S BGCLip (OLip +Ofmax)T~
O

Lemma 6. For W,W € B(W! ) with 7 <3, when the width satisfies m=Q(N/8) and p<1, with
probability at least 1 —2 Lexp(—m/2) —§, one has:

@ W)= f@,W) = ((1-8)Vw f(@,W) + BT w [ (A, (@ W), W), W W )|
<18e4 (14 8) (Crip+ Chimax)T-
\f(Ap(m,W)W)—f(Ap(m,W),W)— <(1—5)wa(:c,W)+5VWf(Ap(w7W),W),ﬁ7—W>‘
<18¢59%2 (2— B)(CLip + Chimax ) T-

Proof. To simplify the notation, in the following proof, the variable with ™~ is related to W, and without
“is related to W. The variable with * is related to input A, (2, W), and without is related to input x .
For instance, we denote by:

fi:=fi(x,W), D,=Diag(o)/(W,fi_1)),
fi:=fi(@,W), D,=Diag(c) (W, fi_1)),

fi=fi(#W), D,=Diag(c/ (Wi fi_1)).
Then, let us prove the first inequality. We have:

F=r={(1=A)Vw f+BVw W -W)]

=‘<15L7fL—1>—<’wL,fL—1>—i<(1—5)vwlf+ﬁvwzf7ﬁ71—"‘/l>

=1

|<wL,fL 1= fro1)+(fro1ib—wi) Z< B)Vwif+BVw, f. Wi~ W) o)

—<(1—5)fL—1 +5fL—1,@L—wL>‘
<Nl | Fomr = Fuma| 48] Fror = Frma| 2~y

L-1

> ((1=B)Vw S Wi=Wi) |+
1=1
The first term can be bounded by Lemmas[2]and[5]as follows:

N e

< (b, e =l ) (1Fa = £ ] a2 )
< (347)2e5CTr (CLip+Clmax)T.

L—1

Z<valfaﬁ7l_vvl> -

=1

+
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The second term can be bounded by Lemmas[3]to[5]with p <1 as follows:

ﬂHfL—l—.fL—1H2||"BL_wL”2

] R A e DI E A Al
< B8O (Cip 4 Ctimax ) (27 +3p) 27
®)
The third term can be bounded by Lemmas2]and[3]as follows:
L-1

> (VwifWi-Wi)

=1

L-1
~(1-9)

>

=1
L-1

<(1-8))

=1
L-1

CLi -
S(1*ﬂ)ZCLip(3+T)CfmaX(%(3+T)+1)L “lr
=1

S (1_5)Cfmax660up7—~
Similarly, the fourth term can be upper bounded by 3Ct ., 7. Plugging back Eq. (7)) yields:
[ (@ W)~ f@W)~((1=B)Vw [ +8Vw W -W )|
§ (3+7)2660Lip (CLip +Cfmax)7_+/3660mp (CLip +Cfmax) (2’T+3p)2T +Cfmax€6CLip7_
S 18660Lip (1 +B) (CLip +Ofmax)7-~

which completes the proof of the first inequality in the lemma. Next, we prove the second inequality in
the lemma following the same method.

)J’E*f*<(1*ﬁ)wa+6VWf,ﬁ77W>’

(1-5)

L—1
’uJ—Lr H (DrWr'i_OérflIme)Dl(m _m)fl1]
r=Il+1

L—1 N (9)
lwcll, TT <||Dr||2||wr||2+1>||Dz||2HWzWzHQfl_nb]
r=Il+1

_‘<’II7L,}L1>_<’LUL7fL1>—i<(1—ﬂ)vwlf—|—ﬁvwlf’ﬁvfl_m>

=1

:‘<1IJL7}L1_fL1>+<.fL1,’lEL—’UJL>—§<(1—5)lef+ﬂvwlf7wl_VVZ>
=1

—<(1—B)fL-1+BfL_1,zBL—wL>) (10)

<|well,

}L—l*flL—lH2+(1*ﬂ)HfL—1*fL—l
L1

Z<(1*5)Vw,f,wlfwz>

=1

oz —well,

L-1

Z</3VW1J?J7[7Z*VVZ>

=1
(3+T)2660Lip (CLip +Cfmax)7-+ (]- _ﬁ)e6CLip (CLip +Cfmax) (27-"!_3,0)27- +Cfmax660Lip T
1817 (2= B) (CLip + Clmax) T,

+ +

<
<

O

Lemma 7. There exists an absolute constant C'y such that, for any € >0 and any W,ﬁv/ eB (W[l] ,T)
with 7 < Cre(8+1)"H(CLip + Crmax) ~te~ 1, with probability at least 1 —2Lexp(—m/2) —§
when the width satisfies m=Q(N/0) and p< 1, one has:

E(w,ﬁf)2E(a;W)—&—<(1—6)VW£(93,W)+ﬂVW£(Ap(w,W),W),ﬁ7—W>—e,

>

E(Ap(a:,W),W)2L(Ap(m,W),W)+<(1fﬁ)vwﬁ(w,W)+5VW£(Ap(a:,W),W),WfW>fe.
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Proof. Firstly, we will prove the first inequality. Recall that the cross-entropy loss is written as
¢(z)=log(14exp(—=z)) and we denote by L(x,W):={[y- f (x,W)]. Then one has:

L(x,W)—L(x,W)
=f[yf]—f[yf]
>0[yfl-y-(f—f) (By convexity of £(2)).
> Clyfl-y- (1= B)VEW =W )+ [yfl-y-(BV W -W ) -
- <(1—5)vwc(a:,W)+5vwﬁ(Ap(w,W),W),ﬁ7—W> — k1 (Bychainrule),
where we define:
m= |y (F= D =)y (1= BV LW =W )~ [y fly-(BV W =W ).

Thus, it suffices to show that x; can be upper bounded by ¢ :

m <Ol T~ (1=B)Vw [+ 8Vw W)W =W )+ {1 -y—C -y } 8V f W - W

<18¢5Ctin (1+5)(CLip+Cfmax)T+2ﬂ‘ <vwf,ﬁ7—w>‘
L—-1

> (Vwif@w).Wi-wi)

=1
. (1 +6) (CLip + Cvfmax)7—"|_2ﬂcffmaxe60Lip T +4BCfmax7—
24 (1+5) 6CLip (CLlp +Cimax)

S 18660Lip (1+5>(CL1p +Cfmax)7—+26 +26‘ <fL—1>'ﬂ)\i *wL> ‘

IN AN IA
—
®
UA
Q
c
5

o

(11

where the first and the third inequality is by triangle inequality, the second inequality is by Lemmal0]
and the fact that |¢'[y f (x,W)]-y| < 1, , the fourth inequality follows the same proof as in Eqgs.
and @), and the last inequality is by the condition that if 7 < Cae(1+3) "1 (CLip + Ctimax) ~te~ 6L
for some absolute constant Cy.

Now we will prove the second inequality of the lemma.
L(A, (2, W), W) —L(A,(x,W),W)
= tlyf] Iy )
>0lyfl-y-(F—f) (By convexity of £(2)).
>0lyf)y-((1=B)V LW =W )+ yfly- (BVF W -W ) -

= <(1—ﬁ)Vw[,(a:,W)+BVW£(AP(33,W),W),W—W> —ko (By chainrule),

f
f-

where we define:

roi= |yl (F= D=Ly (A= BV LW =W )= [y fl-y-(BV W -W)|.
Thus, it suffices to show that ko can be upper bounded by e. Following by the same method in Eq.
with Lemmal[6] we have:

Ko < 18¢5C1ir (2 B) (CLlp+Cfmdx)7-+QﬁCfmaxeﬁcL‘r’T—|—4,3(meax7'
< 12(3 —6) 6CLip (CLip +Cfmax)T <e,

where the last inequality is by the condition that if 7 < C3€(3 — 8) 1 (CLip + Chmax) ~Le ™5 for

some absolute constant Cs. Lastly, setting C; =max{C2,C3} and noting that (3—3) "' < (1+3) !
completes the proof.
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Lemma 8. Forany €,0,R >0 such that §' :=2Lexp(—m/2)+d € (0,1), there exists:
=O(poly(R,L,CLip,B))-€ e *“*log(1/5)

such that if m > m*, then for any W* € B(W[l] ,Rm~Y2), under the following choice of step-size
v = ve/[CLipC2, . ,mLe'?Ctir] and N = L2R2Cy;,C2, . 2Ol /(2e2V) for some small enough
absolute constant v, the cumulative loss can be upper bounded with probability at least 1 — &' by:

NZﬁ x;, W [Z] ZE x;,W*)+3e,

N
ch A (s, W) Wiy < NZ:(A,J(@,WM),W*)%E-

i=1

Proof. We set 7 = Che(1+ 8) "1 (CLip + Cimax) e~ 8% where () is a small enough absolute
constant so that the requirements on 7 in Lemmas E]andcan be satisfied. Let Rm /2 <7, then we
obtain the condition for W* € B(W M 7),i.e., m> R2C % 2(14£)?(CLip +Chimax ) 2 2C1ir . We
now show that Wl . WM are inside B(W !l 1) as well. The proof follows by induction. Clearly,
we have W € B(W! 7). Suppose that Wl ... Wil € B(W ! 1), then with probability at least
1—¢’, we have:

(Wit —w | <> w -

j=1

I

:ZVH(1—B)leﬁ(mj,wm)+5vmﬁ(,4p(mj,wm)’wm)H
j=1

<Y(1=B)N | Vw Ll W)|| +98N | Towi £, (@, W) W) |

F

F
L—-1 C
Li A7
<ANCuplwilly|fimlly T (R IWe o+ 1) |[Wi-wi |
r=Il+1
Cri
<YNCLip(3+7) Chmax( ZP(3+7)+1)L—1—1

S 6’7]\]C’LipCmeaxeﬁcLip .
Plugging in our parameter choice for v and N leads to:
H ‘/Vl[iﬂ] - VVZ[I] H <3CLipCrmax€® P LR*¢ 'm = <7,

where the last inequality holds as long as m > 3CL1pCfmax€120L‘p LRQC Le=2_ Therefore by induction

we see that W .. WVl e B(W (w (1 ,7). Now, we are ready to prove the first inequality in the lemma.
We provide an upper bound for the cumulative loss as follows:

E(iL‘i,W[i])—E(CBZ‘,W*)
s<<1—6>vwc<wi,wm>+ﬁvwc<Ap(:ci,WM),W“U,WW—W*>+e (By LemmalJ)
<W[i]fw[i+1]7w[i]fw*>

+e
5
_ IIWM—W[””II%+IIW{”—WZ*II%—HW[””—W*II%Jr
2y
. . . 2
_[WE W — W W*ll%+v2||(1—6)vw£(xi,wm>+ﬂvw£<Ap(wi,WM>,WM)HFH
2y
W W= W W | 6208 O
€.
2y 2y
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Telescoping over ¢ =1,...,N, we obtain:
N

1 i
NZL(%W[ hy

i=1

N
1 * ||W(1)*W*H12~“ 2 2 12074
S N;L‘,(IBZ’W )+T +18’YCLipCfmax6 Lip +€

2

+ 18’70124ipcf2maxelzcmp +e€

N

1 .. LR
<7 i7
_N;z:(azl ) mN

N
1 N
< N?:lc(“’i’w )+3e,

where in the first inequality we simply remove the term —||WN+1 —W*||2 /(27) to obtain an upper

bound, the second inequality follows by the assumption that W* € B(W I Rm~=1/2), the third
inequality is by the parameter choice of v and N. Lastly, we denote ¢’ :=2Lexp(—m/2)+d € (0,1),

which requires m > €2(1) satisfied by taking m = (N /). One can follow the same procedure to prove
the second inequality in the lemma that is based on Lemma([7} O

C.2 PROOF OF THEOREM[I]

Proof. Since W is uniformly sampled from {W ... WM} by Hoeffding’s inequality, with
probability at least 1 —4"":
2log(1/6")

_ 1 X .
Ey (Llean (W) < N;l[yi-f(wi,w[’]) <0} /= (12)

Since the cross-entropy loss £(z) =log(1+exp(—z)) satisfies 1{z <0} <4¢(z), we have:
1y (s, W) <0] <4L(as, W), (13)

with £(z;, W) :=0(y,- f(x;,WI])). Next, setting e = LR\ /Crip Cimaxe¢®“¥? /v/2vN in Lemma
leads to step-size v = /v R/( /QCLipCfmaXGGCLiPm\/N ), then by combining it with Egs. 1}
and (13)), with probability at least 1 — &’ — 6", we have:
N
= 4 12 LR 2log(1/6")
Ew (L8 (W) < =) (L(x, W)+ =t

(14)

for all W* e B(WH Rm~1/?).

Define the linearized network around initialization Wl as

Py we (@)= f(@, W) +({(1-B)V fw (2, W)+ BV fry (A5 (2, W) W) wr—wiil),
(15)

‘We now compare the loss induced by the original network with its linearized network:
L(zi, W) —L(yi- Fywm w+ (i) =L(yi [ (@i, W) = L(yi - Py wr+ (1))
<yi(f(@i,W*) = Fyy w+ (1)) <1851 (14 8)(Chip + Ctmax) Rm /2 < LRN~'/2,

where the first inequality is by the 1-Lipschitz continuity of ¢, the second inequality is by Lemmal6]
with Rm~1/2 <3, i.e., m > R?/9, the third inequality holds when m > 182e'2CLir (1 + 8)2(CLip +
Ctmax) 2N L™2. Plugging the inequality above back to Eq. (14), we obtain:

- 1 ¥ 12 LR [2log(1/5")
EW(LOD I(W))SN;ayi'FWD],W*(U%‘))-F(E-H)'W-F N (16)

Next, we will upper bound the RHS of the inequality above. For cross-entropy loss we have: £(z2) <
N~'2for 2> B:=log{1/[exp(N~'/2)~1]} = O(log N). We define:

B'me}@ﬂf(wi,W[”)h y'=(B+B')-y.
1€
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Then for any i € [N], we have:
yi-lyi+ f (@i, W) =y, - [(B+B")yi+ f (2, W)] > B+ B'~ B'=B.
As aresult, we have:
i (i f (i W)Y < NTH2 e [N].
Denote by J;:=(1 fﬂ)JJrﬂJ, where
J=m =2 [vec(V fw (z1, W), vec(V fw (zn, W),
J=m=2 [vec(V fw (A5 (@1, W) W) vecV fu (A5 (zy, W) Wit
Let PAQ be the singular value decomposition of J,y, where P € R(md+(L—=2)m*+m)xN 0 ¢
RVXN A cRNXN Letus define wye. := PA~1Q Ty, then we have:
Jiwvee=QAPTPAT'QTy =y,
which implies ((1—8)J T +8J T )wye. =y’. Moreover, we have:
lwweel 3= PAT'Q "y =y " QA2Q Ty =T (TiiTu) 'y
=y [(Judan) " = (Kan) 'y +y" (Kan) 'y an

=N B+B ||( allJall —(Kan) H2+(B+B )2 /T(Kan)_ly'.

By Lemma 3.8 in [Cao & Gu| (2019) and standard matrix perturbation bound, there exists
m* (8, L, N, Amin(Jan ), 8) , such that, if m > m*, then with probability at least 1 — 6, J;Il-]an is
positive-definite and

T —1
y Ky
I(Jandan) ' =K |2 < 7Nau :

Therefore Eq. can be further upper bounded by: [|wyec||3 < O(y" K ;}'y). Plugging it back
Eq. (16), with probablhty atleast 1—0—0’—4", we obtain:

0— 1 Lljwvecl|, log(1/6")
w (L NZe Nor +1) Vi + ~

A [Py Ky log(1/6")
< [ A— = AN

which finishes the proof for generalization guarantees on clean accuracy.

In the next, we present the proof for generalization guarantees on robust accuracy. The proof technique
is the same as that of clean accuracy.

Since W is uniformly sampled from { W ... W N1} by Hoeffding’s inequality, with probability at
least 1—4"":

2log(1/6")

N (18)

robust [7] [4]
(L5 NZl[yZ (i, W), W) <o] +
Since the cross-entropy loss ¢(z) =log(1+exp(—=z)) satisfies 1{z <0} <44(z), we have:
1y F(A (s, W), W) <0 <4L(A, (@, W), W), (19)

Next, setting € = LR\/CLipCfmaXBGCLiP /vV2vN in Lemma ﬁ leads to step-size v =
h

VVR/ (4 /QC’LipC’fmaXeﬁcL‘Pm\/N), then by combining it with Eqgs. (18]) and , with probabil-
ity at least 1 —4¢" — 4", we have:

12 LR [2log(1/6")

- 4 X '
_ robust * 4 (1] . 12
Ew (L6701 (W))SN;(ZZ(A,)(:::“W W)+ d
» (20)
4 PS— . 12 LR 2log(1/6")
< LA (@ W), W R R CLR

s
Il
-
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for all W* € B(W [ Rm=1/2), where the second inequality is by the definition of the worst-case
adversary A’ (-).

Next, we compare the loss induced by the original network with its linearized network defined in
Eq. (13):

LA, W), W) = (y;- Fyyri o (A (@, W)

=y (AL (@i, W), W) =y Fyyim e (A (@i, W)

< F(AL (@i, W) W) = Fyyi w (A5 (20, W 1))

<18€%9» (14 8) (CLip + Cmax) (Rm ™2 +6p+2Rm~/2p)

<LRN~'/?
where the first inequality is by the 1-Lipschitz continuity of /, the second inequality is by Lemmas4]
and[6|with Rm~1/2 4-6p+2Rpm~1/2 <3, i.e.,m > R(142p)/[3(1—2p)], the last inequality holds

when m > 18€5°%1ir (1 + 8)(CLip + Crmax) R(1+ p)2(LR/N — 18¢%“Lir (14 ) (CLip + Chmax)) 2.
Plugging the inequality above back to Eq. (20), we obtain:

12 LR 2log(1/6"
1) LR [HoR(1]5")

N
. 4 §
EW (ﬁao_bmt(w)) < Nze(yi'FW[ll,W* (Ap(wzaw[l])))+( \/N N

=1 v2v
2D
Lastly, noticing that based on Eq. (I5):
Pty e (Ap (s, W)
= f (A (s, WY W 1 (1= B)V fwr (A (s, W) W) 4 B i (A (A (s, W) WD Wi wr —w ),

Then we can define the Jacobian J,j; := (1 —ﬁ)jp +6j2p, where

Jy=m~2 [vec(V fw (A5 (1, W) W) L vecV fy (A7 (zn, W) W)
Jop=m"2 [vec(V fw (A5 (A5 (x:, W) W) W) | veeV fyy (A5 (A% (s, W) W) Wil

Lastly, by replacing J,); by J,1 as in the step on clean generalization bound, we can finish the proof.
O

D THE LOWER BOUND OF THE MINIMUM EIGENVALUE OF ROBUST NTK

We have shown that the minimum eigenvalue of robust NTK significantly affects both clean and robust
generalizations. Hence we provide a lower bound estimation for its minimum eigenvalue.

Assumption 3. We assume the perturbation p< O(C/d). For any data (z;,x;)+2p+p? <1, in other
words,

(o2 S 1= —o(1/d) Vs 2,

where C' is some constant independent of the number of data points N and the dimensional of the input
feature d.

Remark: For example, we can set C':=2Cy,x. Here the o(1/d) means a high-order small term of 1/d
and can be omitted. This assumption holds for a large d in practice, e.g., d =796 for MNIST dataset
and d = 3072 for CIFAR10/100 dataset.

Theorem 2. Under Assumption[I|and[3] we have the following lower bound estimation for the minimum
eigenvalue of K,

i#£]

Amin (Kan) > 24t (1) (1 = (N =1D)max(|(z:,x;)| +2p+p2)’") :

where (o) is r-Hermite coefficient of the activation at the first layer.
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Proof.

)\min(Kp)Z)\min (2Ew~/\/(0,ld)[Ul(Xw)Ul(Xw)T]>
mm<2u 01)205, X’XU) (Nguyen & Mondelli, 2020, Lemma D.3)

> 2MT(01)2)‘min(OZ:1XXT) takmg r=> _logmax ¢](|<m“w3>|+2p+p2)>

>2u.(01) 2( 1n||:cl||2 (N-— 1)m£x|<w“:cj>| > (Gershgorin circle theorem)
> 2 (01?1 (V= D)+ o)y ) 8581
> 2, (01 2(1 max<|<wi,a:j>|+2p+p2>r).

E PROOF OF THE GENERALIZATION OF RESIDUAL CNN

In this section, we provide proof for residual CNN. Firstly, we reformulate the network in Appendix|[E.T]
Secondly, we introduce several lemmas in Appendix in order to show the upper bound for the
cumulative loss (Lemma([I4). The remaining step is the same as FCNN.

E.1 REFORMULATION OF THE NETWORK

Firstly, we will rewrite the definition of CNN in Eq. (2)) in a way to facilitate the proof. Specifically, we
define an operator ¢ (-) that divides its input into p patches. The dimension of each patch is kd. For
example, when the size of filter k=3, we have:

(X(1,0:2))T, ,(X(l,p—1:p+1))—r
$1(X)= eR34xP,
(X(az,ozz))'r7 . (X(d,p—lzp—i-l))—r

Similarly, we define ¢; (F;) € R*™*P for the subsequent layers. Then we can re-write the formula of
CNN as follows:

Fy=0,(Wi$1(X)),
1
Fy = ZOZ(VVz@(E—l))-i-Oq—lE—h 2<I<L-1,
Fr,=(Wp,Fr_y),
f(XaW> :FL7
where learnable weights are W, € R **d W, cR™**™ | =2 . L—1,and Wy € R™*P,

E.2 SOME AUXILIARY LEMMAS

Lemma 9 (Upper bound of spectral norms of initial weight). With probability at least 1 —
2exp(—m/2) —2(L—2)exp(—km/2)—2pexp(—m/2), the norm of the weight of residual CNN has
the following upper bound:

W o <3 orie[L-1], [W}lr<3Vp.

Proof The bound of ||W, H2 ,for I € [L—1] can be obtained by directly applying Lemmal 2l Regarding
lw Hp, note that W[ ] €R™*?_then we bound its norm by Lemmal|2 I as follows

p 2
wh Z WG
H l[/]HF: H( LH)("Z) 2§3\/ﬁ’
i=1

28



Published as a conference paper at ICLR 2024

with probability at least 1 —2pexp(—m/2) .
O

Lemma 10 (The order of the network output at initialization). Fixany!l€[1,L—1] and X, when the
width satisfies m=Q(p> N/§), with probability at least 1 —2lexp(—m /2) — & over the randomness of
{Wim L_,, we have:

Cmein <

F(X W) <l

where Ctax and Cimax are some ©(1) constant.

Proof. The result can be obtained by simply applying Lemma2|for the initial weights and Lemma D.1
in|Du et al.| (2019al). O

Lemma 11. For W ¢ B(W W 1) with T <3, when the width satisfies m=Q(p>N/§) and p <1, with
probability at least 1 —2(L—1)exp(—rkm/2)— 6, one has:

| FLoa (X W)= Fo (X W) | <8V (RC i+ Chnna)

Proof. To simplify the notation, in the following proof, the variable with - is related to W/, and without
Tis related to WU, For the output of the first layer, we have:

HﬁlfFluF:HCT1(W1¢1(X))*01(W1¢1(X))HFSCLip

Wa-wi | l01(X)l

<CLip

f)‘71—‘)‘/1HF\/EHXHF <7VEClLip.

For the I-th layer (1 €{2,3,...,L—1}), we have:

|5,
1 o~ = ~ 1
:HLJZ(VW@(EQ)W1E1—Loz(m¢l<ﬂl>>—allﬂl
F
1 = ~ 1 ~ . . .
sHLm(M@(Fl_l))Lm(W@(Fl_l)) fou||[Fiy—Fi|| By Triangle inequaliy)
F
CLin |~ =~ ~ . . .
< zp VVMbl(qu)—VVlﬁf)l(Flfl)HF‘FHEA_Fl*1HF (By the Lipschitz continuity of o)
Ci ad S s -
< i ot |- o -
Ci = — o~ -
< {7} - 5|
F 2 F F
Ci = CVi
< (B ROl 4711 | B B |+ S Rr

Therefore, by applying the inequality recursively and Lemmas 2] and [T0] with probability at least
1—2(L—1)exp(—m/2)—4, we have:
“ﬁL—l —Fr H
F
C

]I“jp VETCtmax  (By Lemmas[2]and[T0)

ChLi ~
<[22+ +1)|[Fra—Froa +
L-3
Ci _ = Ci , C i .
<[ER V(3+7)+1]" “'HFl—F1HF+§ [ VABAT) F1) = F 2 VAT Cha - (By recursion)
1=0

Crip
L

C

Li
Llp \/ETCfmax

L—-3
§(6Czlp \/E+1)L_2T\/ECLip+Z(6 \/E-i-l)i
=0

< 66CLip\/E(\/EC’Lip + Cfmax)T-
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Lemma 12. For W W € B(W W ) with <3, when the width satisfies m=Q(p*N/5) and p< 1,
with probability at least 1 —2exp(—m/2) —2(L—2)exp(—km/2) —2pexp(—m/2) — 6, we have:

[ FOCW) = (X W)= (W) = (1= 6) Ve £ (@,W)+ BV w (A, (a2,W), W), W —W )|

<18y/5e® b VE (14 B)(V/RCip + Chmax) 7,
’f(.Ap(w W), W) — (A, (2, W), W)—<(1fB)VWf(m,W)+6VWf(.Ap(m,W),W),W/7W>‘

<18,/pe®CLiPVF (2 B)(\/kCLip+ Chinas )T

Proof. To simplify the notation, in the following proof, the variable with~is related to W, and without
“isrelated to W. Then, let us prove the first inequality.

‘f—f—<(1—ﬁ)vwf+ﬁvwfj"7—w>‘

- ‘<1EL7]?L1>_<UJL7fL1>_i<(1—ﬂ)vwlf+ﬂvwlf’ﬁ7l_Wl>

=1

:|<ﬁL7fL—1_fL—1>+<fL—1,'IBL_’UJL Z_:<1 valf—kﬁvwlf,m I/Vl> o

_<(1_ﬁ)fL71+6fL71ﬂBL_wL>
<l || Foo = fa | 48| o= Foa | 1~

L-1

S {(1-5)Vw /W= Wi ) |+

=1

The first term can be bounded by Lemmas2]and[TT]as follows:

L—-1

Z<5vwlf>ﬁfz—vvz> :

=1

_|_

0| Fos — o

1 . 1 1
< (ol # @ =) (|Fs =222+ 21 1)
< (3y/p+7)2e50VE (/kCLip + Crinax)T-
The second term can be bounded by Lemmas[3|]and[IT|with p <1 as follows:

8| o1 = Fua| 1L~ ]
e I L Ll A Lt It A L
< Be5r V(R CLip+ Crmax) (27+3p)27

(23)
The third term can be bounded by Lemmas2]and[I0]as follows:
L1 N
(1-8) > (Twi /Wi W)
=1
L—1 c
Li
< (1-8) 3 Cunl Wl F-l T « 22 RIW ) | Wi - |
=1 r=I+1 F (24)
L—1
<(1-8)> " Crip(3y/p+T)KCrmax( Llp\f(3+7)+1)L =1r

=1
< (1= B)/PCrmaxe®VFCrin T,
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Similarly, the fourth term can be upper bounded by \/ﬁCfmaXGG\/ECLiP 7. Plugging back Eq.
yields:

@ W)= f@W)~((1-B)Vw f+BVw fW-W)]
S (3\/];+T)266\/Ecmp (\/ECLip +Cfmax)7-+,366\/gcmp (\/ECLip'i_Cfmax)(QT'i'Sp)ZT +\/];Cfmaxe6\/;CLipT
S 18\/}3€6¢ECLiI> (1 +/8) (\/ECLip +Cfmax)7—7

which completes the proof of the first inequality in the lemma. The second inequality can be proved by
the same method as in LemmalGl

O

Lemma 13. There exists an absolute constant C'y such that, for any € >0 and any W,ﬁ? eB (W[l] ,T)
with T < Cre(y/kClip + Cfmax)*lp’l/Qe*GCLiP\/E, with probability at least 1 — 2exp(—m/2) —
2(L—2)exp(—km/2)—2pexp(—m/2)—4, one has:

c(x,ﬁ?)z,c(gc,W)+<(1—ﬂ)vwc(m,w)+ﬁvwc(Ap(m,W),W),ﬁ7—W>—e,

£(Ap(:c,W)7f/l7)zﬁ(Ap(w7W),W)+<(l—ﬁ)VWC(w,W)—kBVWﬁ(AP(a;W),W),W—W>—e.

Proof. Firstly, we will prove the first inequality. Recall that the cross-entropy loss is written as
0(z)=log(14exp(—z)) and we denote by L(x,W):={[y- f(2,W)]. Then one has:

L(z,W)—L(z,W)
=y f]—Llyf)
>lyfly-(f—f) (By convexity of £(2)).
Zﬂ’[yf]-y-<(1—B)Vf,VT’—W>+€’[yf] Y <6Vf,VT/—W>—m
:<(1—ﬂ)VWE(w,W)+BVW£(AP(:B,W),W),W—W>—m (By chain rule),
where we define:
K= ’E'[yf] -y-(f—f)—é’[yf]-y-<(1—B)Vf,W—W>—€'[yf] Y- <6Vf,VNV—W>‘-
Thus, it suffices to show that ; can be upper bounded by € :
m < |l f)u{T- 1= (=BT w f+8Vw W)W W)+ (s ly—Clufly | 5(Tw f W - W )|
< 18,/pebVRCLin (1+5)(\/Ecmp+cfmax)r+2ﬁ‘ <wa,W—W>’

L-1

> (Vwi W) W= W)

=1
< 18\/]366\/E0Lip (1 +6) (\/ECLip + Cfmax)7+ 26\/]7)Cfmax66\/gomp T +4ﬁcfmax7-
<24, /p(1+B)e*vir (kCip + Chmax )T

€

<18/pe®VrCue (148)(v/KCLip+ Ctmax) T +28 +2B|(fr 1,0 —w)|

IN

(25)

where the first and the third inequality is by triangle inequality, the second inequality is by Lemm
and the fact that |¢'[y f (x,W)]-y| < 1, , the fourth inequality follows the same proof as in Egs. (23)
and (24), and the last inequality is by the condition that if 7 < Cae(1 + )~ 'p~'/2(\/kCOLip +
C’fmax)_le_ﬁcmp\/g for some absolute constant C'5. Following the same method in Lemma , we
can prove the second inequality if 7 < Cse(3— ) ™' p~/2(\/KCLip + Cimax) ~ e~ 6V<CLir for some
absolute constant Cs. Lastly, setting C; = max{Cs,C3} and noting that (3 — 3)~! < (1+ )~!
completes the proof. O
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Lemma 14. For any €,0,R >0, there exists: m* = O(poly(R,L,k,CLip,p,B))~6_26120L‘P\/E10g(1/5)
such that if m >m*, then for any W* € B(W[l] ,Rm‘l/Q), under the following choice of step-size
v = ve/[CLippkC? ., mLe'?“vinVE] and iterations N = L? R?Cy;,pkC?, . e'2CrieVE /(2620) for
some small enough absolute constant v, the cumulative loss can be upper bounded with probability at
least 1—9 by:

1 1
— E Wl < 72 W™
N_ E(m’m )— Ni:1£(ml7 )+367

N
[ 7 1 7 *
ch (z;, W J)WH)SNZQAP(%WH),W )+3e.

=1

Proof. We set 7=C1 (14 8) " e(y/KCLip + Crmax) " 'p~ /2~ 6CLipVE where C is a small enough
absolute constant so that the requirements on 7 in Lemmas[12]and[I3|can be satisfied.

We set 7=C1€(14 ) " (CLip + Ctmax) ~1e~6CLi» where C is a small enough absolute constant so
that the requirements on 7 in Lemmas@andlcan be satisfied. Let Rm~1/2 < 7, then we obtain the
condition for W* € B(W U 1), ie., m > R2C % 2(1 4 B)?p(v/FCLip + Chmax )2 2CHrVE . We
now show that WU, W N are inside B( W[l] ,7) as well. The proof follows by induction. Clearly,
we have W € B(W ! 7). Suppose that Wl ... Wil € B(W ! 1), then with probability at least
1—¢’, we have:

i o < S

j=1
=3 1= 8 Vi L@y W)+ 89w, £ (A ;. W ) W) |
j=1

<y(1— NHVWZ (;, m>HF+7ﬁNHVWl£(A”(wj’W[j])’W[j])H

F

F

L-1
CLi
<YNCrip [Welpllon Pl [T 5
1

r=Il+

VEIW I+ 1) [Wi-wi|

Crs L—-1-1
AN Cup (35 70V Kt (S22 V(3 47)41)
S 6’YNCLip YV pHCfmaxeﬁ\/ECLip .
Plugging in our parameter choice for y and IV leads to:
||sz[i+1] _VVl[l] ||F < 3CLip\/ZTK:Cfmaxe6\/ECLip LR2c ‘m~t<r,

where the last inequality holds as long as m > 3C'ip /panmaXem\/ECLiP LR? Cy Le=2 Therefore by

induction we see that Wl ... W Nl € B(W U 7). Now, we are ready to prove the first inequality in
the lemma. We provide an upper bound for the cumulative loss as follows:

L(x;, W) — L (z;, W*)
§<(1—6)VW£(mi,W[i])+ﬁVW£(Ap(wZ-,Wm),Wm),Wm—W*>+e (By Lemmal[])
~ (will—wli wlil —w)

[

“+€

5

_ IIWM—W[””II%+IIW“]—WZ*II%—HW[””—W*II%+6
27
W W - (W W[4 (1= B) Vw £ W)+ 5V w LA, (2 W) W
2y
IIW“] WA~ [WEHT W |2 6*°CF prCR, eV e
+ +e.
2y 2y
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Telescoping over ¢ =1,...,N, we obtain:

1Y ,
i=1
W W3

2N’)/ + 187C]%ippﬁcf2max612ﬁcmp +e

1 N
<= W™
< N;_lﬁ(m,, )+

1Y LR?
= NZE(mi,W*)-F 2ymN +18’ycﬁippﬁcf2max612\/gcmp te

i=1
1 N
< ]_V;L:(mlaW*)+3e7

where in the first inequality we simply remove the term —||W N+ —W™*||2 /(27) to obtain an upper
bound, the second inequality follows by the assumption that W* € B(W 1, Rm=1/2), the third
inequality is by the parameter choice of v and N. One can follow the same procedure to prove the
second inequality in the lemma that is based on Lemmal[T3] O

F ADDITIONAL EXPERIMENTS

F.1 CORRELATION BETWEEN FGSM-NTK AND PGD-NTK SCORES AND ACCURACY

We present a comprehensive analysis of the correlation between NTK scores and accuracy in Figure[6]
The following 10 NTKs are selected: clean NTK, robust NTK with p € {3/255,8/255} subjected to
FGSM/PGD attack, the corresponding robust twice NTK subjected to FGSM/PGD attack. The result
demonstrates that robust NTK has a higher correlation compared with standard NTK under adversarial
training. Moreover, our analysis indicates a general trend wherein NTKs with FGSM attacks display
a higher correlation with accuracy than those subjected to PGD attacks. These results suggest that
employing NTKs with FGSM attacks is preferable for guiding robust architecture searches.

St e~
e
e o
e
e

KNAS PGD,, PGD,, PGDp, PGD;,, FGSM,, FGSM,, FGSM,, FGSMy,,
3/255 8/255 3/255 8/255 3/255 8/255 3/255 8/255
NTK score

Clean

PGD, 3/255 FGSM, 3/255

Accuracy

FGSM, 8/255

PGD, 8/255

Figure 6: Spearman coefficient between NTK-score, and various metrics. The label with subscript p in
the x-axis indicates the score w.r.t the robust NTK while the one with subscript p indicates the score
w.r.t the twice robust NTK.
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F.2 EVALUATION RESULTS ON NAS APPROACHES

In Table[7] we provide additional evaluation results on NAS approaches, e.g., AdvRush (Mok et al.,
2021), KNAS (Xu etal.,[2021), EigenNAS (Zhu et al.,[2022a), NASI (Shu et al.||2022), NASWOT (Mel4
lor et al.,[2021). For KNAS, we use the data with PGD attack to construct the kernel. We follow the
same set-up in |Xu et al.|(2021)) to efficiently compute the NTK. Specifically, we randomly select 50
samples and estimate the minimum eigenvalue of NTK by its Frobenius norm. Similarly, in EigenNAS,
we choose the trace of the NTK as proposed in|Zhu et al.|(2022a)). Regarding NASI, NASWOT, and
AdvRush, we use the official open-source implementation to produce the result. For DARTS, we use
the first-order implementation, i.e., DARTS-V1, from the library of Dong & Yang|(2020).

F.3 GRADIENT OBFUSCATION IN SPARSE AND DENSE ARCHITECTURES

Originally pointed out by|Athalye et al.|(2018)), gradient obfuscation is a cause for the overestimated
robustness of several adversarial defense mechanisms, e.g., parametric noise injection defense (He
et al.} 2019) and ensemble defenses (Gao et al., [2022)). Such gradient obfuscation might exist in
the defense of several dense or sparse architectures (Kundu et al.,|2021). In this work, we employ
vanilla adversarial training as a defense approach, which does not suffer from gradient obfuscation, as
originally demonstrated in (Athalye et al.,[2018)). Given the huge considered search space with 6466
architectures, we investigate whether the sparsity of the architecture design might have an impact on
gradient obfuscation. Specifically, based on the search space in Figure[I] we group all architectures in
terms of the number of operators “Zeroize”, which can represent the sparsity of the network. Next,
we select the one with the highest robust accuracy in each group and check whether this optimal
architecture satisfies the characteristics of non-gradient obfuscation in Table ]

Table 4: Characteristics of non-gradient obfuscation|Athalye et al.[(2018)).

a) One-step attack performs worse than iterative attacks.

b) Black-box attacks perform worse than white-box attacks.

¢) Unbounded attacks fail to obtain 100% attack success rate.

d) Increasing the perturbation radius p does not increase the attack success rate.

e) Adversarial examples can not be found by random sampling if gradient-based attacks do not.

Table E]presents the evaluation result of these architectures under FGSM, Square Attack, and PGD
attack with varying radius. We can see that all of these architectures clearly satisfy a), ¢), d). Regarding
e), all of the networks still satisfy it because gradient-based attacks can find adversarial examples.
For b), only the sparse network with 4 “Zeroize” does not satisfy. Therefore, we can see that these
architectures can be considered without suffering gradient obfuscation, which is consistent with the
original conclusion for adversarial training in (Athalye et al., | 2018]).

Table 5: Testing of gradient obfuscation for architectures with different sparsity.

Number of ‘ Clean FGSM | Square PGD PGD PGD PGD PGD PGD PGD

“Zeroize” (3/255) | (3/255) | (3/255) (8/255) (16/255) (32/255) (64/255) (128/255) (255/255)
0 0.7946 | 0.6975 | 0.6929 | 0.6924 0.4826  0.1774 0.0083 0.0000 0.0000 0.0000
1 0.7928 | 0.6933 | 0.6884 | 0.6874 04798  0.1744 0.0077 0.0000 0.0000 0.0000
2 0.7842 | 0.6832 | 0.6786 | 0.6779  0.4711 0.1739 0.0080 0.0000 0.0000 0.0000
3 0.7456 | 0.6515 | 0.6482 | 0.6472 0.4442  0.1599 0.0079 0.0000 0.0000 0.0000
4 0.5320 | 0.4560 | 0.4427 | 0.4528 0.3191 0.1393 0.0193 0.0010 0.0000 0.0000

F.4 ROBUSTNESS TOWARDS DISTRIBUTION SHIFT

To make the benchmark more comprehensive in a realistic setting, we evaluate each architecture in
the search space under distribution shift. We choose CIFAR-10-C (Hendrycks & Dietterich,[2019),

34



Published as a conference paper at ICLR 2024

80 80 80

70 70 70

o 60 o 60 o 60
x X X

> 50 > 50 > 50
2 g 3

lé 40 § 40 1::3 40

2 30 £ 30 O 30
< << <

20 20 20

10 10 10

0 0 0

> > N > & > &> &> N> > >
& SN q,“e’ s & p,‘?e \OQ N oé S & 'b‘} N &
& o & X S 0 5 RS N & & S PO
o & < RS &7 DN & S
‘\6“’ © & & O S NG & ¢ &
& S & & B & B > N <
N & & ¢ <X
& $ )

80
70
70 70
60 60 60
o ° o
50 x50 X 50
> > >
@ 40 @ 40 @
5 5 540
g 30 g 30 % ;d 30
20 20 20 ==,
10 10 10
0 0
o o O o o ) o o O o o
& P & & & & § FE S S
< o7 @ < or & P SN & &
& S & & &S & & 2 S & S
DS & & ¢ 2° S S O
2 IS5 .@Q & <
& <

Figure 7: Boxplots for accuracy under various corruptions and severity levels il and 5) of all 6466
architectures in the considered search space. Red line indicates the accuracy of a random guess.

Table 6: Spearman coefficient between various accuracies on CIFAR-10-C and adversarial robust
accuracy on CIFAR-10. We can see that the adversarial robust accuracy has a relatively high correlation

with all corruptions except for contrast corruptions.

PGD 3/255 FGSM 3/255 PGD 8/255 FGSM &/255
Shot noise 0.984 0.984 0.965 0.968
Motion blur 0.990 0.990 0.980 0.982
Snow 0.995 0.995 0.989 0.990
Pixelate 0.996 0.996 0.984 0.988
Gaussian noise 0.981 0.981 0.961 0.965
Defocus blur 0.993 0.993 0.983 0.986
Brightness 0.993 0.993 0.984 0.986
Fog 0.916 0916 0.918 0.918
Zoom blur 0.992 0.992 0.978 0.982
Frost 0.991 0.991 0.985 0.987
Glass blur 0.993 0.993 0.981 0.984
Impulse noise 0.947 0.947 0.936 0.938
Contrast -0.555 -0.555 -0.574 -0.571
Jpeg compression 0.996 0.997 0.984 0.987
Elastic transform 0.995 0.995 0.984 0.987

which includes 15 visual corruptions with 5 different severity levels, resulting in 75 new metrics. In
Figure[7] we show the boxplots of the accuracy. All architectures are robust towards corruption with
lower severity levels. When increasing the severity levels to five, the models are no longer robust
to fog and contrast architectures. Similar to robust accuracy under FGSM and PGD attacks, we can
see a non-negligible gap between the performance of different architectures, which motivates robust
architecture design. Moreover, in Table[6] we plot the Spearman coefficient between various accuracies
under corruptions with severity level 5 on CIFAR-10-C and adversarial robust accuracy on CIFAR-10.
Interestingly, we can see that the adversarial robust accuracy has a relatively high correlation with all
corruptions except for contrast corruptions. As a result, performing NAS on the adversarially trained
architectures in the benchmark can obtain a robust guarantee of distribution shift.
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Table 7: Result of different NAS algorithms on our NAS-RobBench-201.

FGSM PGD FGSM PGD
Method Clean 3955y (31255)  (8/255) (8/255)
\ Optimal \ 0.794 0.698 0.692 0.537 0.482
Regularized Evolution | 0.791 0.693 0.688 0.530 0.476
Clean Random Search 0.779 0.682 0.676 0.520 0.470
Local Search 0.796 0.697 0.692 0.533 0.478
Regularized Evolution | 0.790  0.693 0.688 0.532 0.478
FGSM (8/255) Random Search 0.774 0.679 0.674 0.521 0.471
Local Search 0.794 0.695 0.689 0.535 0.481
Regularized Evolution | 0.789  0.692 0.686 0.531 0.478
PGD (8/255) Random Search 0.771 0.676 0.671 0.520 0.471
Local Search 0.794 0.695 0.689 0.535 0.481
KNAS 0.767 0.675 0.67 0.521 0.472
Train-free EigenNAS 0.766 0.674 0.668 0.52 0.471
NASI 0.666 0.571 0.567 0.410 0.379
NASWOT 0.766 0.674 0.668 0.52 0.471
Differentiable scarch AdvRush 0.587 0.492 0.489 0.352 0.330
DARTS 0.332 0.286 0.285 0.215 0.213
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Figure 8: The operators of each edge in the top-10 (average robust accuracy of PGD-3/255, PGD-8/255
FGSM-3/255 FGSM-8/255) architecture inJung et al.|(2023)). We can see a notable difference from
the one present in Figure d]in terms of architectures id and selected nodes. Additionally, the best
architecture in NAS-RobBench-201 has a higher accuracy (= 60%) than that of the best architecture
(= 30%) inJung et al.{(2023).

G LIMITATIONS

Our benchmark and theoretical results have a primary limitation, as they currently pertain exclusively
to Fully Connected Neural Networks (FCNN) and Convolutional Neural Networks (CNN), with no
exploration of their applicability to state-of-the-art vision Transformers. Furthermore, our study is
constrained by a search space encompassing only 6466 architectures, leaving room for future research
to consider a more expansive design space.

Our analysis framework could be adapted for a vision Transformer but the analysis for Transformer
is still difficult because of different training procedures and more complicated architectures. The
optimization guarantees of Transformer under a realistic setting (e.g., scaling, architecture framework)
in theory is still an open question. Secondly, similar to the NTK-based analysis in the community, we
study the neural network in the linear regime, which can not fully explain the success of practical neural
networks (Allen-Zhu et al.|[2019;|Yang & Hul,|2021)). However, NAS can still benefit from the NTK
result. For example, the empirical NTK-based NAS algorithm allows for feature learning by taking
extra metrics (Mok et al., 2022). Additionally, though our theoretical result uses the NTK tool under
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the lazy training regime (Chizat et al., 2019)), NAS can still benefit from the NTK result. For example,
the empirical NTK-based NAS algorithm allows for feature learning by taking extra metrics, see|Mok
et al.| (2022) for details.

H SOCIETAL IMPACT

Firstly, this work releases a NAS benchmark that includes the evaluation result of 6466 architectures
under adversarial training, which facilitates researchers to efficiently and fairly evaluate various NAS
algorithms. Secondly, this work provides the generalization guarantee for searching robust architecture
for the NAS community, which paves the way for practitioners to develop train-free NAS algorithms.
Hence, we do not expect any negative societal bias from this perspective. However, we encourage the
community to explore further the general societal bias from machine learning models into real-world
applications.
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